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Computer Networks

- ymes: T
 the end of this chnptar students will be able to : . F
e Understand and explain network architecture, its fandamental concepts and becolie
proficient in network diagnostic tools and commands.. f
l e Setupand configure home networks effectively and develop network troubleshooting s
and differentiate between network connection types.
e Understand and measure network bandwidth and latency, and appreciate the importance of
L network load balancing, network security, data backup and recovery.

Imtroduction g
This chapter introduces the fundamental concepts of computer networks and explains how
devices communicate with each other. Students learn about network architecture, key
components, and the basic working of networks. It covers network models and la ers,
patticularly the OSI model, along with different network topologies and types. The chapter also
explains common networking devices such as NICs, switches, routers, modems, and wir less
aciess points. '

Students are introduced to essential protocols and services like TCP/IP, HTTP, FTP, and ' NS,
as well as concepts of IP addressing, IPv4/IPv6, subnetting, and NAT. They learn how (i set
up and configure home networks, including wired and wireless connections, and understand
Wi-Fi security and encryption. The use of network diagnostic tools such as ping and ipcinfig
is also discussed. Finally, the chapter highlights network performance, security measures, and
real-world practices to ensure safe and efficient communication.

1§1 Introduction to Computer Networks

A computer network allows different devices to connect and communicate with each otler. It
helps in sharing information quickly and easily. Communication through networks saves time
and effort. Computer networks are used in homes, schools, offices, and businesses. Moder life
dépends heavily on computer networks for daily tasks.

Figure 1.1: A computer network connects multiple devices to share data and resources




Netwirks can connect computers, mobile phones, printers, and other digital devices (as sho
in Figire 1.1). These devices communicate using cables or wireless signals. A network allows

data, files, and resources to move from one device to another. Networks can be small or larg:
dependling on the need. :

st [

Uses of Computer Network A
Internit browsing is a common example of network use. Mobile phones use networks for calls
messages, and apps. Schools use networks for online classes and learning systems. Banks usg
networks for online transactions and ATMs. Social media platforms work through compute
networks. Smart homes also use networks to control devices. |
1.2 § Network Architecture and Basic Concepts |
Netwark architecture is the overall design of a computer network. It shows how computers
servery, and other devices are arranged (as shown in Figure 1.2). It also defines how data it
transnitted across the network. Network architecture includes hardware, software, ang
commiunication rules. A good architecture helps the network work efficiently. It also support
future expansion of the network.

1.2: Network architecture shows how devices and components are organized in a netwo

 Provide pictures or names of devices. Students match device names with functions. Discuss

A network works by sending data from one device to another. Data is broken into small packe
befort transmission. These packets travel through cables or wireless signals. Networking




devices guide packets to the correct destination. The receiving device reassembles the packets
into the original data. This process allows smooth and fast communication.

1.3 Types of Computer Networks
Computer networks are classified based on size and coverage area. Different types of networks

are used for different purposes. Each type connects devices in a specific way. The most
common types are LAN, WAN, and the Internet (Public WAN). These networks help in

communication and data sharing. Understanding network types helps in proper network

selection.

DO YOU KNOW? |

Local Area Network (LAN)
A Local Area Network connects devices within
a small area (as shown in Figure 1.3). This area
can be a home, school, or office. LAN provides
high data transfer speed. It is usually owned and
managed by a single organization. Ethernet and
Wi-Fi are commonly used in LANs. LAN is
cost-effective and easy to maintain.

Wide Area Network (WAN)

A Wide Area Network covers a large geographic
area (as shown in Figure 1.4). It connects
networks in different cities or countries. WAN
uses leased lines, satellites, or the Internet. Data
transfer speed is slower than LAN. WAN is
expensive to install and manage. The Internet is
the largest example of a W AN.

The Internet (Public WAN)
The Internet is a global network connecting
millions ofdevices. It allows sharing of

_information worldwide. Services like email,
websites and cloud storage use the Internet

(as shown in Figure 1.5). It uses standard
protocols for communication. The Internet

supports education, business, and entertainment.
It plays an important role in daily life.

Figure 1.5: Internet
%

I



_Students

 browsing at the same time. b ey
« ISP (Internet Service Provider): Co

pany that provides Internet access o users.

1.4 Networking Devices
Networking devices are used to connect computers and other devices in a network. These
devites control the flow of data. Each device has a specific role in communication.

Nefwork Interface Card (NIC)

A ork Interface Card allows a device to
contlect to a network (as shown in Figure
1.6), It can be wired or wireless. Each NIC
has & unique address called MAC address.
The NIC sends and receives data from the
network. Without a NIC, a device cannot
cominunicate on a network. NICs are built

into tnost modern devices. L
I F

ch Figure 1.6: Network Interface Card

A svitch connects devices and sends data to the correct device. Switches improve netwg
speed and efficiency. Switches are common in modern networks.

S

Router
A roliter connects different networks together. It directs data packets to their correct destination.
Routers connect local networks to the Internet. They use IP addresses to send data. Route
impriwve network security and control. Home and office networks use routers widely.

Modem :
A médem connects a local network to an Internet Service Provider (ISP). It converts digits
data Into signals suitable for transmission. It also converts incoming signals back into digits
form. Modems are used with cable, DSL, or fiber connections. Internet access depends on a
modem. Modems often work with routers. ' -

Wir@less access point

A witeless access point provides Wi-Fi connectivity. It allows wireless devices to connect t
netwirk (as shown in Figure 1.7). It extends wireless network coverage. Access points are us
in larte buildings and campuses. They improve signal strength and stability. Wireless access
points support mobile connectivity. |

Teacher explains modem using signal conversion example. Students summarize.
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i Figure 1.7: Wireless Access Poini .-
li Network Topologies ; ll
Nelwork topology refers to the layout of a computer network. It explains how dcﬁcesatnmd
cables are arranged. Topology can be physical or logical. Physical topology shows a tual
connections. Logical topology shows how data flows in the network. Topology affects network
pel ormance and maintenance.

Bu¥s Topology
In ‘us topology, all devices are connected to a single main cable. Data travels along this cable
to reach devices. It is simple and low in cost. Failure of the main cable can stop the entire

network (as shown in Figure 1.8). It is suitable for small networks. Bus topology is not gond
for large networks.

{!'erminator 18 Terminator

| Figure 1.8: Bus Topology
L -

S*ar Topology _

I.qi star topology, all devices connect to a central hub

ol switch (as shown in Figure 1.9). Data passes

tlirough the central device. It is easy to manage and

eipand. Failure of one device does not affect others. s T o

Flilure of the central hub stops the network. Star RS

tdpology is widely used in modern networks. =




' Ring Topology

In ring topology, devices are connected in a circular path
(as shown in Figure 1.10). Data moves in one direction
around the ring. Each device receives data and passes it
along, Failure of one device can affect the whole
network. It is more complex than bus topology. Ring
topology is rarely used today. | '

—1 CLASSACTIVITY ) Figure 1.10: Ring Topology

Students stand in a circle and pass a message.
Discuss what happens if one student stops.

Mesh Topolegy

In mesh topology, devices are connected to many other
devices. Multiple paths exist for data transmission. This
increases reliability and fault tolerance. Failure of one
link Hoes not stop communication. Mesh topology is
expensive and complex. It is used in large and critical
networks, :

Figuwe 1.11 shows a mesh topology network. In this
topology, each device is connected to many other
deviies. Data can travel through multiple paths to reach
its cestination. If one connection fails. data can use
another path. This figure explains why mesh topology is very reliable but complex.

Figure 1.11: Mesh 'l-'npnlug}!

Tre@ Topology ;

In tee topology, devices are arranged in a

hierérchical structure like a tree (as shown in

Figure 1.12). It combines features of both bus and
star ‘opologies, where multiple star networks are

connected to a central backbone. Data flows from

. the root (main node) to branches and sub-

branches. It is easy to expand and manage large

networks. However, failure of the backbone can

affedt the entire network. Tree topology is c Backbone Cable
cominonly used in large organizations. :

Figure 1.12: Tree Topology I

Adfantages and Disadvantages of Network Topologies

Different topologies offer different benefits. Some are easy to install and low -cost (as show
in Table 1.1). Others provide high reliability and performance. Certain topologies are easy to
expand. Some are difficult to manage and expensive. Choosing the right topology depends on
network needs.




Some topologies are simple and cheap. Others are tehable but costly Some are easy to

/4 TIDBIT
expand Others are difficult to manage. Choice depends on needs. ]

Table 1.1: Atl\antages & Disadvantages of Network lOpﬂnglES

| Topology ntages ‘Disadva 2 il
Bus Topo!ogy . Simple and easy to install » Failure of main cable aﬁ'ects whole
» Requires less cable network
» Cost-effective = Difficult to troubleshoot
» Performance decreases with more
devices
Star Topology | * Easy to install and manage * Central device failure stops entire
* Failure of one device does not | network : '
affect others * Requires more cable
» Easy to detect faults * Higher cost
Ring Topology | + Data flows in an orgamzed « Failure of one device affects whole
manner network
* No data collision « Difficult to add/remove devices
* Equal access for all devices » Rarely used today
Mesh * Highly reliable and fault-tolerant | = Very expensive
T opology * Multiple paths for data » Complex installation
* High security * Requires large number of cables
Tree Topology | * Easy to expand » Backbone failure affects whole
» Suitable for large networks network
* Hierarchical management * Complex setup
- * More cabling required

1.6 Network Models and Layers

Network models explain how data moves from one device to another in an organized way.
These models divide communication into different layers. Each layer performs a specific task
in data transmission (as shown in Figure 1.13). Layered models make networks easier to
understand and manage. They also help in troubleshooting network problems. Network models
are used as standards in networking.

DO YOU KNOW"

Network Layers _
Network layers divide the communication process into smaller parts. Each layer has a specific
responsibility. Data passes through these layers step by step. This structure makes network



cominunication improves rehablhty and control.

OS) Model (Open Systems Interconnection)

The OSI model stands for Open Systems Interconnection. It is a standard model used to
_ undérstand network communication. The OSI model has seven layers. Each layer perfo

différent function. This model is used for learning and designing networks. It helps diffe
systéms communicate properly.

Sender

gure 1.13: OSI Model on the Sender Side Showing Data Flew from the Application Layer#o
the Physical Layer

Fiinctions of OSI Model Layers

signals. The data link layer controls error-free transfer. The network layer handles routi
data. The transport layer ensures reliable delivery. The session, presentation, and appli
layers support user interaction and data formatting.

Edch OSI layer has a specific role in data communication:
1.. Physical Layer: Sends raw data as electrical, optical, or radio signals over the medium. It
defines hardware aspects such as cables, connectors, voltage levels, and data transmission

rates. B




]
Data Link Layer: Ensures error-free data transfer between directly connected nodes. It
handles framing, error detection/correction, and conﬂ‘ols access to the shared transmission
medium.’
3. Network Layer: Responsible for routing data from source to destination across different
networks. It manages logical addressing (IP addresses) and determines the best path for
"data delivery.
4. Transport Layer: Provides reliable and ordered delivery of data between devices. It
performs error recovery, flow control, and segmentation of data into smaller units.
5. Session Layer: Establishes, maintains, and terminates communication sessions between
applications. It manages session checkpoints and recovery in case of interruptions.
6. Presentation Layer: Translates data into a format understandable by the application layer.
It handles data encryption, compression, and format conversion.
7. Application Layer: Provides services directly to end users and applications. It supports
protocols like HTTP, FTP, and email services for communication and data exchange.

(5]

1.7 Network Protocols and Services

A network protocol is a set of rules for communication. It defines how data is formatted and
transmitted. Protocols control error handling and data delivery. All devices in a network must
follow the same protocol. Protocols ensure smooth data exchange Examples include TCP/IP
and HTTP.

DO YOU KNOW? , _
Protocols are like languages that computers use to talk to each other. - ‘

Transmission Control Protocol and Internet Protocol (TCP/IP)

TCP/IP stands for Transmission Control Protocol and Internet Protocol. It is the main protocol
used on the Internet. TCP ensures reliable data delivery. IP handles the addressmg and routing
of data. Together, TCP/IP enables communication between devices. It is used in almost all
networks.

Hypertext Transfer Protocol (HTTP)

HTTP stands for Hypertext Transfer Protocol. It is used to transfer web pages. HTTP works
between a web browser and a web server. It allows users to view websites. HTTP does not
encrypt data; secure websites use HTTPS instead. HTTPS is the secure version of HTTP. It
uses encryption to protect data transmitted between a web browser and a web server. This.
eneryption is provided using SSL/TLS protocols, which ensure that sensitive information such
as passwords, personal details, and payment data cannot be easily intercepted by attackers.
File Transfer Protocol (FTP)

FTP stands for File Transfer Protocol. It is used to upload and download files. FTP allows file
sharing between computers. It is commonly used by web developers. FTP can transfer large
files. Secure versions of FTP are also available.

Domain Name System (DNS)

DNS stands for Domain Name System. It converts website names into IP addresses. DNS
makes websites easy to access (as shown in Figure 1.14). Users do not need to remember
numbers. DNS servers perform this translation process. It plays a key role in Internet use.

| L




ice must have an [P address. Communication is ndt possible without it.

/4 and IPV6 -

4 has 4 numbers each 0-255, separated by dots.
ach number = 1 Byte = 8 bits

1otal =32 bits

Idenl;lﬁes ymtr specxﬁe dev:ce on thst network, like *
#10”

001 0db8 85a3:0000:0000: 8a2e 0370:7334 .
Pv6 has 8 groups of 4 hexadecimal digits, separated by colons.

Jach group = 16 bits
otal = 128 bits
3reakdown of IPv6




HHI

Part | Value | Whatitmeans

Global routing | 2001:0db8:85a3 ISP/region, like “Pakistan, Sindh, Karachi”

prefix . :

Subnet ID 0000 Y our local network inside the ISP, like “Gulshan
areaﬂ

Interface ID _ |0000:8a2e:0370:7334 | Y our specific device, like “Your laptop”

DO YOU KNOW?

©+ IPv6 addresses comprise: 2% ~ 3.4x10% total addresses. >
-« IPv6 will never run out; it is an astronomically massive number. o 3

Subnetting

Subnetting divides a network into smaller parts. Each part is called a subnet (as shown in Figure
1.15). It reduces network traffic. Subnetting improves performance. It increases security. Large
networks use subnetting for management. -

192.168.1.0/24

192.168.1.0/25  192.168.1.128/25
Figure 1.15: Subnetting Example

Network Address Translation (NAT)
NAT stands for Network Address Translation. It allows many devices to share one public IP
address. NAT is performed by routers. It hides private IP addresses. This improves network
security. NAT is commonly used in networks.

1.9 Home Network Setup and Configuration

A home network is used to connect different devices in a house. It helps computers, mobile
phones, and printers to communicate with each other. All devices can share the same internet
connection. A router is the main device in a home network. Network setup makes data sharing
easy and fast. Proper configuration improves network speed and safety.

wlﬁ) — ——— —— ==




'
Camponents of a Home Network
A lome network has different important components. A router connects all devices in the
network. A modem connects the home network to the internet service provider. Computers,
laptops, and mobile phones are network devices. Network cables are used for wired
cotnections. Wireless devices use Wi-Fi signals to connect.

red Network Connections
A wired network uses cables to connect devices. Ethernet cables are commonly used in wired
nefworks. Devices are connected directly to a router or switch. Wired connections provide high
speed and stable performance. These networks are more secure than wireless netwdorks.
Hewever, devices cannot move freely because of cables.

reless Network Connections :
A Wwireless network connects devices without using cables. It uses radio signals to send and
re¢eive data. Wi-Fi is the most common wireless technology used in homes. Devices can move
frecly within the network range. Wireless networks are easy to install and use. They may be
slawer than wired networks in some cases. '

180 Wi-Fi Security and Router Configuration
Fi security protects the network from unauthorized access. Without security, anyone can
ust the internet. Hackers can steal personal information from unsecured networks. Secure Wi-
Fi keeps data safe and private. It also prevents slow internet speed. Strong security improves
overall network performance.
RButer Web Interface
1. Router Configuration: The router web interface is used to manage router settings. It is
ope=ned using a web browser. The user enters the router’s IP address to access it. A userfame
1 password are required to log in. The interface allows changes in WI-FI name and password.
It ulso helps control security settings.
2. Wi-Fi Encryption:Protects data sent over the network. It converts data into a secure form.
WPA2 and WPA3 are common security protocols. Older protocols like WEP are not sectire
Stiong encryption prevents data theft. Users should always select the latest encryption method.
3. Default Gateway: A default gateway connects a local network to other networks. It is
‘ually a router. Data meant for outside networks goes through the gateway. The gateway
farwards data to the correct network. Internet access depends on it. Proper gateway setting is

necessary.

E é Create sample strong password with length of eight alpha-numeric.

[Suest Networks

A guest network allows visitors to use the internet. It is separate from the main home network.
(Juest users cannot access personal devices. This increases network safety and privacy. Guest
- tworks help control internet usage. They are useful in homes and offices. |

11 Network Diagnostic Tools and Commands
stwork diagnostic tools are used to find network problems. They help check internét and
ctwork connections. These tools show whether devices can communicate praperly.




‘Commands are entered using the command prompt or terminal. It helps identify slow or broken

connections. .
Network troubleshooting is done to find and fix network issues. It helps detect connection and
speed problems. Troubleshooting checks cables, devices, and settings. It reduces network
downtime and errors. It helps maintain smooth communication. Proper troubleshooting
improves network performance.

' Ping Command

The ping command is used to test network connectivity. It checks if a device is reachable on
the network. Ping sends small data packets to another device (as shown in Figure 1.16). It
measures response time from the destination. This command helps detect network delays. It is
commonly used to check internet connection.

Ping Command:

C:\> ping google.com

Sample Output:

Pinging google.com [142.250.190.14] with 32 bytes of data:
Reply from 142.250.190.14: bytes=32 time=25ms TTL=118
Reply from 142.250.190.14: bytes=32 time=24ms TTL=118
Reply from 142.250.190.14: bytes=32 time=26ms TTL=118
Reply from 142.250.190.14: bytes=32 time=25ms TTL=118

ICMP Echo Request

W

_ ICMP Echo Reply

/]

Host A _ w - Host B

Figure 1.16: Ping Command

Map packet paths between two locations. ; ]

Ipconfig and ifconfig Commands

Ipconfig is used in Windows operating system. Ifconfig is used in Linux and macOS systems.
These commands display network settings. They show IP address and subnet mask. They also
show gateway and network status. These commands help in network troubleshooting.

Telnet, PuTTY, and Secure Shell (SSH)

Telnet is used for remote device access. It sends data without encryption. PuTTY is a popular
tool for remote login. SSH is a secure method for remote access. SSH encrypts data for safety.
These tools help manage network devices.



e
1.R Network Performance | :

Netiork performance means how well a network works. It shows the speed and quality of dat
trantfer. Good performance allows fast and smooth communication. Poor performance causes
slow internet and delays. Network performance depends on many factors, such as bandwi th
and latency. - |
Nefivork Bandwidth
Network bandwidth is the amount of data sent in a given time. It shows how much data a
netwhrk can carry. Bandwidth is usually measured in Mbps. Higher bandwidth means faste.
data fransfer. More devices use more bandwidth. Low bandwidth can cause slow internet spe
NetWork Latency _
Network latency is the time taken by data to travel. It is the delay between sending and receivilg
data. Latency is measured in milliseconds. Low latency means faster response. High latenty
caus¢s lag and delay. Online games and video calls need low latency.
Caules of Network Delay '
Network delay happens due to many reasons. Too many users can slow the network. Poor-
- qualily cables can cause delay. Long distance between devices increases delay. Netw
congéstion affects data speed. Hardware problems also cause network delay.

T ‘j " .I\—)..

- 'l:ientify possible causes of delay in a given scenario.

1.13¥Network Load Balancing . \
Netwark load balancing is used to manage network traffic. It distributes work among multipl
servers or links. This helps prevent overloading of one dévice, Load balancing improv
network speed and reliability. Tt is used in large networks and data centers. Proper lo
balancing ensures smooth performance. It helps networks handle more users. :

Benefits of Load Balancing _

Load balancing improves network speed and response time. It reduces the risk of server failur
- If one Server fails, others continue working. It provides better user experience. Load balancin

helps andle high traffic easily. It increases network reliability and availability.

Basicll oad Balancing Methods
There dre different methods of load balancing. Round Robin method sends requests one by one
Least Connection method sends traffic to less busy servers. IP Hash method uses IP address to

decide Iraffic. These methods balance the network load. Simple methods are easy to implement.
1.14 Network Security

Network security is used to protect computer networks. It keeps data safe from unauthori
access. Security helps prevent data loss and damage. Many users connect to networks daily.
Without security, networks become unsafe. Network security uses different tools and rules. It

=

| Discuss how security protects sensitive data like CT scans of patients ina hospital. }

llIlJ




is important for homes and organizations. Network security protects personal and important
information. It stops hackers from entering the network. Security keeps data private and safe.
1t also protects devices from malware. Secure networks work smoothly without interruptions.
Every network needs basic security measures.

Firewalls

A firewall is a security device or software. It controls incoming and outgoing network traffic.
Firewalls block harmful or unwanted data (as shown in Figure 1.17). They act as a barrier
between safe and unsafe networks. Firewalls protect computers from attacks. They are used in
homes and offices. .

|

Figure 1.17: Firewall Protection

Encryption

Encryption changes data into a secret form. Only authorized users can read encrypted data. It
protects data during transfer. Encryption is used in emails and online banking. Strong
encryption improves data security. It prevents data theft.

Access Control _

Access control decides who can use the network. It allows only authorized users to enter.
Usernames and passwords are common access controls. Permissions limit what users can do.
Access control protects important resources. It helps manage network usage.

Common Network Security Threats

There are many threats to network security. Viruses and malware damage systems. Hackers try
to steal data. Phishing tricks users to share information. Denial of Service attacks stop network
services. Security tools help reduce these threats.

1.15 Data Backup and Recovery

Data backup means making a copy of important data. It helps protect data from loss or damage.
' Data can be lost due to viruses or hardware failure. Backup allows data to be restored easily.

Recovery is the process of getting data back. Backup and recovery are very important for safety.

Every user should back up data regularly.




- Data récovery is used to restore lost data. Backup files are used for recovery. Recovery softw

'1.16 Usability and Security Tradeoffs

Types of Data Backup
There are different types of data backup. Full backup saves all data at once. Incremental bac
saves only changed data. Differential backup saves changes since last full backup. Backups
be stored on hard drives. Cloud storage is also used for backup.

DataiRecovery Methods

helps get deleted files. System restore can recover system data. Professionals can recover da
ﬁ'om amaged devices. Recovery methods help reduce data loss.

Usabi ty means how easy a system is to use. A usable system is sunple and clear. Users ¢
learn i quickly. Tasks can be done without confusion. Good usability saves time and effort.
lmpro es user satisfaction.

Se y means protecting systems and data. It prevents unauthorized access. Security protec
agains! viruses and hackers. It keeps information private and safe. Strong secunty reduces Tis!
and damage. Every system needs basic security.

Tradgoffs Between Usability and Security
Increating security can make systems harder to use. Strong passwords are difficult t
remeniber. Extra login steps slow down users. Simple systems are easier but less se
Remoting security increases risk. A balance is required for safe and easy use.
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Computer Network

A computer network is a group of connected computers and devices that share data,
resources, and services.

Network Architecture :

Network architecture is the design and organisation of a network, including how devices
are connected and how communication takes place.

Network Topology

Network topology is the arrangement of devices and connections in a network, such as star,
bus, ring, mesh, or tree.

LAN

A Local Area Network (LAN) connects-devices within a small area, such as a home, school,
office, or computer lab.

WAN S

A Wide Area Network (WAN) connects networks over large geographical areas, such as
cities, countries, or continents.

Internet

The Internet is the largest publtc network that connects millions of devices and networks
worldwide. : z

Networking Devices '

Networking devices are hardware components. such as switches, routers, modems, NICs,
and access points, used to connect devices and manage commumcatlon

OSI Model

The OSI model is a seven-layer model that explains how data travels from one device to
another in a network.

Network Protocol :

A network protocol is a set of rules that controls how data is sent, received, and understood
between devices.

IP Address

An IP address is a unique address assigned to a device so it can be identified on a network.
Subnetting

Subnetting is the process of dividing a large network into smaller networks for better
management and security.

Network Security

. Network security refers to the methods used to protect networks, devices, and data from

unauthorized access, misuse, or attacks.

SI?_z _



A computer network is:
(a) A single computer system

(b) A group of connected computers and devices
(c) A software program

(d) A storage device

2. | The device used to connect a computer to a network is:
~ (a) Monitor . (b) Keyboard
' (¢) Network Interface Card (NIC) (d) Printer
3. | Anetwork that covers a small geographical area, such as a school or office, is
(a) WAN : (b) MAN
(c) LAN (d) Internet
4. § The topology that uses a central hub or switch is:
(a) Bus Topology \ (b) Ring Topology
(c) Star Topology . (d) Mesh Topology
5. § The OSI model contains:
(a) Five layers (b) Six layers
(c) Seven layers (d) Eight layers
| The protocol mainly used to view web pages is:
A @) FIP _ “(b) DNS : :
“ilt-(c): TCP (d) HTTP I
7. § The main function of a router is to: -
(a) Store data (b) Connect devices within a nctwo:t
(c) Connect different networks (d) Display web pages i
8. § DNS is used to:
(a) Transfer files
(b) Protect data '
(c) Convert domain names into IP addresses
(d) Connect hardware devices
9. ¥ The device that converts digital signals for Internet transmission is:
(a) Switch (b) Hub
() Modem (d) NIC
108 The topology that provides the highest reliability is:
(a) Bus topology (b) Ring topology
(c) Star topology (d) Mesh topology




@ Short Questions _

1. What is a computer network? _

2. Write two uses of computer networks.

3. What is network architecture?

4. Name any two components of a computer network.
5. What is the OSI model?

6. Write the name of any two network topologies.

7. What is a Local Area Network (LAN)?

8. What is the function of a router?

9. What is a network protocol?

10. What is the purpose of DNS?

% Long Questions

Define a computer network. Explain its importance and uses in daily life.

Explain network architecture and describe the main components of a computer network.
What is the OSI model? Explain its layers and their functions.

Define network topology. Explain bus, star, ring, and mesh topologies with advantages and
disadvantages.

Explain the types of computer networks. Describe LAN, WAN, and the Internet.

Describe the main networking devices used in a computer network and explain their
functions.

7. What are network protocols? Explain TCP/IP, HTTP, FTP, and DNS.

8. [Explain IP addressing. Describe IPv4, IPv6, the default gateway, and subnetting.

Q Answer Key
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_ Coputational Thinking &
Algorithms

includes t ility to explain common computati
comprehension of primitive computational struc e

~ graphs. Moreover, students will be able to use knowledge representation and
‘employing propositional and predicate logic ic in their problem-solving.

Infroduction . _

In this chapter, students learn the basic concepts of logic and computational thinking us j’ in
cotputer science. They understand how to solve problems in a clear and systematic way.
Students explore computational thinking techniques such as decomposition and step-by-step
preblem solving. They also study propositional logic, truth values, truth tables, and logical

J

equivalence.

'l% chapter introduces satisfiable and unsatisfiable propositions and their role in. decifion-
miking. Students then leamn predicate logic, variables, and quantifiers to express relationshi
and conditions. Finally, they develop logical reasoning and inference skills, building a s
foundation for analytical thinking and advanced computer science topics.

2!1 Introduction to Computational Thinking

‘mputational thinking is a way of thinking to solve problems clearly and logically. It helps
. break big problems into smaller and simpler parts. This thinking is not only for computer
¢ience students. > :

5

th followed by hun:’ms_ or
omputers. Computational thinking helps us think logically and clearly.

|




cortect order. This prevents errors during problem solving. Anyone can understand and use the
steps easily. Computers also follow step-by-step instructions (as shown in Figure 2.2).
plaiining leads to correct results.

Step-by-Step Algorithm | xample

‘Figure 2.2: Step by Step Algorithm Example
-Ev@lluating and Improving Solutions '

- Afigr finding a solution, it is important to evaluate it. Evaluation helps us check if the solution
is cirrect. It allows us to find and fix mistakes, Testing the solution shows whether it wotks
properly. We can improve the solution by making it simpler or faster. This process helps us
leart! from errors. Improving solutions leads to better performance. Evaluation is an important
part bf problem-solving. -

2.3 Logic as a Knowledge Representation Framework 3
Logic is the science of true reasoning and is an important concept in computer sciente.
It helps computers store, understand, and use information correctly. Using logic,
complex information can be represented in a simple way. '

\1_

Logdic in Computer Science
In cdimputer science, logic means using rules to make correct decisions. Logic helps computers
undésstand true and false conditions. It allows systems to process information correctly. Logisal
 statements are used in programs and algorithms. These statements help control the flov
progiams. Logic is the basis of many computer operations. It helps computers think i
struciured way. :
Rolg of Logic in Reasoning and Decision Making
Logi¢ plays an important role in reasoning and decision makin g. It helps computérs and human
draw correct conclusions. Using logic, decisions are made based on facts and rules. It remoyes
conflision and guesswork. Logical reasoning helps solve problems step by step. Computers tse
i¢ to choose the correct action. Logic ensures that decisions are consistent and accurate
sid in expert systems and artificial intelligence.




Discuss how logic helps in making decisions.
. Students make simple “if-then” statements about school life.
«  Example: “If it rains, then we will stay indoors.”

2.4 Propositional Logic
Propositional logic is a basic form of logic used in computer science. It deals with
statements that can be true or false. These statements are called propositions (as shown

in Figure 2.3)

[ 2+3=5 ]—b

[ The sky is blue l —_—

l 1>3, l—o»

Fl"oday is Sunday —_—

Figure 2.3: Propositional Logic Statements

Proposition -
A proposition is a statement that is either true or false. It cannot be both true and false at the
same time. Questions and commands are not propositions. For example, “The sun rises in the
east” is a proposition. A proposition must have a clear meaning. It should not be confusing.
Propositions are the basic units of logic. They are used to form logical expressions.
Understanding propositions is important in logic. A proposition is usually represented by a
capital letter, such asP, Q, or R. For example, if p represents the statement “The sky is blue”,
then we write:

P= “The sky is blue”
Simple and Compound Propositions
A simple proposition contains only one statement. It cannot be broken into smaller parts. For
example, “It is raining” is a simple proposition. A compound proposition is formed by
combining two or more simple propositions. Logical connectives are used to join them. For
example, “It is raining and it is cold” is a compound proposition. Compound propositions can

express complex ideas. They are common in logical reasoning. Both types are important in

propositional logic. - ;

e ek T e, i .




jogical connectives: AND, OR, NOT
ogical connectives are words used to connect propositions. AND is used when both statéments -

sed in computer programs. Logical connectives help in decision-making (as shown in
gure 2.4)  They make logical expressions clear. Understandingthem is essential in logic.

7

U Tmeifboth A and B are true.
_/ True if A or B is true (or both). ////’ '

‘ Not A ' |
NOT e
| True if A false. _

Figure 2.4: Logical Connectives

2.5 Truth Tables
Iruth tables are used in logic to show the truth values of statements. They help us undérstand
1ow logical expressions work. A truth table lists all possible combinations of truth valu
hows the final result for each combination. Truth tables are important in propositio

Shown in Figure 2.5).

A B |AANDB| AORB | NOTA
True True True True False
True False False True . False
False Tae: | False True True H
False | Falte | - Palse False True

Figure 2.5: Truth Table for Logical Expressions




_
Purpose of Truth Tables : :

The main purpose of truth tables is to show how a logical expression behaves. They help us
find when a statement is true or false. Truth tables list all possible input values. They help
remove confusion in logical reasoning. Using truth tables, we can check complex expressions
easily. They help compare different logical statements. Truth tables are useful in decision-
making. They are important tools in logic and computer science.

Creating Truth Tables for Logical Expressions

Creating a truth table starts with identifying the propositions. Each proposition is given a truth
value of true or false. All possible combinations of truth values are listed. Logical connectives
are applied step by step. The final result is written for each row. This process helps to
understand the expression clearly. Truth tables must be neat and organized. They are easy to
follow and use. j

Truth Values of Propositions

Each proposition P or Q can take the value True (T) or False (F). Truth tables enumerate all
possible combinations (2" rows for n propositions). Truth value of a compound proposition

is determined by the values of its components.

2.6 Propositional Equivalence YAy
Propositional equivalence is a concept in propositional logic. It explains when two logical
expressions have the same meaning. Even if expressions look different, they may give the same
result. Propositional equivalence is checked using truth tables. If two expressions have the same
truth values. in all cases, they are equivalent. The symbol “=” is used to show equivalence.
Propositional equivalence improves clarity in reasoning (as shown in Figure 2.6)

The following two propositional expressions are logically equivalent.
[ Expression 1 ] { Expression 2 J

[ (A AND NOT B) OR (B AND NOT A) ]{:)[ (A OR B) AND (NOT A OR NOT B) ]

[ Both expressions are true in the same cases (XOR). j

“[ Venn Diagram Representation | ( Truth Table ]
- A B (A AND'NOT B) (A OR B) AND
OR (BAND NOT A) | (NOT A/OR NOT B)
F|E F F
F|T T T
: : T T T
A aanpnorB B B ANDNOT A

D Neither A nor B A AND B (not included) T T F E

i [Tht:refqrc: (A AND NOT BYOR (B AND NOT A)¢=:(A OR B) AND (NOT A OR NOT B) ]




l entifying Equwalent Logical Expresswns
Fquivalent logical expressions are identified using truth tables. Each expression is tested for r all
plssible truth values. If the results match in every case, they are equivalent. Logical laws can
o help identify equivalence. These laws simplify expressions. Identifying equivalence helps
reduce complex expressions.

Importance of Equivalence in Logic

Fyuivalence is important because it helps simplify logic problems. It allows us to réplace
omplex expressions with simpler ones. This saves time and effort. In programming, equivalent
expressions improve code efficiency. Equivalence helps avoid logical errors. It ensures carrect
oning and decisions. This concept is useful in mathematics and computer science.
nderstanding equivalence strengthens logical thinking. '

2{7 Propositional Satisfiability
Propositional satisfiability is a concept in logic that checks whether a statement can be tfue. It
hélps us know if a logical expression has at least one situation where it is true. This concept is

idely used in computer science, especially in problem solving and programming. Satisfiability
helps us test logical statements and make decisions. It is important for designing algorithm
| venfymg programs. Understanding satisfiability improves reasoning skills. It also helps in
salving complex problems efficiently.
: Al ple.

“Hring pizza OR (burger AND do NOT bring soda).”
Résult: Bring pizza, no soda = satisfiable expression. Solution exists.
“Nou must bring pizza AND you must NOT bring pizza.”

Résult: No solution exists = unsatisfiable expression.

= & DO YOU KNOW"

Cpnditions for a Proposition to be Satisfiable
A broposition is satisfiable if there is at least one combination of truth values that makes itirue.
If all possible combinations make it false, it is unsatisfiable. Satisfiability depends on the
striicture of the expression and the logical connectives used. Logical connectives like AND,
O, and NOT determine whether a statement can be true. Checking all possible cases us ga
h table is one way to test satisfiability. A proposition with at least one “true”™ outcorie is
safisfiable. This condition helps in reasoning and decision-making.

E amples of Satisfiable and Unsatisfiable Expressions
1 example of a satisfiable expression is “P OR Q.” This is true if either P or Qs true. An er
example is “P AND Q,” which is true when both P and Q are true. An unsatisfiable express sion
is 'P AND NOT P.” This is never true because P cannot be both true and false. Satisfiable
expressions have at least one true outcome, while unsatisfiable expressions have none.
Unilerstanding these examples helps in learning logic and problem-solving. '

Provide several expressions and ask students to classify. them as satisfiable or unsatisfiabl




ma

2.8 Predicate Logic Hiofice
Predicate logic is an extension of propositional m
logic. It allows us to express more detailed
statements about objects and their properties. In
predicate logic, we can talk about individuals, [ Vatiable } [ Variable ]
groups, and relationships between them (as shown t % I 7 J
in Figure 2.7).
Helps.(x, ¥)

Introduction to Predicate Logic Figure 2.7: Predicate Logic Structure
Predicate logic studies statements that contain :

variables and predicates. A predicate is a statement that can be true or false depending on the
values of the variables. For example, “x is greater than 5 is a predicate because it depends on
x. Predicate logic allows expressing statements like “All students are hardworking” or “Some
books are interesting.” It is used to represent knowledge formally.

Difference Between Propositional and Predicate Logic

Propositional logic deals with simple statements that are either true or false. It cannot describe
properties of objects or relationships between them. Predicate logic, on the other hand, uses
predicates and variables to express detailed statements. Predicate logic is more expressive and
powerful than propositional logic. Propositional logic is easier to understand but less flexible.
Predicate logic allows statements about many objects and conditions.

Predicates and Variables
Predicates describe properties or relationships of objects. For example, “isEven(x)” is true if x
is an even number. Variables represent objects or values in the domain of discourse. Using
variables, we can write general statements like “For all x, x > 0.” Predicates and variables
together form predicate logic expressions. They help express complex ideas clearly and
formally. Understanding predicates and variables is important for reasoning and problem-
solving.
Propositional Logic

A ="Ali is Tall”

« Cannot see inside (A)

¢  Limited
Predicate Logic

Tall(Ali)

« Can see subject Ali + property Tall

*  Much more expressive

2.9 Quantifiers in Predicate Logic _

Quantifiers are used in predicate logic to describe how many objects satisfy a condition. They
help us make general statements or statements about specific objects. Quantifiers make
predicate logic more powerful than propositional logic. Using quantifiers, we can write
statements like “All students are hardworking” or “Some books are interesting.” Quantifiers
help represent knowledge clearly and precisely.




‘Quantifiers like “for all” or “there exists™ help us express general rules or pos /

. Unmliversal Quantifier (for all) il
_The universal quantifier is used to indicate that a statement is true for all objects in a given set
(as shown in Figure 2.8). It is denoted by the symbol “v™. For example, “Vx, x> 0” means “For
all &, x is greater than 0.” The universal quantifier is used to make general statements about
every object in a domain. It is important in mathematics and logic proofs. Using “for all”
ensures that no object in the set violates the statement. This quantifier helps express rules ‘and
general truths clearly.

Existential Quantifier (there exists)
The existential quantifier is used to indicate

thalla stat mae Bict Universal Quantifier Existential Quantifief
a ement is true for at least one 0bje -

in ¢ set (as shown in Figure 2.8). It is denoted @ G‘:]

by the symbol “3”. For example, “3x, X is -

even” means “There exists at least one x that -

is sven.” This quantifier is used when a l For all x, P(x) l For some X, P(X)

cordition is satisfied by some object but not
netessarily all. It helps in expressing
possibilities and specific examples. The Figure 2.8: Universal and Existential
existential  quantifier is important for Quantifier It
pr&lam-solving and reasoning.

Using Quantifiers in Logical Statements

Quantifiers can be combined with predicates to make clear logical statements. For exaniple,

“yw&. P(x)” means the predicate P(x) is true for all x, while “3x, P(x)” means P(x) is true for at

least one x. Quantifiers can also be used together in complex statements. For instance, “va Iy,

x4 y”’ means for every x there exists a y that is greater than x. Using quantifiers allows \Ts to
I

express rules, conditions, and relationships clearly. : t

240 Applying Predicate Logic to Real-World Problems P

Pridicate logic can be used to solve real-world problems by representing knowledge clearly
d systematically. It helps us model situations involving objects, their properties, | and

relationships. Using predicate logic, we can analyze problems, make decisions, and find

_scx%utions logically. -

DO YOU KNOW? S8 _
‘Predicate logic can model family trees, social networks, and even computer programs! l _ \

Representing Relationships Using Predicates

~.dicates can represent relationships between objects in the real world. For example,
Birrows(x, y) means “student x borrows book y,” and Teaches(t, s) means “teacher t teaches
su'p'dent s.” These predicates clearly describe how students, books, and teachers are connected.

|
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Using such relationships, we can model the working of the library system. This makes it easier
to organize and understand interactions between different entities.

Writing Logical Statements With Quantifiers

Quantifiers help us write general rules about the library. For example,
VX. Student(x) — Borrows(x, Book) means “every student borrows a book.”
Jy, Book(y) A Available(y) means “there exists at least one book that is available.”
These statements help define rules and conditions in a precise way. Quantifiers allow
us to describe both general situations and specific cases in the library system.

Ask students to write rules like “All students must attend class” using universal
quantifiers. ' -

Reasoning and drawing conclusions

Using predicate logic, we can draw conclusions from given facts. For example, if “vx,
Student(x) — HasLibraryCard(x)” and “Ali is a student,” then we conclude “Ali has a library
card.”

This logical reasoning helps in decision making, such as checking whether a student can
borrow a book. It ensures correct and consistent conclusions, making the system reliable and
easy to manage.

2.11 Logic-Based Reasoning and Inference

Logic-based reasoning and inference are ways of thinking that help us draw conclusions from
known facts. This method uses rules of logic to reach conclusions step by step. Reasoning
helps us solve problems, make dec isions, and verify information. Logical inference ensures that
conclusions are correct and reliable. Understanding this concept improves critical thinking
skills. Logic-based reasoning is essential for solving complex real-world problems.

“Logical Inference

Logical inference is the process of deriving new facts from known information. It is a way of
reasoning that follows logical rules. For example, if we know “All humans are mortal” and
“Socrates is a human,” we can infer that “Socrates is mortal.” Logical inference ensures
conclusions are true if the premises are true. It is used in mathematics, computer science, and
artificial intelligence. Inference helps in making decisions based on evidence. It is a
fundamental concept in logic and reasoni ng, :

Deduction Using Logical Rules

Deduction is a type of reasoning that starts from general facts to reach a specific conclusion.
Logical rules like “if-then” statements are used in deduction. For example, “If it rains, the
ground gets wet” and “It is raining” lead to the conclusion “The ground is wet.” Deduction is
reliable because the conclusion is guaranteed to be true if the premises are true. Computers use
deduction to solve problems and answer questions. Deduction helps in formal reasoning and
problem-solving tasks.

e R S IR s e
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mputational Thinking
Ce mputational thinking is a problem—soivmg approach in which a problem is understood, broken
int» smaller parts, and solved step by step using logical thinking.
D¢ somposition
| De-omposition is the process of breaking a large or complex problem into smaller and manageabl
p i
A l'ithln
AL plganthm is a step-by-step set of instructions used to solve a prohlem or perform a task.
OFIC
ouic is a formal method of represenung facts, statements and rules so that correct reasoning and
detision-making can be performed.
Proposition
A proposition is a statement that is either true or fn]se but not both at the same time.
Coempound Proposition
A ompound proposition is formed by combining two or more simple propositions using logical
operators such as AND, OR, and NOT.
uth Table
A lruth table is a table used to show the truth values of a logxcal expression for all possible '
ambinations of its inputs. I
Propositional Equivalence
Pripositional equivalence means that two logical expressions have the same truth values in all
po sible cases.
Propositional Satisfiability
A roposmon is satisfiable if’ there is at least one condition under which the proposition becomes
L]
P

>redicate Logic
dicate logic is a type of logic that represents statements using subjects, pmpertles vanables
an! relationships.
J e ate
A predicate is a logical expressmn that descnbes a property or relationship of a subject, such as
(THIL(AL). |
Quantifier - :
antifier is used in predicate logic to show how many objects a statement applies to, such as |

fol all or there exists.

_ugical Inference
agical inference is the process of drawing a correct conclusion from given facts or statements

duction
duction is a reasoning method in which a specific conclusion is derived from general rules or
aiwn facts. |
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€D Multiple Choice Questions
L

2

Computational thinking is mainly used for:

(a) Playing computer games (b) Solving problems in a logical way
(c) Writihg essays (d) Drawing pictures

The first step in problem solving is: :

(a) Writing code (b) Evaluating the solution -
(c) Identifying the problem .. (d) Breaking the problem
Breaking a large problem into smaller parts is called:

(a) Abstraction (b) Decomposition

(c) Evaluation - (d) Automation

A step-by-step solution to a problem is known as an:

(a) Program (b) Flowchart

(c) Algorithm (d) Function

The logic that uses only true or false values is:

(a) Predicate logic (b) Fuzzy logic

(c) Propositional logic : (d) Natural logic

A compound proposition is:

(a) (P) (b) (Q

() (PAQ) (d) True

The purpose of a truth table is to: '

(a) Write programs (b) Store data

(c) Evaluate logical expressions (d) Design algorithms

A proposition that is true for at least one case is called:

(a) Unsatisfiable - (b) Invalid

(c) Satisfiable © (d) Equivalent

The symbol for the universal quantifier is: :
(a) 14 : =

() A d Vv

Predicate logic is mainly used to:

(a) Draw diagrams ~ (b) Represent relationships using variables
(¢) Store numbers (d) Design networks

ﬁ- Short Questions

bl s

What is meant by computational thinking? ‘
Why is computational thinking important in problem solving?
What is decomposition in problem solving?

What is an algorithm?

What is logic in computer science?

(ETD)
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Q J Answer Key

at is a proposition?
‘'hat are truth values?
\What is a truth table?
'hat is propositional satisfiability?
What is a predicate in predicate logic?

3 Long Questions

“xplain computational thinking and discuss its lmportance in solving problems w
suitable examples.

[escribe the steps involved in problem solving usmg computational thinking. Expl
i:composition with an example.

at is logic as a knowledge representation ﬁ'amework‘? Explain its role in reasoning
ision making,

“xplain propositional logic. Discuss simple and compound propositions with examples.
at are truth tables? Explain how truth tables are created and used to evaluate logi
pressions.

plain propositional equivalence. Describe how equivalent logical expressions -
identified and why equivalence is important.

hat is propositional satisfiability? Explain satisfiable and unsatisfiable propositions with
cramples.
- «plain predicate logic and quimtlﬁers Discuss how predicate logic is applied to real-world
poblems.
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By the end of this chapter, students will be able to : R T
=, Develop Python applications using object-oriented programming (OOP) principles.

Introduction
In this chapter, students will learn the fundamentals of Object-Oriented Programming (OOP)

using Python. They will explore key OOP concepts like classes and objects to model real-world
entities in code. The chapter covers encapsulation, which helps protect data and ensure privacy,
and inheritance, allowing for code reuse and extension. Students will also study polymorphism
to create flexible, adaptable programs. These concepts will help students develop well-
structured and maintainable Python applications. By the end of the chapter, students will be
proficient in applying OOP principles to design efficient and scalable programs.

3.1 Object-Oriented Programming (OOP) Using Python
Object-Oriented Programming is a method of designing programs. using objects and classes.
[Each object represents a real-world entity with specific properties and behaviors. Classes act
as templates for creating multiple objects with similar characteristics. OOP emphasizes
encapsulation, inheritance, and polymorphism to manage data and behavior efficiently. This
approach helps in modeling real-world problems in programming.

Create a chart comparing procedural programming and OOP. Have students explain
scenarios where OOP is more useful. '

\.
Benefits of OOP: Modularity, Reusability, and Easier Maintenance

OOP allows code to be divided into modules, making it easier to manage. Classes and objects
can be reused in multiple programs or parts of a program, reducing repetition. Programs built
with OOP are easier to maintain and update because changes in one part do not affect the entire
system. The structure of OOP supports scalability and adaptability in software development. It
also improves collaboration by making code more understandable and organized.

Al

, TIDBIT J

Object-Oriented Programming helps programmers think in terms of real-life objects, like
students o cars, making programs easier to understand and manage.
3.2 Core Concepts of OOP

Object-Oriented Programming (OOP) has several core concepts that make programs organized,
reusable, and easier to manage. These concepts include classes and objects, encapsulation,

inheritance, and polymorphism. @
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Classes and Objects — Representing Real-World Entities in Code
A class is a blueprint or template that defines the properties (attributes) and actions (methods)
of an entity. An object is an instance of a class that holds actual values for its attributes (&
shown in Figure 3.1). Classes and objects allow programmers to model real-world entities in
code ! Jsing classes and objects helps organize data and related functionality together, making
programs more structured.

|

Object P1

name = Bob
age=34
€ Adtributes. & »| gender=
: ! ea
! ;é“gle' -| sleep()
+ gender work()
‘ | | © Methods
|
| 5 age=27
- sleep() #| gender = Female
! : * work() 0.
: sleep()
work()
Figure 3.1: Diagram Showing Class and Object relationship
Exaniple ' : i
class Student: )

def _ init_ (self, name):
self.name = name

int("Student Name:", self.name)
i A%

# __ a [in objeets

objertl = Student("Ali")

objeitZ = Student("Ahmed")

# Us ng objects -

objectl.display()

objei12.display()

s class Student — defines a blueprint for students
e _ init _— sets the name when an object is created
. 1’ self.name — stores the student’s name
e  display() — prints the student’s name
e object] and object2 — two different student objects
oll Each object has its own data (A, Ahmed)

(34) +
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Encapsulation _

Encapsulation is a concept in Object Oriented Programming (OOP) where we bundle data
(variables) and methods (functions) into a single unit (class) and restrict direct access to the
_data.

Unlike languages like Java or C++, Python does not have strict "private” or "protected”
keywords. Instead, it relies on naming conventions to signal how data should be accessed.

Ay
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Hide the data and control access using methods.

Why Encapsulation is important

e Protects data from unwanted access

e Improves security

e Makes code easier to manage

e Allows controlled modification

Example:
Think of a bank account:
Y our balance is hidden
Y ou can only access it using:
e deposit()
e  withdraw()
Y ou cannot directly change the balance; this is encapsulation.
1. Levels of Access Control
In Python, you can control the visibility of class members using specific naming prefixes:

¢ Public Members: These are accessible from anywhere—inside or outside the class.

By default, all members in Python are public (as shown in Figure 3.2).
e Syntax: self attribute_name

o Protected Members: These are intended for internal use within the class and its
subclasses. It is a convention (not a restriction) to signal to other developers that the
member should not be accessed from outside.

e Syntax: self._attribute_name (single underscore)

e Private Members: These
are highly restricted and Class Object
cannot be easily accessed =
from outside the class.

Python uses a mechanism 9

Public Methods / Interface
[ gctValueO] [ setValue() J

called Name  Mangling to fufﬁﬁiﬁ
change the internal name of | yser/ :
the wvariable to prevent | Outside 5
accidental access. Sl ePag L Private Data
o  Syntax: self._ attribute 22;?;:3“35 | _private_variable
_name (double
underscore) ’

Figure 3.2: Encapsulation diagram showing private and public variables
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Inhéritance — Reusing and Extending Functionality

Inheritance allows a class to take properties and methods from
or class. The new class, called a subclass, can add or modify
ies of the parent class. Inheritance promotes code reuse and
¢es redundancy. It also makes it easier to extend programs
dut rewriting existing code.
¢ are the following types of inheritance:

ole Inheritance: Single inheritance occurs when a child class £
¢lass) inherits attributes and methods from exactly one parent El czhdd 'E'lﬁéé
_ (superclass) This is the most fundamental form . ) '
Jleritance in Python, promoting code reusability by -
ng the child class to extend or modify the behavior of ~ Figure 3-3 Single Inheritan
the parent (as shown 1;1F1gure 3.3).




—
Example: '

In this example, the Dog class inherits the basic functionality of an Animal but adds its own
specific behavior.

# Parent class (Superclass)
class Animal:
def init. (self, name):
self.name = name

def eat(self):
print(f" {self.name} is eating.")

# Child class (Subclass) inheriting from Animal
class Dog(Animal):
def bark(self):
print(f" {self.name} says Woof!")

# Create an object of the child class
my_dog = Dog("Buddy")

# Access method from Parent class
my_dog.eat() # Output: Buddy is eating,

# Access method from Child class
my_dog.bark() # Output: Buddy says Woof!

Ay

“7¢ TIDBIT : -

self is the reference to the current object, passed automatically to instance methods.

o Parent Class (Base Class): The class whose
properties are inherited. In the example
above, Animal is the parent class.

e Child Class (Derived Class): The class that inherits

from the parent. It is defined by passing the parent [El DSt Clasa IHE]P““‘ Class 2 ]

class name in parentheses: class Child(Parent):.

e Method Overriding: A child class can provide a
specific implementation of a method that is already
provided by its parent. You can use the super()
function to call the parent's version of that method. ‘ ‘E‘ Child Class‘]
Multiple Inheritance: Multiple inheritance in Python

allows a single class to inherit features (attributes and

methods) from more than one parent class. This enables a child Figure 3.4: Multiple

class to combine behaviors from different sources, such as a Inheritance

Smartphone class inheriting from both a Camera and a Computer class (asshown inFigure 3.4).
: ' 37




g ample.
# this example, the Child class inherits from both Father and Mother classes. It can acce
12thods from both parent classes

1t other drived class, creatmg a chain of inheritance smnlar toa famﬂy tree (Grandpar at

Pirent — Child). In this structure, the "grandchild" class has access to all methods and
ributes from both its immediate parent and its grandparent (as shown in Figure 3.5). =

B

B

Figure 3.5: Multilevel Inheritance -
Te mple
i example ElectricCar inherits ﬁ-om Car, wh:ch in tummhents ﬂ'omVehche




Create a Vehicle class and extend it with Car and Bike subclasses. Add umque: meﬂmds to
each subclass and demonstrate inheritance. : 4

Polymorphism '
Polymorphism means "many forms". It refers to the ability of an entity (like a function or
object) to perform different actions based on the context. Technically, Polymorphism allows
the same method, function, or operator to behave differently dependmg on the object it is
working with. This makes code more flexible and reusable.
Example: In a backend payment system, multiple payment options are available, such as Credit
Card. UPI, NetBanking, and Wallet. All payment types use a common methad named
processPayment(), but different implementations:

¢ NetBanking Payment redirects to bank login
The method name remains the same, but the action changes based on the payment type.
Types of Polymorphism )
Polymorphism refers to the ability'of the same method or operation to behave differently based on
object or context. It mainly mcludes compile-time and runtime polymorphism (as shown in
Flg'.ﬂ'e 3 6) b o -.-\ v

‘P«ulymoqﬂnm

Figure 3.6: Polymorphism example showing the same function behaving differently
'




. Compile-time Polymorphism
Compile-time polymorphism means deciding which method or operation to run during
compilation, nsually through method or operator overloadmg. Languages like Java or ;H*
 support this. But python does not support true method overloading based on function signafiires
like statically typed languages (e.g., Java or C-++). Because Python is dynamically éd,'
 asingle function can accept arguments of different types, making si gnatm'e—based overload
' unnecessary. Instead, similar behavior can be achieved using default arguments, variable-length
| arguments (*args, **kwargs), or conditional logic inside the function. ; |
Example: This code demonstrates method overloading using default and variable-le gth
ar- suments. The multiply() method works with different numbers of inputs, m1m1ckmg compile-
polymorphlsm

4 m

Runtime Polymorphism (Overriding) ' :
itime polymorphism means that the behawor of a method is decided while progr:

provides its own version of a method already defined in the parent class.

Ex mple: This code shows runtime polymorphism using method overriding. The sound()
ethod is defined in base class Animal and overndden in Dog and Cat. At runtime, the coire
i alled based on obJ :x:t‘s class :




Here, sound method behaves differently dependmg on whether object is a Dog, Cat or Animal

and this decision happens at runtime. This dynamic nature makes Python particularly powerful
for runtime polymorphism.

| -




) 'ect—-Oriented Programming (OOP) is a programming approach in which a program is
esigned using objects that rcpresent real-world entities.

=veloped and maintained separately.
Rusability
Ll ability means using already written code again in different parts of a program or in other

E apsulatlon is the process of keepmg data and related methods together inside a class. 1

K

) ymorphism means using the same method or operatlon in different ways depending oni the
ject. It helps make code fiexible and adaptable.

|




—— EXERCISE —

ﬂ Multiple Choice Questions

1.

6.

The OOP concept that hides data inside a class is:

(a) Inheritance : (b) Polymorphlsm

(c) Encapsulation (d) Abstraction :

Classes and objects in Object-Oriented Programming are best descnbed as:
(a)  Classes are real-world entities, and objects are methods.

(b) Classes are blueprints, and objects are instances of those blueprints.

(c) Classes are used for data storage, and objects are used for functionality.
(d) Objects define functionality, and classes store data.

‘The main idea behind encapsulation in OOP is:

(a) To hide data inside a class and prevent unauthorised access.

(b) To create a flexible and adaptable programme.

(c) To reuse code from other classes.

(d) To allow multiple inheritance in classes.

Inheritance in OOP means:

(a) Reusing and extending functionality from a parent class to a child class.
(b) Hiding data in a class.

(¢) Creating multiple instances of the same class.

(d) Managing polymorphic behaviour of classes.

Polymorphism in OOP is best defined as: '
(a) Allowing an object to take multiple forms through method overriding.
(b) Hiding data inside a class for security.

(¢) Using multiple inheritance to extend classes.

(d) Ensuring that each object has only one method.

An example of inheritance in Python is:

(a) Creating two classes with similar attributes.

(b) A child class inheriting attributes and methods from a parent class.
(c) Using private variables within a class.

(d) Modifying a method inside the same class.

The purpose of polymorphism in programming is:

(a) To create reusable functions with multiple parameter types.

(b) To allow a function or method to have different implementations.
(¢) To combine different classes into a single class.

(d) To manage the flow of control in-a programme.

The keyword used to define a class in Python is:

(a) def _ (b) class
(c) functi_on (d) object




Encapsulation is best described as:
(a) Combining data and methods into a single unit and controlling access to
data.
(b) Combining multiple classes into one class.
(c) Inheriting methods from other classes.
(d) Allowing objects to have multiple forms.
). Inheritance allows a class to:
(a) Hide its data only.
(b) Inherit attributes and methods from another class
(c) Define multiple functions only.
(d) Create objects without a class.

X "‘f:':-;!';:" Short Quesﬁﬂns o

What is Object-Oriented Programming (OOP)?

What is the purpose of a class in Python?

What is the difference between a class and an object?

What is purpose of _init_...? : )

What is encapsulation in OOP, and why is it imp ortant?

How does encapsulation help in keeping data secure and private?

What is inheritance in OOP, and how does it help in reusing functionality?
How does inheritance enable the extension of functionality in Python?
What is polymorphism in OOP, and how does it make code more flexible?
0. How does polymorphism help in creating adaptable and reusable code?

Z0® N LN

_—_'- Long Questions

Explain the concept of classes and objects in Object-Oriented Programming (OOP).
What is encapsulation in OOP? g

How does inheritance work in OOP?

What are the advantages of using inheritance in Python?

What is polymorphism in OOP, and how does it enhance ﬂemblhl’y in code?

‘How can encapsulation help improve data security in OOP?

How does the combination of inheritance, encapsulation, and polymorphism contiibute
to better software design?

8. What are the key differences between a class and an object in Object-Oriented
Programming? :

=IO U e

i Answer Key )
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Development of Graphical User
Interface (GUI)

I e studenm Wﬂlbeabie to

Introduction

In this chapter, students will learn to develop user-friendly Graphical User Interfaces (GUIs)
using Tkinter, Python’s built-in GUI toolkit. They will create windows, frames, labels, buttons,
entry fields, and manage layouts using pack(), grid(), and place(). They will practice event
handling by linking user actions with functions and developing a simple login form.
The chapter also introduces database concepts, SQL, Python database connectivity, and basic
CRUD operations using SQLite or MySQL.

4.1 Graphical User Interface (GUI) Development with Tkinter
Graphical User Interface (GUI) development allows programs to interact with users through
visual elements like windows, buttons, labels, and text boxes (as shown in Figure 4.1). GUIs
make applications more user-friendly and easier to use compared to command-line interfaces.
Python provides tools to create GUI applications efficiently. Tkinter is Python’s built-in library
for creating GUI programs. It is simple, widely used. and allows developers to design
interactive applications quickly.

@ Simple GUI Example — O X

Button '

Label

Figure 4.1: Graphical User Interface (GUI)



tis a GUI? Why is it important? :

or Graphical User Interface, is a visual interface that allows users to interact v th
ware using elements like buttons, menus, and forms. GUISs are important because they make

programs easier to understand and operate, especially for non-technical users. They impr ve
ability by providing visual feedback and reducing the need to remember complex comma

G applications are widely used in desktop software, web applications, and mobile apps.
verview of Tkinter as Python’s built-in GUI toolkit
kinter is Python’s standard GUI toolkit that comes pre-installed with the language. It prov des
a sél of classes and functions to create windows, buttons, labels, entry fields, and other widg
ter is easy to learn, lightweight, and supports event-driven programming, where actions
are iriggered by user events. It is smtable for building small to medium-sized GUI apphca on
+kly and cfﬁclently

mple:

A
sof

(S

|| OSimple GUI Example

' Welcome to Tkinter

Tk() — creates main window

Label — displays text

Entry — takes user input : p
Button — performs action




e command=on_click — event handling (button click) ; : -

o mainloop() — runs the GUI - |
Tkinter Components and Widgets :
Tkinter provides many components, called widgets, that help build interactive graphical
apphcatlons A program can contain multiple visual elements such as windows, frames,
buttons, and text fields. These widgets allow users to enter data, choose options, or perform
actions. Each widget has its own purpose, and combining them creates a complete interface.
Tkinter also supports layout management, so widgets can be arranged neatly on the screen.

e
—)  Create amﬁmwmdowanddmde :tmtotwuﬁ'hmm Adddxﬂ’erentmdgets meachfmﬂer) ]
3 ;-_-1 ‘organize layout. . i
Creating Windows and Adding Frames : I =
A Tkinter program begins by creating a main wmdow which serves as the base for all other
elements. The window can be resized, given a title, and designed to hold different widgets.
Frqmes are sections within the window that help organize content. Frames divide the window
mtg smaller parts, making it easier to group related widgets. Thls structure improves clarity and
keeps the interface well-arranged

Example:




o Tk() — creates main window

¢ Frame — divides window into sections

» top_frame and bottom_frame — organize layout ]

« pack() — places frames and widgets 'i

« Frames help keep the GUI clean and well-structured i
Comsnon Widgets: Labels, Buftons, En(r'}' Fields, Menus, and List boxes :
Widgts are the basic elements used to build a graphical user interface. A Label is used fo
displiy text or messages on the screen. A Button allows the user to perform an action when it
is clicked. An Entry field is used to enter text, such as a name or password. A Menu provides a
list of' options at the top of the window. A Listbox shows a list of items and allows selecthm
from the list.
Layput Management
Layout management is used to arrange widgets inside a window in a proper way. It decides the
position and size of each widget on the screen. Good layout management makes the mterfaée
clear und easy to use. It also helps in keeping the window organized. Tkinter provides differ t
methads to manage layout. Each method has its own way of placing widgets.

Organizing Elements using pack() ;,ndf) clud plau(} |
The pack() method places widgets in a simple vertical or horizontal order. It is easy to use ami
work: well for small applications. The grid() method arranges widgets in rows and coiumlis.
like @ table. It is useful for forms and structured layouts. The place() method positions widgels
at exict locations on the window (as shown in Figure 4.2). It gives more control but needs
carefill adjustment. I

Pack() Grid() Place()
!_1 : -ax || & -ox|| 5 -ox

Button 1 I Button 1 H Button 2 J Button 1

’

Figure 4.2: Diagram showing Tkinter Layout Managers: pill.:k{]. grid(), place()
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Sig4 SideA Process Blauk

Example pack():
Code: Output:

import tkinter as tk
4 Pack() - O X

# Create main window
window = tk.Tk()

window.title("pack()") Button 1
window.geometry("300x220")

# Create buttons 12 Button 2

button] = tk.Button(window,
text="Button 1", width=12) Button 3
button2 = tk.Button(window,
text="Button 2", width=12)
button3 = tk.Button(window,
text="Button 3", width=12)

# Arrange buttons using pack()
buttonl.pack(pady=10)
button2.pack(pady=10)
button3.pack(pady=10)

# Run the application
window.mainloop()

Example grid():

Code: 1 Output.
- import tkinter as tk

@ Gid)  -ox|

window = tk.Tk()
window title("grid(") o {| Button1 || Button2 |
window.geometry("300x220")

A

buttonl = tk.Button(window,
text="Button 1", width=10)
button2 = tk.Button(window,
text="Button 2", width=10)
button3 = tk.Button(window,
text="Button 3", width=24)

# Create buttons :
Button 3

# Arrange buttons using grid() :
button1.grid(row=0, column=0, padx—lO
pady=20)
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ing Clean and Responsive Interfaces :
interface has well-arranged widgets and enough space between them. Text and buttons
he clear and easy to read. Responsive interfaces adjust their layout when the windov
ges. This helps the program work well on different screen sizes. Proper alignmen
the overall look of the application. Simple design makes the interface user-friendly,




Bl
Event Handling and Interactivity

Event handling and interactivity allow a program to respond to user actions. An event is an
action, such as clicking a button or typing text. The program waits for an event instead of
running all the time. When an event occurs, a specific task is performed. This makes the
application active and useful. Event handling is important in graphical programs. It helps
control how the program behaves.
Understanding Event-Driven’ Programming : '
Event-driven programming is based on actions called events. The program remains idle until
an event occurs. Common events include button clicks and key presses. Each event is linked to
a specific function. The function runs only when the event happens. This approach saves system
resources. It is widely used in graphical user interfaces.
Handling User Input and Connecting Widgets to Functions
User mput is given through widgets like entry fields and buttons. Widgets are connected to -
functions in the program. When the widget is used, the connected function executes. This
allows the program fo process the input. For example, a button click can display a message.
Proper connections ensure correct program behavior. This mteractmn 1mpmves user
experience.
JIixmmple Simple Login Form
simple login form allows a user to enter a username and password. Entry fields are used to
e the input from the user. A button is provided to submit the information. When the button
E clicked, the program checks the entered data. ‘A message is then shown for success or error.

——————————




Entry — takes username and password
Button — submits data

check login() — checks input
messagebox — shows success or error
Works on event-driven programming

W king with databases in Python involves storing and managing data usmg database syste

Python programs can connect to databases to insert, retrieve, update, and delete data. Databases
allgw applications to handle large amounts of information efficiently. Using databases hélps

tam data accuracy and consistency. Python supports database operatlons throughb 1ilt-in

, _DO YOU KNOW?

oduction to Databases
stabase is an organized collection of data stored mastructuredfonnat 1t allows data to be
ssed and managed easily. Databases reduce data duplication and improve reliability. T




st R st |
support secure storage of information. Databases are commonly used in many types of software
applications.
Entity: An entity is a real-world object, person, place, event, or concept about which data is
stored in a database.
Example: Student, Teacher, Course, Book, Employee
Attribute: An attribute is a property or characteristic of an entity. It descnbes specific
information about an entity.
Example: For the entity Student, attributes can be:

e Student Name

¢ Roll Number

e C(Class

e Age
Relationship: A relationship shows how two or more entities are connected with each other.
Example: A Student enrols in a Course. Here, enrols in is the relahonshlp between Student and
Course.
Identifier: An identifier is an attribute that uniquely identifies each record or object of an
entity.
Example For the entity Student, Roll Number can be used as an identifier because each student
has a unique roll number.

Understanding Databases
Databases store important data required for application operation. They allow applications to
manage large data sets effectively. Key database concepts are:
e Relational Database: A database that stores data in tables (rows and columns) and
links them using relationships.
o Table: A collection of related data organised in rows (records) and columns (fields).
(as shown in Figure 4.3).
Column: A property or characteristic of an entity (e.g., name, age).
Primary Key: A unique identifier for each record in a table.
Foreign Key: A field that links one table to another by referring to the primary key of

another table.
Column(Attribute) Field(Attribute Value)
RollNo | Name | Age | DeptlD DeptlD | DeptName
101 Kiran 20 1 1 Computer Science
Record 102 Ibrahim 21 2 2 Electronics
(Tuple) ;
103 M Kamal 20 1 3 Mechanical
104 Zainab 22 3 _ f Table: Department
. Primary Key
Table: Student i
Primary Key Foreign Key

Figure 4.3: Tables, Columns, Records, Fields, Primary Key, and Foreign Key Relationship
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Overview of Relational Databases and SQL Structure '
Relutional databases organize data into tables made of rows and columns. Each table staIes
releted data in a structured manner. Relationships between tables are maintained using kéys.
SQ' stands for Structured Query Language and is used to interact with databases. SQL
conimands help create, read, update, and delete data.
Coanecting Python to a Database
Comectmg Python to a database allows programs to work with stored data. A database
con' ection is required before performing any data operation. Python provides libraries that help
estaslish this connection easily. Once connected, data can be added, retrieved, or modlﬁed
Proj er connection handling ensures smooth communication between Python and the databa};e
Usii g sqlite3 or MySQL to Establish a Database Connection
The sqlite3 library is built into Python and is used for small databases. It stores data in a smgl
file ¢n the system. MySQL is used for larger and more complex database systems. A connectibn
is created by providing database details such as name and credentials. A successful connectpn
allowrs Python to access the database. '

# linport sqlite3 module
port sqlite3 :
# Q'pnnect to the database file named "school.db" i
# If the file does not exist, SQLite will create it automatically
nection = sqlite3.connect("school:db")
# C*eate a cursor object
# Clrsor is used to execute SQL queries
curtor = connection.cursor()
# C ate "students" table if it does not exist
or.execute(""" CREATE TABLE IF NOT EXISTS students
GER PRIMARY KEY, name TEXT, age INTEGER, grade TEXT ) """)

|

r.execute ("INSERT INTO students (name, age, grade) VALUES ('Ali, 14; '8th")")
or.execute ("INSERT INTO students (name, age, grade) VALUES ('Sara/, 15, '9th)")
#S e changes f
com%cuon comrmt()
# Tlis query selects all columns (*) from the table named "students"
cursor.execute("SELECT * FROM students") :
# Fech all records returned by the query
# fetvhall() returns a list of rows/records
records = cursor.fetchall()
# Diplay all records
# Loop through each row in the records list
for rvw in records:

# Urint each row of the table

print(row)
# Cli se the database connection
* connection.close()




e
Connect to Database: Establishes a connection to the school.db SQLite database.
Create Cursor: Creates a cursor object to execute SQL commands.

Execute Query: Executes a SQL query to fetch all records from the students table.
Fetch and Display Data: Fetches all records and prints each row in the result.

Close Connection: Closes the database connection after the operation.

Executing SQL Commands From Python

SQL commands are used to interact with the database from Python. Python sends these
commands using a database cursor. Commands can be used to create tables or insert data. Data
can also be retrieved using select queries. Executing SQL commands allows Python programs
to manage database data effectively.

CRUD Operations

CRUD stands for Create, Read, Update, and Delete and defines basic database actions. These
operations are used to manage data stored in a database (as shown in Figure 4.4 and Table 4.1).

Every database-based application depends on CRUD operations. They help maintain accurate
and up-to-date information. Python uses SQL commands to perform these operations on
databases. - Create Read

students
Name
1 Ibrahim 25
2 Zainab . 30
3 Kiran 28
( ¢ UPDATE... ;
Update - Delete

Figure 4.4: Diagram showing Create, Read, Update, and Delete opera!mns on a table
Table 4.1: CRUD operatmns

ﬂlﬁmﬂﬂmd:ﬁamﬁ]e " Descriptio i e S|
INSERT | INSERT INTO smdems (ID, Name Age) - Adds a new record toa table
{ | VALUES (1, John', 20); PR
! READ . SELECT * FROM students Rctneves data from ata table
UPDATE UPDATE students SET Age=21 WHEREID Modifies an existing y record
=L in a table.

DELETE DELET’E FROM students WHERE ID = 1, Removes a record ﬁ'om a

: ' table.

Create: Adding New Records

The Create operation is used to add new data to a database table. It stores information such as
names, values, or records. SQL insert commands are used for this purpose. Python sends these
commands to the database. New records become part of the stored data after execution.
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ad: Retrieving and Displaying Data
¢ Read operation is used to'fetch data from the database. It helps display stored records when

seded. SQL select commands are commonly used for reading data. Python retrieves the fe ults
1d processes them. This operation does not change the stored data.

pdate: Modifying Existing Records
e Update operation changes existing data in a database. It is usad when stored informa tmn

seds correction. SQL update commands modify selected records. Python executes these
“ommands based on conditions. Only the specified data is changed during this process. '

Update a student’s marks and display updated data. 0 . |

elete: Removing Data Safely .

e Delete operation removes unwanted data from a database. It helps keep the database clean
and accurate. SQL delete commands are used with conditions. Python ensures only sele:
c-ords are removed. Careful use prevents loss of important data.

X ¥ mple. :

» DELETE FROM students WHERE ID = 1 — removes a specific record
» connection.commit() — saves the changes in database

Without commit(), deletion will not be pe:manent
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Summary |

Graphical User Interface =y
A Graphical User Interface (GUI) is a visual way of interacting with a computer program
using windows, buttons, menus, text boxes, and other graphical elements.

Tkinter

Tkinter is Python’s built-in library used to create desktop-based graphical user interfaces.
Window

A window is the main screen or container in a GUI apphcatmn where different interface
elements are displayed.

Frame

A frame is a container used to orgamze and group Wldgets inside a GUI window.

Widget

A widget is a GUI element, such as a label, button, entry field, menu, or listbox, used to
display information or receive input from the user.

Event-Driven Programming

Event-driven programming is a programming approach in which the program responds

to events or actions performed by the user.

Relational Database

A relational database stores data in tables consisting of rows and columns, where related
data can be connected using keys.

SQL :

Structured Query Language (SQL) is a language used to create, manage, and manipulate
data in relational databases.

Create Operation

The Create operation is used to add new records to a database

Read Operation

The Read operation is used to retrieve and dmplay data from a database.

Update Operation

The Update operation is used to modify existing records in a database.

Delete Operation

The Delete operation is used to remove records from a database safely.
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Multiple Choice Questions

The main purpose of a GUI in Python programming 18 to:

(a) Create a user-friendly interface for interacting with software
(b) Manage files in Python

(c) Handle network operations

(d) Store and retrieve data from databases

Python’s built-in GUI toolkit is:

(a) wxPython (b) Tkinter 2 _

(© PyQt . () Kivy ﬁ
The Tkinter widget used to display text is:

(a) Button (b) Label

(c) Entry (d) Listbox

The pack() method in Tkinter is used to:
(a) Align widgets vertically or horizontally
(b) Organize widgets in rows and columns R ||
(c) Set widget sizes manually '
(d) Create pop-up windows
The methods used to organize widgets in Tkinter include:
() grid() (b) pack()

(c) place() (d) All of the above
Event-driven programming in Tkinter means:

(a) Writing code that runs without user input - l

(b) Writing code that responds to user actions such as clicks or key presses
(c) Writing code to manage database queries
(d) Writing code to handle-network requests

, The Tkinter widget used to get user input is:
(a) Label (b) Button

(c) Entry ~(d) Listbox
. The Tkinter layout manager that allows precise positioning of widgets usmgﬁ
coordinates is:

(a) pack() (b) grid()
(c) place() (d) align()

. The Tkinter option that connects a button click to a function is:
(a) bind() (b) configure()

(c) command= (no parentheses) (d) execute()




10. CRUD operations in databases stand for:
(a) Create, Read, Update, Delete
(b) Create, Run, Upload, Delete
(¢) Copy, Retrieve, Upload, Download
(d) Create, Remove, Update, Manage

‘ Short Questions

What is a GUI and why is it important in application development?
What is Tkinter and why is it Python’s built-in GUI toolkit?

How do you create a window and add frames in Tkinter?

Name two common widgets used in Tkinter.

What is the purpose of layout management in Tkinter?

How does the pack() method organize elements in Tkinter?

What is event-driven programmmg and how is it used in Tkmter'?
How do you handle user luput in Tkinter?

What is the CRUD operation in database management?

10 How do you connect Python to a database like SQLite?

% Long Questions

Explain the concept of Graphical User Interface (GUI) and discuss its importance in
apphcatmn development.

Describe Tkinter as Python’s built-in GUI toolkit.

What are the key components and widgets in Tkinter?

What is layout management in Tkinter, and how are elements organized using pack(),
grid(), and place()?

How can you design clean and reSponswe user mterfaces in Tkinter?

Explain the concept of event-driven programming in Tkinter.

How do you handle user input and connect widgets to functions in Tkinter?

Discuss the process of connecting Python to a database using SQLite or MySQL.

Q Answer Key
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: pter,,studbnis ‘will be able to : e
- d techniques such as unit tests, bmalqmmts, and watchqs fortestmg a
debugging -Python apphcauans . '

S.1 Intmducﬁon

In this chapter, students will learn the essential techniques of code testing and debuggmg to
ensure their programs function correctly. They will understand the 1mportance of testing for
crea ing reliable applications and explore common types of programming errors and bugs. The
chaypter covers unit testing using Python’s unittest and pytest modules, guiding students on IIDW
to write and execute test cases. Students will also be introduced to the process of dcbuggﬂlg,
incliding setting breakpoints, using watch expressions, and -performing step—by—dep
debugging. Furthermore, the chapter explains exception handling and how to manage multiple
exception types effectively. Finally, students will explore profiling and optimization techniques
to measure performance and identify potential bottlenecks in their code.

5.2T esting and Debugging T echniques

Advinced testing and debugging techniques help create reliable and efficient applications. .
The: go beyond basic error fixing to ensure program quality. These techniques identify hidden
proliems that may affect functionality. Testing and debugging improve performance and user
satis'action. They also make future maintenance easier. ,
5.2 Importance of T esting and Debugging

Testing and debugging are essential to ensure applications work correctly under all conditions.
They help detect and remove errors before the software is released. Regular testing preveﬁts
unexpected failures during opcratlon Debugging locates the cause of errors and fixes them
efﬁcliently Together, these practices increase reliability and user confidence.

Wh testing is essential for reliable applications
Testing checks whether an application meets its requirements. It ensures that all functiens -
prodice correct results. Testing reduces the risk of crashes or incorrect outputs. It also helos
verif' that changes do not break existing features. Applications that are thoroughly tested are
more trustworthy and stable.

Comimon types of programming errors and bugs

Syntix errors occur when code does not follow language rules. Logic errors happen when the
progfam produces incorrect results. Runtime errors appear while the program is running. Other
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common bugs include data errors and resource leaks. Identifying these errors is key to building

stable applications (as shown in Figure 5.1).
Types of Program Errors

OI.ogicErmr okuntimeErrnr 0 SyntuErmr ”i

1 Bl if x > 5 ,
ﬂ.dth 3 i ¢ - |
X s print(*x is greater®)

area = length + width result =a / b || # Missing colon (:)
¥ Incorrect logle

# Division by zero
print(area)

¥ Qutput; § (imcorrect remilt)

[ >. SyntaxError: .
} invalid syntax |

The program runs, but the result is
division by zero

wrong because the formula

*- ZeroDivisionError:
The program fails to run because the

is incorrect. Python syntax is wrong.
The during executi
Cormect logie: bmhu"mmmupmﬂuuctm. o Correct syntax:
arss =length = width it x > 8
# Output: @ (iscorrect msult) print(®"x is greater®)

Figure 5.1: Example showing logic error, runtime error and syntax error
Unit Testing
Unit testing is the process of testing individual parts or units of a program to ensure they work
correctly. It helps catch errors early and makes debugging easier. Python provides modules like
unittest and pytest for writing and running tests. These modules allow automated testing of
functions and methods. Unit tests check whether each component produces the expected output.
Writing clear and simple test cases improves code reliability.

Introduction to Python’s unittest and pytest modules

The unittest module is built into Python and provides a framework for creating test cases. Pytest
is an external module that simplifies writing and running tests. Both modules help. verify that
code behaves as expected. They can test individual functions, classes, or entire modules. Using
these tools improves program stability and reduces errors in larger applications.

Writing and executing test cases

Test cases define specific inputs and the expected output for a function. For example, a
calculator function can be tested for addition and subtraction results. Python executes these
tests and reports failures or errors. Repeated testing ensures that changés in code do not break
existing functionality. Automated test execution saves time and improves accuracy in

development.
Example:

# Function to test
# This function takes two input values, a and b.
# It returns the sum of both values.
def add(a, b):
returna+b

__-Jl—




2 function takes two input values, a and b.
# It feturns the product of both values.
def paultiply(a, b):
a*b
# Uting pytest to test functions .
# Inipytest, every test function usually starts with the word "test "',
# Pytest automatically detects and runs these test functions. -

def fest_add():
: is test checks whether the add() function gives the correct result.
ere, 2 and 3 are passed as input values.
e expected output is 5. : :
ert add(2, 3) =5 # Test passes because 2 +3 =5

def ‘est_multiply():
is test checks whether the multiply() function gives the correct result.
Here, 2 and 3 are passed as input values.
The expected output is 6. :
sert multiply(2, 3) == 6 # Test passes because 2 * 3 =6

pytest simplifies testing. Tt doesn't require test case classes or boilerplate code
unittest, , :

The tests are written as simple functions, and assert is used to check if the outpu
correct. :

To run the tests, simply execute pytest in the command line in the directory where
file is located. '

Usihg Breakpoints and Watches

B oints and watches are tools used in debugging to analyze program behavior. They al

pauiing program execution and examining data at specific points. These tools help iden

e and understand how code flows. Using breakpoints and watches makes debugging fa

and more precise. ; ]

Sefting breakpoints in IDEs like PyCharm or VS Code :

B ints are markers that pause program execution at a chosen line of code. TDEs

arm and VS Code allow setting breakpoints with a simple click. When the pro,

rea: hes a breakpoint, execution stops, and the current state can be examined. Breakpoints

focus on specific sections of code without running the entire program.

M@nitoring variable values with watch expressions

Weich expressions track the values of variables while the program is running. They u

aulymatically when variable values change. This helps identify incorrect or unexpected

dufing execution. Watches allow observing how data changes step by step in real time.

Stip-by-step debugging process

S y-step debugging executes code one line or function at a time. It helps follc
’s logic and detect where errors occur. Developers can step into functions, step

s, or continue execution after a breakpeint. This process makes it easier to locate

accurately (as shown in Figure 5.2). ) -
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Example:

def calculate_area(radius):
# Set a breakpoint here to pause and check the value of 'radius'
area = 3.14 * radius ** 2
return area

def main():

# Step-by-step debugging: starting from here

radius =5

print("Area of circle:", calculate_area(radius)) # Set another breakpoint here to monitor
return value

radius = 10 # Change the radius value
prjnt("Arca of circle:", calculate area(radius))

# Start the program
if _name =" main "
main()

e The function calculate area(radius) calculates the area of a circle using the formula
3.14 * radius ** 2 and returns the calculated value.

e The main() function tests the area calculation twice by using two different radius
values: 5 and 10. .

e Breakpoints can be placed inside calculate_area() and near the print() statements to
check the value of radius, observe the calculated area, and understand step-by-step
debugging. '

1. Setting Breakpoints in IDEs like PyCharm:

o In PyCharm, you can set breakpoints by clicking the line number next to the
code (in the margin). .

o When the program runs and reaches a breakpoint, it pauses. At this point, you
can inspect variable values and see the current state of the program.

 Example: Set breakpoints at radius = 5 and radius = 10 to pause the program
execution at these lines.

2. Monitoring Variable Values with Watch Expressions:

e« In your IDE, you can use watch expressions to track variables like radius
during execution.
o When you run the debugger, watch expressions will display how the value of
radius changes as the program runs. :
» Example: You can add a watch for radius and see its value change from 5 to
10 as the program progresses.
3. Step-by-Step Debugging Process:
 Step-by-step debugging is available in PyCharm. You can choose to:
* Step Inte: Go inside a function to see how it's working (calculate_area
in the example).
o Step Over: Execute the current line and move to the next one without
going inside any functions.
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s Continue: Continue the execution until the next breakpoint. '
o Example: You can step over the line area = 3.14 * radius ** 2 to skip
“calculating the area, or step into calculate_area() to examine how the area is

calculated.
e Bmstoww I watng it -
et caloulate_arem radius)): & watzin a s
® Gt & TrebuOTe e S0 guose ool atiscl She welloe @ TR ¢ .
arem = 118 ~ radius * ot e 4 5 ®
reEtUrm ares L |
e = w s =5 |
Jet  masm( ' i L anem = TR

& STp-Uy—ETnn OUhpETE . WISy Bmkpcm <
= " radius = 5

e tdrem of cirries | claoulste: srentradiue)

BET ITTEBEST e =Ry retLuny amiboe

1 e Ermann whe g
AT L s PNt
madonil )1

B vandescs PP Mivgee D Sepwe T Binews  BWiewcnos B :\
| Arew of cirole: TRS |
| |
i ey 1= e i AR ‘ anmscmn  §
Figure 5.2: Debugging in PyCharm
. Exkeption Handling
Exception handling is used to manage errors that occur during program execution. It prevents
the brogram from crashing and allows it to respond gracefully to unexpected situations. Préper
excuption handling improves program reliability and user experience. Python provides built-in
too s to catch and handle exceptions efficiently.

.\\_lt
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Extmple:

import sqlite3

 Connect to database
“onnection = sglite3.connect("school.db")
cursor = connection.cursor()

|

+ Insert data into table ,
cursor.execute("INSERT INTO students (ID, Name, Age) VALUES (?, 2.0, (1, "AR?,

2(?)

k& Save changes (ensures data integrity)
connection.commit()

!:_ . o)
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print("Data inserted successfully")

except sqlite3.Error as e:
# Handle database errors
print("Error occurred:", e).
connection.rollback() # Undo changes if error occurs

finally:
# Close connection
if connection:
connection.close()
print("Connection closed")

e try-except — handles errors and prevents crashes
e commit() — saves correct data (ensures integrity)
o rollback() — cancels changes if error occurs

e finally — safely closes the database

Class Activity: Write a Python program that takes two numbers from the user and uses exception
handling to display an error message if the user enters invalid input or tries to divide by zero.

Handling multiple exception types effectively

A single program may encounter different types of exceptions. Python allows catching multiple
exceptions in one try—except block. Each exception type can be handled with a specific
response. This approach prevents unexpected crashes and ensures proper error recovery.
Handling multiple exceptions improves program stability and control over errors.

5.3 Profiling and Optimization

Profiling and optimization help improve the speed and efficiency of a program. Profiling
measures how much time and resources each part of the code uses. Optimization focuses on
making slow or resource-heavy parts faster. These techniques are important for building high-
performance applications. Regular profiling ensures that code remains efficient as it grows.

DO YOU KNOW? - - -
Profiling helps identify slow parts of a program so they can be improved for better performalme

Exampi e:
The following code shows a nested loop:
for i in range(10000):
for j in range(10000):
# Some repeated task

pass




In tiis code, the outer loop runs 10 000 times. For every single iteration of the outer loop,
innet loop also runs 10,000 times. Therefore, the total number of executions becomes: i
10000 x 10000=100,000,000

This means the inner statement may run one hundred million times, which can make the
pro very slow. Such a part of the code is called a performance bottleneck. Profili
tools help programmers identify these slow sections so that they can optimise the code and

[ call Count  Time Cumulative Time | Description | |

process_data 10 2,500 2,500 | Bottleneck
A\ read file

analyze results 10 0.100 0.100.

Figure 5.3: Diagram showing profiling output highlighting botttenecks

tifying and fixing performance bottlenecks

yrmance bottlenecks are sections of code that slow down the program. Profiling rep
#locate these bottlenecks. Optimization techniques include improving algorithms, reducing
unnicessary operations, or using efficient data structures. Fixing bottlenecks improves overall

‘ ﬁu!lacting configuration \\ Verifying results \

£ Z0
5 o

‘ g| Refining <:| = gq_%
& [} tpngs =5
: AL
£ . &3
% Collecting component =)
E characteristics 7
o
=
a

Profiling the application /
Monitoring and profiling tool

Figure 5.4: Performance Test Cycle
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Example:

import cProfile
import timeit

# Slow code example
def slow_sum(numbers):
total =0

# Adding numbers one by one using a loop-
for num in numbers:
total = total + num

return total

# Fast code example

def fast sum(numbers):
# Python built-in sum() is faster and optimised
return sum(numbers)

# Main function
def main():
numbers = list(range(1, 1000000))

print("Slow code result:", slow_sum(numbers))
print("Fast code result:", fast_sum(numbers))

# Profiling the program using cProfile
print("Profiling Report:").
cProfile.run("main()")

# Comparing execution time using timeit
numbers = list(range(1, 1000000))

slow_time = timeit.timeit(lambda: slow_sum(nugbers), number=10)
fast_time = timeit.timeit(lambda: fast_sum(numbers), number=10)

print("\nTime Comparison Report:")
print(""Slow code time:", slow_time)
print("Fast code time:", fast_time)




cProfile generates a profiling report that shows how much time each function takcs
during program execution.

Ou

ut: (The exact time values may be different on each computer,

slow_sum() is slower because it adds numbers manually using a loop.
fast sum() is faster because it uses Python’s built-in sum() function, which is already

optimised.

The function taking more execution time is called the bottleneck.
timeit helps compare the execution time of slow and fast code.

like this)

t

|

but the output will loc$k

1
1
1
1
1

|

l
'1

Prol_ﬁing Report:
Slow code result: 499999500000
Fast tode result: 499999500000

6 furction calls in 0.080 seconds

|
Ordered by: standard name

tottime percall cumtime percall

0.060
0.050
0.010
0.010
0.000

0.060
0.050
0.010
0.010
0.000

0.080
0.050
0.010
0.010
0.080

Time Comparison Report:
Slow.{lcodc time: 0.42
Fast gode time: 0.09

0.080
0.050
0.010
0.010
0.080

function
<module>
slow_sum
{built-in sum}
fast_sum
main

Both functions give the same result: 499999500000.

slow sum() takes more time because it uses a manual loop.

fast_sum() takes less time because it uses Python’s built-in sum() function.
Therefore, slow_sum() is the bottleneck in this program.




Testing
Testing is the process of checking a program to make sure that it works correctly and
produces the expected output. '
Debugging
Debugging is the process of finding and fixing errors or bugs in a program.
Bug _
A bug is an error, mistake, or fault in a program that causes it to produce an incorrect
result or behave unexpectedly.
Programming Error
A programming error is a mistake in code that may prevent the program from running
correctly. Common errors include syntax errors, logic errors, and runtime errors.
Unit Testing
Unit testing is a testing method in which small parts of a programme, such as individual
functions, are tested separately to check whether they work correctly. '
Test Case ' :
A test case is a set of inputs, expected outputs, and conditions used to check whether a
program or function is working properly. :
Unittest
unittest is a built-in Python module used to create and run test cases for checking
program correctness.
Pytest
pytest is a Python testing framework used to write and execute simple and powerful test
cases. - :
Breakpoint - _
A breakpoint is a point in a program where execution is paused so that the programmer
can check the values of variables and understand program behavior.
Watch Expression
A watch expression is used during debugging to monitor the value of a variable or
expression while the program is running step by step. -
Exception Handling
Exception handling is a method used to manage runtime errors so that a program does
not stop suddenly during execution. '
Profiling
Profiling is the process of measuring a program’s performance to find which parts of the
code take more time or use more resources.
Optimization
Optimization is the process of improving code so that it runs faster, uses fewer resources,
or performs more efficiently. -

"Performance Bottieneck ‘
A performance bottleneck is a part of a program that slows down the overall execution and
reduces efficiency.

l69i1
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| (d) Optimise the code
14

ﬂ (d) Display output messages
8

Multiple Choice Questions

Testing is essential for reliable applications because it helps to:
(a) Optimise code performance (b) Identify and fix bugs
(c) Reduce the program size (d) Make code run faster

Common types of programming: errors in¢lude:

(a) Syntax error : (b) Logic error

(c) Runtime error (d) All of the above
Unit testing focuses on: ' ' -
(a) Testing the entire application

(b) Testing individual components or functions

(c) Testing the user interface

(d) Testing database connections

The Python module used for unit testing is: .

(a) numpy (b) matplotlib

(c) unittest (d) os

The main purpose of using testing tools like unittest and pytest:

(a) to increase program size (b) to verify code works correctly

* (c) to design layouts - (d) to compile programs

Breakpoints in debugging are used to:

(a) Run the program faster _

(b) Pause the program at specific points and inspect its state
(c) Skip certain code sections

Watch expressions in debugging are used to:

(a) Change variable values

(b) Monitor variable values during program execution
(¢) Pause the program

Step-by-step debugging is used to:

(a) Run the program faster

~ (b) Execute code one line at a time for easier error identification
* (¢) Increase the program’s performance

(d) Compile the code
The Python keyword pair used for exception handling is:
(a) try-except (b) try-finally

(c) try-catch . (d) handle-throw




10.

Profiling in programming is used to:

(a) Improve the user interface design

(b) Measure performance and 1clent1fy bottlenecks
(c) Optimise memory usage only

(d) Test for security vulnerabilities

a Short Questions

N R

Why is testing essential for ensunng reliable appllcauons?

What are some common types of programming errors and bugs?
What is unit testing, and why is it important in programming?
How do Python’s unittest and pytest modules help in unit testing?
What is the purpose of writing and executing test cases?

How do you set breakpoints in IDEs like PyCharm or VS Code?

- What is the role of monitoring variable values with watch expressions during debugging?

What is the step-by-step debugging process in [DEs?
How does exception handling help in managing multiple excepnon types effectively?

IO ‘What tools can be used for profiling and measuring performance in Python?

% Long Questions

. Why is testing essential for rchable applications, and what role does it play in ensuring
program stability?

Discuss the common types of programming errors and bugs that occur during software
development.

What is unit testing, and how do Python’s unittest and pytest modules support effective
testing?

Explain the process of writing and executing test ‘cases using Python’s unittest or pytest
modules.

How do breakpoints and watch expressions help in debugging? Dmscuss their role in
identifying issues in the code.

Describe how to set breakpoints in IDEs like PyCharm or.VS Code, and explain their
significance in the debugging process.

What is step-by-step debugging, and how does it help in identifying and fixing bugs in
Python programs? '

How does exception handling work in Python? Explain how to handle multiple exception
types effectively to prevent program crashes.

Q Answer Key
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Data and Analysis

 grasp the interdisciplinary nature of data science, understanding various data typ
" collection methods, and storage techniques. They will also demonstrate proficien
in data science, machine learning, and data visualization, effectively applying thesg
skills to address real-world business ehaﬂenges_ and’ communi icating fin

 end of this chapter, students will be able to:

r

|
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In tljod uction
In this chapter, students will learn the fundamentals of data and analysis and their importan¢e
in medern computing. They will explore the basics of data science and understand different
types of data, including structured and unstructured data, along with methods of data co]lectidp
and sforage. The chapter introduces machine learning as a way for systems to learn from dak
and r:{ake decisions. The chapter explains how to evaluate model performance using measure
«curacy, precision, recall, and F1-score, and how to improve models through validati
ing. Finally, the students will be introduced to common tools such as Excel, R,

6.1 Introduction to Data Science
Data fcience is a field that focuses on collecting, analyzing, and using data to find useful
information. It helps convert raw data into meaningful knowledge. Data science uses tools ani
methads to analyze large amounts of data. It supports decision-making in many areas of lifg.
ience also helps predict future trends. It is widely -used in business, education, and
-are. Modern technology depends heavily on data science.

i
|
i

Many organizations use data science to support decision making. It helps understand trends
d patterns hidden in data, 13 Y s,

/ _ Feedback Loop \

=t : . 5 r. i :.ﬁf .
Gathering & Processing - Exploring & Cleaning Training & Testing _ Insights & Actions

& Pl e

Figure 6.1: Data Science Work Flow
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Data science means the study of data to discover patterns and useful information. It involves
collecting data from different sources. The data is cleaned and organized before analysis. After
analysis, the results are interpreted carefully. Data science helps answer questions using facts
and data. It reduces guesswork in decision-making. The complete workflow of Data Science is
shown in Figure 6.1. Data science turns data into knowledge. This knowledge helps solve real-
world problems.

Data science combines knowledge from different subjects. It uses mathematics to work with
numbers and calculations. Statistics helps in analyzin g and summarizing data. Computer
science provides tools and programming skills. Domain knowledge is needed to understand
real problems. Communication skills help explain results clearly. Because of this combination,
data science is called interdisciplinary. Each field supports the other. Together, they make data
analysis more effective. -

6.2 Understanding Data

Data is the foundation of Data Science. Data is a collection of raw facts andvalues to produce
information. It can be in the form of numbers, text, images, audio or video. Data is produced
every day through different activities. Understanding data is important before analysis.
Different types of data need different handling methods. Proper data understanding helps in
obtaining correct results. Poor data understanding can lead to errors. Data must be accurate and
reliable to produce accurate results

rongly affects final results. Poor data can lead to incorrect conclusions, ]

Types of Data: Structured and Unstructured

Structured data is organized in a clear format, such as tables or spreadsheets. It has rows and
columns that are easy to understand. Examples include students' mark sheets and databases,
Unstructured data does not follow a fixed format (as shown in Figure 6.2). Examples include
emails, images, audio, and videos. Unstructured data is difficult to analyze directly. Special
tools are needed to process it. Both types of data are important. Modern systems use both
structured and unstructured data, :

Structured Data Unstructured Data

ID Name Age

v Tables
v Databases
L
& Spreadsheets &)

Figure 6.2: Types of Data
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Data gan be collected from many sources. Common sources include surveys, interviews, forms,
H and online platforms (such as blogs, social websites, and others) Manual data

vire, Data can be collected in real time or stored over time. The method depends on tl
ie of the analysis. Good data sources and accurate data collections improve analysis

3 ntainmg data. It ensures data is easy to find and use. Security is an important part -"'

Machifle learning is a subfield of Data Science that enables systems to lmprove fron
expen ce \wthout expllcn programming. It mvolves analyzmﬂ patterns in data to maka|

aucura and efficient, powering smart apphcatm_ns and reducing manual work

Learming From Data
Learning from data means using past information to improve decisions. In this process, data is
given & input to a learning model, which studies relationships in it. Errors are reduced through
repeatel training, and data becomes more accurate. Learning from data is continuous because
the models update when new data is available. This process helps systems become smarter.

Differfnce Between Traditional Programming and Machine Learning
Traditichal programming uses fixed rules written by programmers. The output is produced by
followitg these rules. Machine learning uses data instead of fixed rules. The system learns rules
automalically from data. In traditional programming, changes require new code. In machine |
learning, changes happen through new data. Machine learning handles complex problems
better. It adapts to new situations. Figure 6.3 shows traditional programming -vs machine




[raditional Programming

" Rules

Fixed Rules -

Data

¢ Databases « Patterns from Data ' )

L . Spreadsheets/) W&

Figure 6.3: Traditional Programming vs Machine Learning

6.4 Machine Learning Mechanisms .

Machine learning mechamsm'; describe how systems learn from data. Different mechanisms

are used for different problems. Some methods use labeled data, wh1le others do not (as shown
in Figure 6.4).

LABIELED DATA UNLABELED DATA
Data with labels (outputs) Data without labels.
that tell us what the datais.  We don't know what the data is.

Image Label

@ | oo

. | Banana

c Orange
‘ Grapes .

Hsed in mmcrv:scd leammg Used m unsupervised learning
(a 2., cIass:ﬁcauon. regression)  (e.g., clustering, association)

%

Figure 6.4: Labeled vs Unlabeled Data

Certain methods are learned through feedback and experience. Each mechanism follows a
different learning process. Choosing the correct mechanism is important. The quality of
learning depends on the method used. These mechanisms support intelligent decision-making.
Machine learning systems rely on proper mechanisms to work effectively. Some kinds of
machine learning are discussed below:
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Supervised Machine Learning : B
Supervised machine learning uses labeled data for training. Each data item has an input and a
“orrect output. The system learns by comparing its output with the correct answer. Sup ervised
. learning needs large labelled datasets, such as emails labelled as spam or not spam, images
labelled as cat or dog, or medical scans labelled as normal or abnormal. Its accuracy | ually
* Improves when the model is trained on more high-quality examples. It is widely used in real
" Applications, such as face recognition, disease detection, speech recognition, fraud defection,
nd recommendation systems. This method is used for prediction tasks. Examples include email
spam detection and exam result prediction.

nsupervised Machine Learning
Unsupervised machine learning works with unlabeled data. The system finds patterns Wi
Luidance. It groups similar data together and makes clusters. This method is use

Jiscovering hidden structures. No correct output is provided. Learning depends on data
\imilarity. Unsupervised learning helps understand data behavior. It is useful for data
“xploration. Examples include customer grouping and data clustering.
Reinforcement Machine Learning ; |
% einforcement machine learning learns through experience and mimics the human le&
e system interacts with an environment. It receives rewards or penalties for actions. Positive.
owards encourage correct behavior. The system improves decision making over timg
ethod is used in robotics and games. Learning continues through trial and error. The goal is
» maximize rewards. Examples of reinforcement learning include a robot learning to navigate

| maze through rewards and penalties, AlphaGo improving its strategy by playing £io, an

Jutonomous car optimizing its driving decisions, and a movie recommendation System

‘djusting its suggestions based on user feedback.-

5.5 Applications of Machine Learning

achine learning is used in many areas of modemn life. It helps organizations anal
smounts of data quickly, including Healthcare, Business, Education, and Daily Life (as
4 Figure 6.5). Many systems work automatically using learned patterns. It reduces human
¢ffort and saves time. '

Use of Machine Learning in Healthcare
In healthcare, machine learning helps analyze medical data and supports disease detectibn and
“iagnosis. For example, it can help detect cancerous cells in medical images, identify early
. ans of Alzheimer’s disease or dementia, and assist in the diagnosis of cardiovascular diseases.
octors can use these results to plan better and more timely treatments. .

' Provide a simple dataset example, such as marks and grades. Students decide
which data can be used for training and testing. '

’
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__Healthcare : Business

*  Medical Diagnosis *  Customer Insights

®  Predictive Analytics Fraud Detection

e  Drug Discovery Sales Forecasting

140 Ed_uc:_nion

_ Daily Life

¢ Adaptive Learning ~=s * Virtual Assistants

|
B

s Student Assessment

Smart Home i

* Recommendation
» Tutoring Systems .

Figure 6.5: Applications of Machine Learning

Use of Machine Learning in Business

Businesses use machine learning to understand customer behavior. It helps predict sales and
market trends. Businesses use it for inventory management. Examples include detecting fraud
in financial systems, customer services through robots or chatbots, and suggesting products to
customers. Marketing strategies become more effective using machine learning. Business
decisions become data-driven. This improves profit and efficiency.

Use of Machine Learning In Education

In education, machine learning improves learning systems. It helps track students' performance
to improve their grades. Personalized learning content is provided. Attendance and assessment
systems become smarter. Learning outcomes improve. '
Everyday Applications of Machine Learning
Machine learning is used in daily life activities. Mobile phones use it for face recognition.
Voice assistants understand spoken commands. Social media shows personalized content.
Email services filter spam messages. Navigation apps suggest routes. Online platforms
recommend videos and music. Smart devices use machine learning and daily tasks become
easier and faster.

6.6 Building a Machine Learning Model

Building a machine learning model involves several clear steps (as shown in Figure 6.6). A

simple example of machine learning is student grade prediction. In this example, data about
students is first collected, such as attendance, quiz marks, assignment scores, study hours, and




previous exam results. The data is then cleaned and prepared so that it can be used for learning.
I Impertant values, also called features, are selected because they help the model understand the
factars that affect student performance. After this, the machine learning model is trained using
the prepared data. Once trained, the model can predlct a student’s possible grade based on nev
inpul data. This helps teachers identify students who may need extra support before the fina
:-:‘li nation. - .
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Figure 6.6: Machine Learning Model Building Process

Exatl ple

Students’ exam scores are often affected by the number of hours they study. The purpose of
the fallowing program is to build a simple linear regression'model that predicts exam scores
based on study hours. The dataset contains examples of hours studied and corrcspondlng
exam scores. The data is divided into training and testing sets, the model is trained using the®
rainitg data, and its performance is evaluated using Mean Squared Error (MSE). Finally, -th1

actua data points and the predicted regression line are plotted to show the relationship :
betw 1 study hours and exam scores. . e

B T T T ——

ort necessary libraries

numpy as np

matplotlib.pyplot as plt
sklearn.model_selection import train_test_split

. sklearn.linear model import LinearRegression

. sklearn.metrics import mean_squared_error

i,




-2 JLOMPpUer . pealacishagad

LI OI0RE FTOLESS BHaGRIUi/ I/ 12Uz

——

# Example data (Hours studied vs. Exam scores)
X =np.array([[1], [2], [3], [4], [5], [6], [7], [8], [9]. [10]]) # Hours studied

y =np.array([1, 2, 2,3, 3,4, 5, 5, 6, 7]) # Exam scores

# Step 1: Split the data into training and testing sets
X ftrain, X test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42)

# Step 2: Create and train the model
model = LinearRegression()
model.fiyX_train, y_train)

# Step 3: Make predictions
y_pred = model.predict(X_test)

# Step 4: Evaluate the model
se —inean syuared _crror(y test, y pred)
priny(t"Mean Squared Error: {mse}")

# Step 5: Plotting the results

plt.scatter(X, y, color="blue') # Actual data points
plt.plot(X, model.predict(X), color="red") # Predicted line
plt.xlabel("Hours Studied')

pltylabel('Exum Scores')

plt.title('Linear Regression: Hours vs. Scores')

plt.show()

* Data Preparation: The X values represent hours studied, and y values represent the
_ corresponding exam scores (as shown in Figure 6.7).
-+~ Model Training: A linear regression model is created and trained on the training data
(X_train, y_train).
»  Testing: The model is tested on the test data (X_test) and the mean squared error

(MSE) is calculated to evaluate its performance. A lower MSE indicates better model
performance because it means the predicted values are closer to the actual values

* Improvement: As more data is gathered or adjusted, the model's accuracy improves.

Output:
Mean Squared Error: 0.1484
Model equation: Exam Score = 0.6552 x Hours Studied + 0.1466
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Selefiting Features and Target Values :
Featutes are input values used by the model. Target values are the outputs to be predicted
Correct feature selection improves learning. Unnecessary features can reduce accuracy
Featules must be relevant to the problem. Target values must be clearly defined. Examplé:
When predicting student marks, study hours would be the feature, and the target value wouldl
be the marks. :

Featire Enginecring Basics
Featu: engineering means improving data for better learning. It includes selecting, modifyin
and ¢ -ating features. Raw data is often not ready for models. Data may need cleaning ant
scaling. Feature engineering improves model performance. It helps highlight important
information. Good features produce better predictions. This step requires an understanding of
data. | =ature engineering strengthens the model. Example: In predicting student marks, feature
engindering might involve cleaning raw data like study hours, scaling it, and creating new
featur:s like "study hours per day" to improve model performance and make better predictions.
Trail -Test Split Of Data : =Ty
Data i divided into training and testing sets. Training data teaches the model patterns. Testing
data checks model performance as it uses unseen data. Results show real performance. This
split pr events overfitting, Common splits include 80 percent training and 20 percent testing.
Builling a Simple Predictive Model
A simle predictive model uses basic algorithms to learn from training data. It analyses the data
to und rstand patterns and then makes predictions for new, unseen data. These models are easy

80 )
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to understand and are especially helpful for beginners. Their performance is measured using
test data and the results guide improvements.

6.7 Model Evaluation and Performance Metrics
Model evaluation is a process of checking how well a machine learning model performs. It
measures the quality of predictions made by the model using test data that was not used during
training. This helps in identifying the strengths and weaknesses of the model. Performance
metrics are measures used to evaluate how well a model is working. Different metrics are used
depending on the type of problem, discussed below: ;

DO YOU KNOW?
A model with high accuracy may still give wrong results in some cases. That is why other

measures like precision and recall are used. Proper evaluation helps understand the real
performance of a model. : _

Accuracy and Error

Accuracy shows how many predictions are correct out of the total predictions. It is measured
as a percentage.  High accuracy means better performance. The error shows incorrect
predictions. Error rate is the opposite of accuracy. Accuracy alone may be misleading
sometimes. Balanced data gives better accuracy results. Error analysis helps find mistakes.
Both measures are important for evaluation. The accuracy equation is:

 TP+TN
TP + TN +FP +FN

Accuracy =

TP (True Positives): Number of correctly predicted positive instances.

TN (True Negatives): Number of correctly predicted negative instances.

FP (False Positives): Number of incorrectly predicted positive instances.

FN (False Negatives): Number of incorrectly predicted negative instances.
Precision and Recall

Precision measures how many predicted positive results are actually correct. Recall measures
how many actual positive cases are correctly identified. Precision focuses on correctness.

Recall focuses on completeness. High precision reduces false results. High recall reduces
missed cases. ;

Precision Equation:

TP
TP +FP

* TP (True Positives): Correctly predicted positive instances,
*  FP (False Positives): Incorrectly predicted positive instances.
Recall Equation: '

Precision =

TP
TP + FN

* TP (True Positives): Correctly predicted positive instances.
* FN (False Negatives): Incorrectly predicted negative instances.

Recall =
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cominonly used in evaluation. It gives a fair comparison.
Fl—ﬁ:ore Equation:

i

o Precision x Recall
Precision + Recall

1 F1-Score =

* Precision: The proportion of positive predictions that are actually correct.

*  Recall: The proportion of actual positive instances that are correctly identified.

il
Fl-gcore is the balance between precision and recall. It gives a single performance score. F-
measure is useful when the data is unbalanced. It balances correctness and completeness: A
hightr F-measure means better performance. It avoids relying on accuracy alone. _Fl-scord is

Exa,fnple: Suppose we are given the following values:
1 TP (True Positives) = 40
* TN (True Negatives) = 50
fi FP (False Positives) = 10
FN (False Negatives) = 5
Now, let's calculate Precision, Recall, and F1-Score based on these values.
*  Precision: '

Precision = h g =4y —Q—GS
~ TP+FP 40+10 50
¢ Recall:
: TP 40 40
Recall = o TN — @05 45~ O-oue0
g F1-Score:
Precision x Recall 0.8x 08889 _ 07111
Fl‘smm_zxpremsm"wnecall_ =2x G8+0s8sss >~ 1essy 42

« Final Results:

« Precision=0.8

*«  Recall =0.8889

«  F1-Score =0.8421

6.8 Validation and Model Improvement

Validation is used to check how well a model works on new data. It is done after training and |

testing to confirm model reliability. It prevents models from memorizing data. Validation,
suppor's fair evaluation. Model improvement uses feedback from validation results. Weak

areas & e identified and corrected. Validation is important before real use.
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Validation checks how a mnodel works on new data. It prevents overfitting. Model
improvement uses tuning and adjustments. G ,d validation increases reliability. Strong
models perform well in real conditions. ) _

Validation Data Set Preparal)

A validation dataset is separate from training and testing data that is used to check model
performance. Validation data must be clean and accurate to represent real conditions. The
model does not learn from validation data. Validation helps detect overfitting and improves

evaluation: Balanced data gives better results. This step increases model confidence.

Model Robustness and Keliabiig

Robustness means a model performs well in different situations. A reliable model gives
consistent results..Robust models handle noise in data. They do not fail easily with small
changes. Reliability is important for real-world use. Testing under. different conditions checks
robustness. Strong models maintain accuracy. Reliability builds trust in systems. Robust
models are more useful.

“ilpi'il\ ihj._‘ Models U sil H perpalr ameter i | ltlli!lf__{

Hyperparameter tuning adjusts model settings. These seftings control learning behavior. It helps
improve accuracy. It reduces errors in predictions. Parameters are tested with different values.
Validation data guides tuning. Proper tuning improves performance. Poor tuning reduces
effectiveness. '

Simple Analogy: Adjusting the Velume of a Speaker ;
Hyperparameter tuning is like adjusting the volume of a speaker. If the volume is too high, the
sound becomes distorted and unclear. If the volume is too low, the sound cannot be heard
properly. However, when the volume is set at the right level, the sound becomes clear and
balanced.

Similarly, in machine learning, if hyperparameters are not set properly, the model may perform
poorly. The correct hyperparameter values help the model learn better and produce more
accurate results. '

6.9 Predictive Modeling and Causality
Predictive modeling uses data to predict future outcomes. Machine learning models analyze
past data patterns. These patterns help estimate what may happen next. Predictive models are

used in many fields. They support planning and decision making. Predictions are based on '

probability. They do not always explain reasons. Understanding causality is also important.
Both concepts are used together in analysis.

CLASsaCTwrrY '

Give examples like weather prediction. Ask students whether prediction explains the cause.
L Discuss the difference.

s
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Preflictive Outcomes in Machine Learning : . i
Predictive outcomes are results produced by a trained model. The model uses past data to make
predictions. These outcomes estimate future values or events. Prediction accuracy depends bn
data quality. Good training improves predictions. For example, businesses use predictions for

fmtﬁsting the market or product selling trends. Healthcare uses predictions for diagnps?s.

Predictions support better decisions.

|
Understanding Causality :
Causality explains why an event happens. It shows a cause-and-effect relationship. One faclor
directly influences another. Causality is important in scientific studies to understand real
reasins behind events. Data alone may not show causality but experiments often identify
causes. Causal understanding improves decisions and avoids false assumptions.

Différence Between Prediction and Causation

Prediction estimates what may happen based on historical data. It focuses on forecasting
outcomes, where the model uses past information to estimate future values or events. For
exari’ple, a model may predict a student’s final grade by analysing previous marks, attendanée,
and ttudy hours. Similarly, a weather model may predict tomorrow’s temperature by using past
weather records. A model can make accurate predictions without necessarily understanding the
undeérlying causes. This makes prediction useful in areas such as sales forecasting, stock trend
analysis, disease risk prediction, and student performance estimation. I
Causation, on the other hand, explains why something happens by identifying cause—and-efféict
relationships between variables. It seeks to uncover the reasons behind events and how ane
factar directly influences another. For example, if regular study hours directly improve exdam
perfirmance, then study time may be considered a cause of better grades. Similarly, if smoking
directly increases the risk of lung disease, this shows a causal relationship. Understanding
causylity is important for decision-making because it helps avoid false assumptions and
provides deeper insight into real-world problems.

6.19 Machine Learning T ools and Platforms |
Machine learning uses different tools for data analysis and modeling. Tools help collegt,
prociss, and analyze data. Some tools are simple and beginner-friendly, while others suppbrt
advanced machine learning tasks. Choosing the right tool is important. Each tool has specific
strerzths. Tools improve efficiency and accuracy and build strong foundations. These
platfirms support modern data science work. Machine learning tools and platforms include:

« Excel for data analysis ;

¢ R for data science

+ Python and Jupyter notebooks for machine learning

Usiflg Excel for Data Analysis

Excel is widely used for basic data analysis by organizing the data in rows and columns. Ex¢el
supports sorting, filtering, and data visualization using charts. Charts help visualize dala.
Simple formulas perform calculations. Excel is easy to learn and is useful for small datasels.
Beginers often start with Excel, and it supports early data understanding. i

‘_
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Introduction to R for Data Science
R is a programming language for data analysis that is widely used in research. It provxdes
strong graphical tools to visualize data. R handles large datasets efficiently. Many packages

support data science tasks. Learning R improves analytical skills that support machine learning
basics.

Python and Jupyter Notebooks for Machine Learning

Python is a popular programming language for machine learning. It has many useful libraries
such as Pandas, NumPy, and others Python supports data analysis and modeling. Jupyter
notebooks provide an interactive environment. Code and results appear together on Jupyter
notebook. This helps learning and testing the code on an interactive Integrated Development
Environment (IDE). Python supports advanced machine learning and is widely used in
industry. %
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Datd Science RO e |

Dat# science is the process of collecting, organising, analysing, and mterpretmg data to fin
information and support decision-making. 1

Str&tured and Unstructured Data

Strutured data is arranged in a fixed format, such as tables with rows and columns.

Unsiructured data does not follow a fixed format, such as images, videos, emails, and audio

files: :

Machine Learning

Machine learning is a branch of artificial intelligence in which computers learn patterns from

data and use them to make predictions or decisions. |

Sup&msed Learning i

Supémsed learning is a machine learning method in which the model learns from labelled

data such as study hours and known exam scores.

Uns pervised Learning

Unsmperwsed learning is a machine learning method in which the model finds hidden pattj'ns

ups in data without labelled outputs.
Rel forcement Learning
Reiiforcement learning is a learning method in which an agent leams by taking actions and
receiving rewards or penalties.
Feature and Target Value .
A feature is an input value used by a model, such as study hours or attendance. A target value
is the output the model tries to predict, such as an exam score.
Tra n-Test Split
Train-test split is the process of dividing data into training data for teaching the model and
testing data for checking its performance.
Preilictive Model
A piedictive model uses past data to estimate future values or outcomes.
Ma¢ el Evaluation
Moc el evaluation is the process of checking how well a machine learning model performs
usin measures such as accuracy, error, precision, recall, and F1-score.
Par.meter Tuning
Pari meter tuning is the process of adjusting model settings to improve its performance.
Prediction : '
Preciction is the process of estimating a future value or event based on past data.
Causality '
Cau ality explains cause-and-effect relationships between variables and helps identify why
som :thing happens.
Ma: hine Learning Tools
Machine learning tools are software platforms used to analyse data and build models.
Cor mon examples include Excel, R, Python, and Jupyter Notebook.
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g Multiple Choice Questions

1

i

l‘].

Data science 18 mainly concerned with;

(a) Designing hardware ~ (b) Extracting useful information from data
(c) Writing only code (d) Creating websites
Data organised in rows and columns is called:
(a) Unstructured data _ (b) Structured data
(c) Raw data (d) Random data
An example of unstructured data is:
(a) Tables (b) Spreadsheets -
(c) Images and videos (d) Databases
Machine learning allows systems to:
(a) Work without data (b) Learn from data and improve performance
(c) Only store data (d) Replace databases
The type of machine learning that uses labelled data is:
(a) Unsupervised learning (b) Reinforcement learning
(c) Supervised learning (d) Rule-based learning
The machine learning method that learns through rewards and penalties is:
(a) Supervised learning (b) Unsupervised learning
(c) Reinforcement learning (d) Rule-based learning
Feature engineering is used to: ‘
(a) Delete data . (b) Improve data for better model performance
(c) Store data (d) Visualise data
The metric that measures the overall correctness of a model is:
(a) Precision (b) Recall
(c) Accuracy (d) Fl_score
Train -test split is used to: '
(a) Delete data (b) Divide data for training and testing
(c) Store data (d) Visualise data
. A commonly used tool for machine learning and data analysis is:
(a) MS Word (b) Python
(c) PowerPoint (d) Notepad

ﬁ Short Questions

What is data science?

What are the two main types of data?

What is the difference between structured and unstructured data?
Name two common data collection methods.

What is machine learning?
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6
7
g
9
1

What is supervised learning? .
What is the purpose of feature selection in machine learning?
What does accuracy measure in a model?

. What is the difference between prediction and causality? l
S .

Name any one tool used for machine learning.

: 8 ' |
% Long Questions

L
y. |
3

‘

B

Explain the concept of data science and discuss its importance in modem applications.
Describe different types of data and explain various data sources and collection methods.
Explain the concept of machine learning and describe its different mechanisms, incliding
supervised, unsupervised, reinforcement, and rule-based learning. . ;
Discuss the applications of machine learning in healthcare, business, education, an 'daily
life. .-
Explain the steps involved in building a machine learning model, including {Jpatm'e
selection, feature engineering, and train-test split. r
Describe model evaluation techniques and explain accuracy, precision, recall,
score.

Explain validation in machine learning and discuss how models can be improved using
parameter tuning. - '.
Discuss predictive modeling and causality, and explain the importance of mmodel
interpretation in real-world use cases. : Tl

EL-

kﬁ: Answer Key ‘

1. B
2B |
3-C .
4. B |
504G =
i) .‘
7. B
g.C
9. B
10. B




Introduction

In this chapter, students will learn the concept of hypothesis testing and its role in data analysis.
They will understand what a hypothesis is and how research questions are converted into
testable hypotheses. The chapter introduces different types of hypotheses, including the null
hypothesis (H,), and explains how to formulate correct hypotheses. Students will explore key
concepts such as test statistics, critical regions, and p-values, and learn their importance in
decision-making. They will follow the step-by-step process of hypothesis testing through
simple numerical examples. The chapter also highlights the role of data visualization in
presenting and linking results with hypotheses. In addition, students will learn about ethical

issues such as bias and responsible use of data. By the end of this chapter, students will be able
to interpret results and communicate conclusions clearly.

7.1 Introduction to Hypothesis Testing

Hypothesis testing is a method used to make decisions using data. It checks whether an
assumption is true or false. This method is widely used in research and analysis. Hypothesis
testing follows a clear process that helps accept or reject assumptions. Data is collected and
analyzed carefully. This method reduces guesswork as it supports evidence-based decisions,

Meaning of Hypothesis
A hypothesis is an assumption or statement in research that is made before testing begins. The
statement can be tested using data. A hypothesis predicts an outcome; therefore, must be clear
and measurable. Data is used to check it. A correct hypothesis guides analysis. It helps focus
the study.
ho(x)=y
Where:

«  hO(x): The hypothesis function with parameters ( 6) applied to input ( x ).

e (x): The input features or data points (e.g., attributes of a dataset).




*  (y): The predicted output or target value (the model’s prediction for the given input).
( 0): Parameters or weights of the model (for example, coefficients in a linear
regression model).

. : |
Rr:Learch Questions and Hypotheses l
Research questions define what is being studied. A hypothesis is formed from the research
question. Questions guide data collection. Hypotheses provide possible answers. Clear
questions lead to clear hypotheses. Both are closely connected. Good research starts with gmd

%

ions. Hypotheses make the analysis focused. They improve study direction.

R(ll(‘ of H\pothe%ls Testing in Data Analysis .

'Hynothesw testing helps analyze data logically to check whether results are meaningful.
iing avoids random conclusions. It compares results with expectations. Hypothesis tes@ng
supports accuracy, which is used in experiments and surveys. Decisions are based on cwdeqce
it method improves confidence in results. g

|
7.2 Types of Hypotheses |
Hy]:ptheses are classified into different types. Each type has a specific purpose. The most
conimon types are null and alternative hypotheses These types work together in testﬁlg
Correct hypotheses improve analysis quality by reducing confusion. They guide decision-
malking. Understanding hypothesis types is important. They form the base of hypothesis tcst%:g

[

Students write a null and alternative hypothesis for marks or percentagc sntuanon Discuss
correctness.

Nwll Hypothesis (Hp)

The null hypothesis states that there i is no effect or difference. It is written as a default
assimption. Data is tested against this hypothesis. If evidence is strong, the null hypothesis is
reje ted. It is usually represented by H,. The null hypothesis helps avoid bias. It provides &
coninarison base. Many tests start with this hypothesis. It is important in decision-making.

Altprnatne Hypothesis (H; or H.)

The alternative hypothesis states that there is an effect or difference. It is written as opposit¢ of
the null hypothesxs It is represented by H, or Ha. The goal of testing is often to support this
hypbthesm Evidence must be strong to accept it. It represents change or impact. Alternative
hyputheses guide research direction. They explain expected outcomes. Testing compares both
hyptheses.

il ———————— e ———————————



Example:

Sample Research Questions and Hypotheses:

Research Question:

Does the amount of study time affect students' exam scores?

Hypothesis: '

Ho (Null Hypothesis): There is no significant relationship between study time and exam
scores. : :

H: (Alternative Hypothesis): The amount of study time significantly affects students' exam
scores.

Formulating correct hypotheses

Correct hypotheses must be clear and specific. They should be testable using data. Vague
statements reduce accuracy. Hypotheses must match research questions. Variables should be
defined clearly. Simple language improves understanding. Correct formulation saves time. It
leads to reliable results. Proper hypotheses improve analysis quality.

7.3 Concepts in Hypothesis Testing
Hypothesis testing uses several important concepts to make correct decisions. Each concept has
a specific role in testing. Understanding them avoids confusion. They guide acceptance or

rejection of hypotheses. These concepts are used together. Proper knowledge improves
accuracy. They are applied in data analysis. Learning these concepts is essential.

Test Statistics _

Test statistics are numerical values. They are calculated from sample data. These values
summarize data behavior. Test statistics help compare results and support decisions. They show
how far results are from expectations. Different tests use different statistics. Examples include
t-value and chi-square value.

T-value Test:
7= X—Hy
b
Jn
Where:
i3 Sample mean _
e u,: Population mean under the null hypothesis
(R Sample standard deviation
e n Sample size
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Exlmple.
Supﬁ;nse we have a sample of 25 students with an average score of 80, and we want to test !f

the mean score is significantly different from the population mean of 75. The sample
standard deviation is 10.
80=T535 . S5
t= 0 —E—E—ZS

; 25 5
Chi-Square Test:

I ‘ 2 (0,—E)’

| X = Z i Ef i
Where:

» O : Observed frequency in each category

} P Ei: Expected frequency in each category |

Exsmple: !
Supposc you roll a fair die 60 times and observe the following frequenmes |

‘ ' Face of Dle Observed Frequem_:y ((01)) Expected Frequency ((E;))

RS 100 e O SR 4
- [ 2 12 10 S |
l | 3 8 : 10 ; f-l
' 4 14 10 spac SR i
.5 B SISOl S 110 SO _____J '
BN SN ) e B 10 '
’ : ch=(10—10) (12 10) (8 10) (14 10) (9 10) (‘? 10)
| 10 10 10 10 10 - 10

: 4 4 16 1 9 |
=0 —F—t—+—+— : !
10 10 10 10 10 |

¥=0+04+04+1.6+0.1+09=34
New, the calculated x* value is 3.4, and we would compare this value against the critical

value from the Chi-Square distribution table at a certain significance level (e.g., a = 0.05)
an¢ degrees of freedom to make a decision.

Cpgtical Region
The critical region is a range of values. If test statistics fall in this region, the null hypothesit is -
reje ted. It is defined before testing. The region depends on the significance level. It shaws
extieme outcomes, Critical regions help make decisions. They reduce uncertainty. Graphs often
sho v critical regions. Understanding this concept is important.
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Significance Level

The significance level shows risk of error. It is written as alpha. Common values include 0.05.
It defines how strict a test is. Lower values mean stricter testing. It is chosen before analysis.
Significance level controls false results and affects decision-making. Proper choice improves

reliability.

P-value and its Importance

The p-value shows the strength of evidence against the null hypothesis. It measures the
probability of getting the observed results, or more extreme results, if the null hypothesis is
true. A small p-value supports the rejection of the null hypothesis because it suggests that the
result is unlikely to have occurred by chance. The p-value is compared with the significance
level, such as (0.05), to make a decision.

For example, suppose a teacher wants to test whether a new teaching method improves
students’ marks. The null hypothesis states that the new method has no effect. After analysing
the test scores, the p-value is found to be (0.03). Since (0.03 < 0.05), the null hypothesis may
be rejected. This means there is statlstlcal evidence that the new teaching method may have
improved students’ performance.

- Similarly, in medicine, researchers may test whether a new drug is more effective than an old
drug. If the p-value is (0.01), it gives strong evidence that the improvement is unlikely to be
due to chance alone. ' : ;

P-values help simplify statistical decisions and support data-driven conclusions. A clear
understanding of p-values helps avoid mistakes, such as rejecting or accepting a hypothesis
without proper evidence.

7.4 Performing Hypothesis Tests

Performing hypothesis tests follows a clear process (as shown in Figure 7.1). The process starts
with defining hypotheses. Data is collected carefully. Test statistics are calculated. Results are
- compared with criteria. A decision is then made. Proper steps reduce errors. This process
ensures f'alr testmg Hypothesis testing supports reliable conclusions.




" 1. State the Hypothesis |
'Lz. Set Significance Level |
1

3.Collect Data |

.

[ 4. Perform a Test ]

If p-valuwra_Mvaluc <oy ol

Figure 7.1; Hypothesis Testing Process

D

T

d from samples. Test statistics are calculated The p—value is found. Results
ared with the mgmﬁcance level. A decision is made to accept or reject.

= examples help understand testing. One example is testing exam results. Anothqr
vle is checking average height. Data is collected from samples. Results are analyzed using
basic tests. Conclusions are drawn clearly. Simple examples build confidence. They explain
concept easily.

Advanced Tests: F-Test and Chi-Square Test

Advanced tests handle complex data. The F-test compares variances. It is used in analysis 6f
varia*cc. The Chi-Square test checks relationships. It is used with categorical data. These tesls
suppert deeper analysis. They follow strict rules. Understanding them improves skills.
Advaced tests expand knowledge. :

F-t&s’ Example:
_5
s

Whire:

© 8] =Variance of samplel
+ 82 = Variance of sample 2
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Example: .
Suppose we have two groups of students:
Sample 1 variance = 16
Sample 2 variance =9

F=16/9=1.78
The calculated F-value (1.78) is compared with a critical value from the F-table to decide
whether the variances are significantly different.

Example:

Numerical Example: Hypothesis Testing

A school wants to check whether a new teaching method has improved students’ marks.
The previous average marks were 70. .

A sample of 10 students taught with the new method obtained the following marks:
72,75, 78,74, 77, 80, 76, 79, 81, 78

Step 1: State the Hypotheses

Null Hypothesis (Hy): The new method does not improve marks (p=70)
Alternative Hypothesis (H;): The new method improves marks ( 1> 70))

Step 2: Set Significance Level
a=0.05

Step 3: Calculate Sample Mean

_ Sumof allvalues _ 770 _ 77
n 10

=

Step 4: Calculate Standard Deviation

> (= "7‘)2 70
s=\‘—n’_T——=J;=2.79 ;

Step 5: Calculate t-;valué
JFp 11=-70 7
s/n 2.79/J10 0.88

Step 6: Decision Rule

: df=n-1=10-1=9 _ :
Using the t-distribution table or statistical software, the p-value for t = 7.93and df = 9 is
approximately: p =0.00002 : =

For (df = 9), the p-value is very small (p <0.05)

1 7.93




We réject the null hypothesis. ' . /|
Final Conclusion :
The new teaching method significantly improves students’ marks.

] ;

7.5 Data Visualization For Hypothesis T esting
Data v sualization plays an important role in hypothesis testing by presenting data in a clear
and un lerstandable form. It helps researchers observe patterns, trends, and relationships in data
before applying statistical tests. Visual representations make complex data easier to interpret
and retuce the chances of misunderstanding results. Through charts and graphs, differences
between groups can be easily compared (as shown in Figure 7.2). Visualization also assists i
identif ing outliers and anomalies in datasets. It supports better decision-making by providin
visual “vidence. Overall, data visualization strengthens the process of hypothesis testing b
improvqﬁng clarity and accuracy.

: 100 B.:u' Chart " Line Graph
Prediction A /‘
//. -
3 T
§ }/‘Prudrct:cm‘ﬂ
A
Control  Treatment 7oA
Group  Group Time
2 ® GroupA ® Group B
1| Outiier °.*
_ s & . !
1% o ® ®p e o |
' < 4 L
= ®  Outlier ‘
> s
| L oks—= - ||.
(t Vannble_l
| Figure 7.2: Data Visualization

ImpoBtance of Data Visualization :
Data visualization is important because it converts raw data into meaningful visual forms. It
helps researchers quickly understand large datasets that are difficult to analyze numerically.
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statistical findings. Therefore, data visualization is an essential step in data analysis and
hypothesis testing,

Graphs and Charts for Presenting Results :

Graphs and charts are commonly used tools for presenting results in hypothesis testing. Bar
charts are useful for comparing categories or groups. Line graphs show frends and changes
over time. Pie charts represent proportions and percentages effectively. Scatter plots display
relationships between two variables. These visual tools make results more attractive, clear,

and easier to interpret (as shown in Figure 7.2).

Linking Data Visuals With Hypotheses

Data visuals help in directly linking results with the proposed hypothesis. They allow
researchers to visually check whether the data support or reject the hypothesis. For example, a
comparison graph can show differences between control and experimental treatment groups.
Trends in line graphs can confirm predicted outcomes. Scatter plots help identify relationships
stated in the hypothesis. Visual evidence strengthens logical reasoning in hypothesis testing.
Thus, data visualization provides strong support in validating or disproving hypotheses.

7.6 Ethical Issues in Data Science and Analysis

Ethical issues are a major concern in data science and data ana1y51s As data is collected and
analyzed on a large scale, it must be handled responsibly. Ethical practices ensure fairness,

accuracy, and trust in data-driven decisions. Poor ethical standards can lead to the misuse of
data and harm individuals or groups. Data scientists must follow ethical guidelines while
collecting, processing, and interpreting data. Transparency and accountability are essential in
every stage of data analysis. Ethical awareness helps maintain public confidence in data science
applications.

DO YOU KNOW? ===

Bias in Data Collection and Analysis

Bias in data collection occurs when data does not fairly represent all groups. This can happen
due to limited data sources or unfair sampling methods. Biased data leads to inaccurate and
misleading analysis results. During analysis, personal assumptions may also introduce bias.
Such bias can affect decision-making and reinforce unfair outcomes. Identifying and mitigating
bias is essential for reliable results. Therefore, careful data collection and objective analysis are
necessary to ensure fairness. Here are simple examples of bias in data collection and analysis:

l. Survey Bias: A survey about student performance is conducted only in top-performing
schools, ignoring average or low-performing schools.




Bl

Sampling Bias: A health study includes only young adults so results do not represent
older people. fﬂ

Gender Bias: A hiring dataset contains mostly male caudldates leading the mode! to

favour male applicants.

- Geographical Bias: Data collected only from urban areas is used to make decisions for
rural populations. '

Confirmation Bias: A researcher focuses only on data that supports their belief and
ignores contradictory results.

misinterpretation and misuse of findings. Thus, truthful reporting strengthens credibility & nd
3l in data analysis. . :

Inferpreting Test Results
Inté preting test results involves undcrstandmg what statistical outcomes mean. It mcl es

ana yzing values such as p-values, confidence levels, or test statistics. Results help de: e
whither a hypothesis is accepted or rejected, Researchers must consider the context of the ata

e interpreting results. Misinterpretation can lead to incorrect conclusions. ar
xh;ganation of results is essential for accuracy. Proper interpretation ensures reliable and

e
mesningful findings.
f:un

s B
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Presenting Findings Clearly

Presenting findings clearly helps readers easily understand research outcomes. Results should
be organized in a logical and structured way. Tables, charts, and graphs can be used to support
explanations. Simple.language should be used instead of technical jargon. Key points must be
highlighted for better understanding. Clear presentation reduces confusion and improves
communication. Well-presented findings make the research more effes:tive and useful.

Connecting Conclusions to Hypotheses

Conclusions must be directly linked to the original hypotheses. Researchers should clearly state
whether the hypothesis is supported or not. Data and test results should justify the conclusion.
Personal opinions should not influence the final conclusion. Clear connections strengthen the
validity of research. This step ensures logical consistency in the study. (Connecting conclusions
to hypotheses completes the research process effectively. '
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Hypothems
A hypothesis is a testable statement or assumption abuut a population, situation, or
thﬂShlp between variables.

H othesis Testmg

Hypothesis testing is a statistical method used to decide whether there is enough evidence in

sample data to support or reject a claim.

qul Hypothesis

The null hypothesis, written as (H_0), states that there is no szgmﬂcant difference, effect, or

rehnonshlp between variables. 4

Allernative Hypothes:s

The alternative hypothesis, written as (H_1) or (H_a), states that there is a significant

difference, effect, or relationship between variables. .

Test Statistic |

A lest statistic is a numerical value calculated from sample data and used to make a deci

in hypothesis testing. Examples include (2), (t), and (F) values.

Ciritical Reglon

The critical region is the area in a statistical distribution where the null hypothesis is rej

Sléniﬂcance Level

The significance level, denoted by (\alpha), is the maximum probability of re_;ecnng the
~hypothesis when it is actually true. A common value is (0. 05)

p-value

The p-value shows the probability of obtaining the observed result, or a more extreme result,

if the null hypothesis is true. A small p-value provides evidence against the null hypothesis.

Décision Rule

A decision rule is used to dec:de whether to reject or fail to reject the null hypothesis. For

example, if (p-value < a), the null hypothesis is rejected.

Duta Visualisation !

Do ta visualization is the use of graphs charts, and diagrams to present data clearly and I’

support the interpretation of hypothesis testing results.

Blas

B as is an unfair influence in data collection, analysis, or interpretation that may lead to \
inorrect or misleading conclusions.

Ethical Use of Data

E nical use of data means collecting, analysing, and reporting data honestly, fairly, and
r¢ ponsibly while protecting privacy and avoiding misuse.

C ymmunicating Results -

C 'mmunicating results means presenting findings clearly, accurately, and in relation to the
ongmal hypothesis so that readers can understand the conclusion. -




§ Multiple Choice Questions

1. A hypothesis is:

(2) A final result (b) A test value
(c) A proposed explanation (d) A dataset
2. The null hypothesis represents:
(a) An alternative idea (b) No effect or no difference
(c) A final conclusion (d) A prediction model
3. The symbol uséd for the null hypothesis is:
(@) (H_I) (b) (H_2)
(c) (H_0) (d) (H_x)
4. A p-value is used for:
(a) Measuring accuracy (b) Testing a hypothesis

(c) Measuring variance

5. If(p-value < a ), the decision is to:

(a) Accept (H 0)
(c) Ignore data
6. The critical region is the:
(a) Safe area
(¢) Data range
An example of a test statistic is:
(a) Mean
(c) Mode
8. Data visualisation is used to:
(a) Store data
(c) Delete data

9. A chart useful for comparison is:
(a) Pie chart
(c) Table

0. Bias in data means:;
(a) Correct data
(¢) Unfair repre‘sentation

# Short Questions

What is a hypothesis?
What is a research question?
Define null hypothesis (Ho).
What is a test statistic?
What is meant by p-value?

e

(d) Data storage

(b) Reject (H_0)
(d) Recalculate the mean

(b) Rejection area
(d) Sample space

(b) t-value

(d) Median

(b) Present results clearly
(d) Calculate the mean

- (b) Bar chart

(d) Text

(b) Balanced data
(d) Random data




6.
7.
8. |
9.
1

‘important.

B Answer Key

Semae e

=

at is a critical region?
What are the basic steps in hypothesis testmg‘?
y is data visualization important?
hat is bias in data collection?
hy is ethical use of data important?

: Long Questions

Explain the concept of hypothesis testing and its role in data analysis.

Describe different types of hypotheses and explain how to formulate correct hypothes
xplain key concepts in hypothesis testing, including test statistics, critical region, and p-
alue. ; '

Discuss thie steps involved in performing hypothesis testing with a suitable example.

* Explain the importance of data visualization in hypothesis testing and how graphs hel

present results.
Discuss ethical issues in data science, including bias, ethical use of data, and responsilile
communication. _
Explain how to interpret hypothesis testing results and connect conclusions to hypotheses.
Describe how findings should be communicated clearly in data analysis and why it is
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B y the end ofl.‘rus chapter students will be able to :

' Evaluate how different stakeholders’ cultures, values, and sometimes eonﬁichnginm
affect Al system designs, and assess policies that protect stakeholders mtcréa'ts.

*  Design innovative applications relevant to Pakistan using emerging technologtwsuﬂus

I Artificial Intelligence (AI), Internet of Thmgs (IoT), Cloud Computing, and Bl

Introduction

In this chapter, students will explore the applications of computer science through emerging
technologies. They will learn about Artificial lntelhgcnce (Al) and its use in everyday
applications such as voice assistants, chatbots, and image recognition, along with its benefits
and challenges. The chapter introduces the Internet of Things (IoT) and how connected devices
collect and share data for automation. The chapter highlights the cultural and ethical
implications of Al, including fairness, transparency, and the role of different stakeholders.
Students will examine how emerging technologies can be applied to solve national challenges
in Pakistan, with a focus on innovative solutions like smart agriculture. Finally, they will learn
about policies, regulations, and responsible innovation, emphasizing the importance of ethical
and sustainable use of technology.

8.1 Understanding Emerging Technologies
Emerging technologies refer to advanced innovations that are transforming how people live,
work, and communicate. Technologies
such as Artificial Intelligence (AI), the
Internet of Things . (IoT), Cloud
Computing, and Blockchain are reshaping
industries and creating smarter systems for
; : Artificial
managing  data, automation, and ? lntelllgence
connectivity (as shown in Figure 8.1).
These technologies drive innovation

across healthcare, education, Lntemei Blockehain |
transportation, and agriculture, making of Things

processes faster and more efficient. \ DDD / i
Understanding emerging technologies is

vital in today’s digital age. They offer new - Cloud Computing

solutions to global and local challenges but

also introduce issues such as data Figure 8.1: AL IoT, Cloud Computing, and Blockchain
security, ethical concerns, and Working Together to Shape the Modern World.

dependence on automation. By learning
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out these technologies, individuals can better understand their potential, prepare for fi
evelopments, and use them to improve society responsibly.

Emergmg technologies like AI 10T, Cloud Computing,
shaping the next digital revoluhon, connecfmg peep}e da:a, and dmces
world across

omate processes, and assist in areas where traditional programming cannot
rtamty or vast amounts of information.

ificial Intelligence is present in-many tools and services people use daily. Voice assisiants
lﬂ& Siri, Alexa, and Google Assistant understand spoken commands and respond with useful
ormation or actions. Chatbots on websites help customers by answering questions, While
in ge recognition systems identify faces, objects, or medical conditions from photos and scans.
is also used in recommendation systems on platforms like YouTube, Draz, and Amazon to

alinost every digital service today.

Binefits and Challenges of Al in Society.

Al bnngs significant benefits to modemn life by increasing efficiency, accuracy. and

convenience. It can perform repetitive tasks faster than humans, assist doctors in diagn
di eases, and help farmers monitor crops more effectively. For example, DeepMind’s Al can
aralyze 3D eye scans and help predict eye diseases such as glaucoma before clear symptoms
be ome visible to doctors. In business, companies such as Amazon and Daraz use Al chatbots
to answer customer questions, such as “Where is my order?”, for thousands of users at the same
titie. Businesses also use Al to analyze customer behavior, predict trends, and improve
d*:mon—makmg Al supports education through personahzed learning and adaptive tuforing

s*tems




Despite these benefits, Al introduces challenges that must be managed carefully. Concerns
include data privacy, job displacement, and bias in algorithms that may lead to unfair outcomes,
(as shown in Figure 8.2) Ethical issues also arise when Al systems make decisions that affect

- people’s lives. Balancing innovation with responsibility ensures that Al remainsa tool that
benefits humanity rather than harms it. Understanding these challenges helps promote fair.
transparent, and ethical use of Al in all sectors.

Figure 8.2: Artificial Intelligence systems mimic human intelligence to perform tasks like vision,
speech, and decision-making.
v
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. Farmers use AIwnh drones and sensors to monitor crops, helping them increase
yield and reduce waste.

Internet of Things (IoT)

The Internet of Things (IoT) refers to a network of physical devices connected through the
internet that can collect, share, and act on data. These devices often include sensors, Processors,
and communication hardware, allowing them to work together intelligently. IoT connects
everyday objects such as lights, thermostats, and appliances so they can be monitored and
controlled remotely. This interconnection helps improve efficiency, convenience, and real-time
decision-making in daily life and industrial operations. :

£ po you kNow?

_ - ‘ - 30
The IoT connects everyday devices like fridges, cars, and lights so they can “talk”
to each other automatically. -

[oT systems operate by linking devices through wireless communication technologies like Wi-
Fi, Bluetooth, or cellular networks. Each connected device communicates with others or a
central platform to exchange information automatically. This continuous interaction creates a
smart environment where machines and systems work together with minimal human effort,
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Figgre 8.3: Smart Home using IoT: Connected devices such as lights, thermostat, and security

- ture and weather patterns to optimize irrigation and crop management increasing yleﬂ:l

INPUT DEVICES CONTROLLER OUTPUT DEVICES
ENSORS) (MICROCONTROLLER) INTERNET / CLOUD (ACTUATORS)

in emergencies. Slmllarly, in agriculture, IoT devices measure soil 1:nmstl.1;:1

M

Smart homes, wearable ﬁtness bands, and smart farms are all puwered by IoT
technology.

:
E

Microcontroller
(ESP32/NodeMCU)

Mobile App
(User Interface)

___________________________ - P

systems can be monitored and controlled remotely through the internet.

Data Collection, Communication, and Automation.

IoT ‘works through three main functions: data collection, communication, and automation.
Sensurs collect data from the environment, such as temperature, movement, or humidity. This
data s then sent to cloud-based systems or servers where it is processed and analyzed. The
anaijzed data can trigger specific actions automatically, such as turning off lights when no ohe
is in 4 room or starting irrigation when the soil becomes dry.

Cominunication between devices ensures that- systems remain synchronized and effici
Aut:imtlon reduces the need for manual control, saving time and minimizing human error. e;y
combining real-time data with intelligent decision-making, IoT creates smarter, safer, and mdre
efficent environments for homes, industries, and communities.



Sketch a smazig home system that uses [oT devices (lights, fans, sensors). Label
how each device collects and communicates data.

\ S

Cloud (.umputmgﬂ

Cloud computing is a technology that allows users to store, manage, and process data on remote
servers instead of local computers (as shown in Figure 8.4). These servers are hosted on the
internet and managed by cloud service providers. This means users can access their data and
applications anytime, from anywhere, using an internet connection. The cloud eliminates the
need for powerful personal computers, as most of the processing is done remotely.

By using cloud computing, individuals and businesses can use online services such as data
storage, web hosting, and software applications without having to maintain physical hardware.
It supports modern digital tools like. streaming platforms, online learning systems, and
collaborative workspaces. This technology forms the backbone of many services people use
daily, making computing more flexible and connected.

e@ vovou KNOW?

When you save a document on Google Dnve or 1CIoud, yon Te acl:ually usmg
Cloud Computing.

Advantages: Scalability, Accessibility, and Cost-effectiveness. .

One of the key advantages of cloud computing is scalability. Users can easily increase or
decrease their storage space and computing power based on need, which is ideal for growing
businesses and organizations. Accessibility is another benefit, as cloud services allow users to
work from multiple devices and locations without transferring files manually.

Cloud computing is also cost-effective because it reduces the need for expensive servers and
maintenance staff. Users usually pay only for the services they use through a pay-as-you-go
model, which helps lower operational costs. These advantages make cloud technology practical
for both individuals and companies that require reliable and efficient digital solutions.

a
|
L

Examples: AWS, Microsoft Azure.

Many popular platforms use cloud computing to provide everyday digital services. Amazon
Web Services (AWS) offers a wide range of cloud-based services for web hosting, data storage,
and application development, widely used by businesses around the world. Microsoft Azure
provides similar capablhtles, enabling developers to create and manage applications through
the cloud (as shown in Figure 8.4),

These platforms show how cloud computing supports various activities, from personal file
storage to large-scale enterprise solutions. Whether it is saving documents, hosting websites,
or running software remotely, cloud computing has become an essential part of modemn digital
infrastructure.
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in technology is a digital system that securely stores and shares information acrosg
many fomputers instead of a single central server. Each verified record, or block, links to the
previolis one, forming an unchangeable chain. Because every computer holds a copy, altering

Block¢hain has wide applications across industries. In finance, it powers cryptocurrencies such
in for secure, peer-to-peer transactions. In supply chain management, it tracks goods
from trigin to customer, ensuring authenticity. In data security, it provides tamper-pro
storags for records like legal documents, medical files, and certificates. Government
compznies, and schools use blockchain to manage land records, supply chains, and academi
credentials. Overall, blockchain enhances reliability, transparency, and efficiency in digi
Systerns.

BIT _ —— _ _
From cryptocurrency to supply chain tracking, blockchain builds trust through
transparency. ; ;

8.2 Qultural and Ethical Implications of AI Systems

Artific al Intelligence (Al) influences how people live, work, and interact with technolo

makir ¢ it essential to consider its cultural and ethical effects. Al systems are not only technic:

creaticns but also social tools that impact individuals, communities, and governments. (

showr in Figure 8.5). T
108 )




Figure 8.5: Ethical Al Design Balances the Interests of Different Stakeholders While Ensuring

Faitrness and Inclusivity

S |

Debate: “Should Al make decisions that affect people’s lives, such as job hiring or
grading students?” !

Stakeholders in Al Systems

Al systems involve multiple stakeholders, each playing a key role in their creation and use.

Developers design and program Al models, users interact with them in daily activities,

governments regulate their applications, and communities experience their inipact. Each group’

contributes to the overall ecosystem of Al and influences how it evolves.

Developers: Developers design and build Al systems focusing on functionality, innovation,

and performance. They ensure systems are accurate, fair, and ethically developed.

Users: Users interact with Al systems and expect them to be easy to use and reliable.

They are concerned about privacy, security, and correct outcomes. e

Governments: Governments create policies and regulations to ensure safe and fair use of Al

They work to protect public interests and enforce legal compliance.

Communities: Communities focus on preserving social values and cultural norms.

They promote responsible and ethical use of Al in society.

Cultural Awareness and Diversity

Cultural diversity affects how Al systems are designed, perceived, and implemented around the

world. Cultural values influence user expectations regarding privacy, communication styles,

and technology adoption. Designers must consider local traditions and behaviors to make Al

tools accessible and respectful to different cultures.

For instance, privacy preferences vary between regions; some societies are comfortable with

data sharing, while others demand strict confidentiality. Language models must include diverse

languages and dialects to avoid bias toward dominant cultures. Similarly, Al-driven decisions

should reflect sensitivity to local customs and social norms to ensure fairness and acceptance.
: £109 )
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irness, Accountability, Transparency, and Safety in Al Systems. _
al Al development requires fairness to prevent discrimination, accountability to ass:gn
sibility, transparency to explain how systems make decisions, and safety to protect users
from harm. For example, if an Al system is used for student admission, it should not unfairly
favor or reject students based on gender, region, language, or background. The university must
also be able to explain why a student was selected or rejected and who is responsible if t!le
system makes an unfair decision. Similarly, in healthcare, an Al system used for disease
diaghiosis must be tested carefully so that it does not give harmful or misleading results. These
prm ples ensure that Al remains a tool for huma.n benefit and does not create unintended
negalive consequences.

Avoiding Bias and Ensuring Inclusivity in Al Design. |
Al sitems often learn from large datasets, which may contain hidden biases. For example, i

ifing system is trained mostly on past records where men were selected more often
wornien, the Al may unfairly prefer male candidates. Similarly, if a face recognition systemis
trainéd mainly on images of one age group, skin tone, or region, it may perform poorly f
peop'e from other groups. Developers must carefully review and adjust these datasets to avaid
unfalt treatment of individuals or groups. Inclusivity in Al design means considering diverse
persjectives and ensuring that technology serves all people equally, regardless of gender,
ethmclty, or background.

Con.jct of Interests Among Stakeholders

Conflicts often arise when stakeholders have competing priorities. Businesses aim to collect
data for innovation and profit, while users value privacy and control over personal informatian.
Governments must balance economic growth with protecting citizens’ rights and maintaining
ethwa standards.

Ac on example of conflict is data collection practices. Companies may gather large
amounts of user data to improve Al performance, but without explicit consent, this violates
privacy and trust, Transparent data policies and user-friendly consent mechanisms help achieve
a fair balance between functionality and ethics.

Role-play a company meeting where developers want to collect user data and
privacy advocates oppose it. Discuss solutions.
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‘Policy and Legal Frameworks

Several international frameworks guide responsible Al use. The General Data Protection
Regulation (GDPR) from the European Union enforces strict rules on data privacy and user
rights. Al Ethics Guidelines developed by organizations worldwide emphasize accountability,
fairness, and respect for human dignity. These frameworks encourage nations and companies
to adopt responsible Al practices.

For Pakistan, creating national Al policies is crucial to promote innovation while ensuring
ethical compliance. Such policies can regulate data protection, encourage research, and support
the development of Al solutions that align with local values and needs. Implementing ethical
standards helps build public trust, attract global partnerships, and ensure that AI contributes
positively to national growth.

8.3 Designing Applications for Pakistan Using Emerging

Technologies

Emerging technologies such as Artificial Intelligence (Al), the Internet of Thmgs (IoT), Cloud
Computing, and Blockchain offer new opportunities for solving Pakistan’s pressing challenges
(as shown in Figure 8.6). By combining innovation with local understanding, students can
design applications that improve lives, enhance productivity, and support sustainable
development. These technologies can transform sectors like healthcare, educatlon agnculture
and governance when used responsibly and creatively.

M"‘l‘!l

Figure 8.6: Emerging technologies can solve local challenges in Pakistan across key sectors
like agriculture, health, and governance.

Identifying National Challenges

Pakistan faces several national challenges that can be addressed through technology. The
healthcare sector struggles with limited accessibility and resource shortages; education faces
barriers in quality and outreach; agriculture deals with inefficiency and low productivity; and

11
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govexce requires transparency and efficiency. Recognizing these issues is the first step

toward developing meaningful solutions. ,

Emerg ng technologies can bridge many of these gaps. Al can analyze medical data for fast
es, IoT can monitor environmental conditions in agriculture, Cloud Computing
ind distribute educational content efficiently, and Blockchain can ensure transparency i1
sance. These innovations can make public services smarter, more accessible, and mor¢
& for citizens. : :

YOU KNOW? ——————————————7")

‘Technology can help address maj

¥ative Application Design - : ‘
ning applications using emerging technologies begins with identifying a real-worlé
“m and selecting the right combination of tools to solve it. For example, Al can be us
elligent tutoring systems, IoT for smart city management, Cloud for secure data access
and Blockchain for record authentication. Students are encouraged to brainstorm ideas tha
directly address Pakistan’s social and economic needs. '

Innovation thrives when creativity meets purpose. Students can use design-thinking metho
to develop user-focused, practical solutions tailored to local conditions. Projects that addres
issues such as water management, traffic control, or education accessibility help foster critical

Sketch a simple app interface (on paper or digitally) that uses AL IoT, or Cloud to solve a
real-world problem. : :

1

Teclfnology Integration

Effelrl:ive solutions often integrate more than one emerging techrology. Combining Al
intellizence, IoT’s connectivity, Cloud’s scalability, and Blockchain’s security can creaf
powe: ful, data-driven systems. This integration leads to smarter applications that not only sol
probléms but also adapt and improve over time. : ;
A smirt irrigation system can use IoT sensors to measure soil moisture, Al algorithms to predi
crop tvater needs, and Cloud storage to collect and analyze data. This helps farmers optimi
water use, reduce costs, and increase yields. Such integrated systems demonstrate ho
technilogy collaboration can support sustainable agriculture and environmental conservati
in Palistan.

. Form mixed groups (technology, social science, business). Design a collaborative project
that uses technology to solve a community issue.

T :
Ethigal and Cultural Considerations ‘ 1
When designing technology-based solutions, it is essential to consider Pakistan’s dwer#e

cultutes, traditions, and values. Applications must be inclusive, accessible, and respectful 6f
| I
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~ local customs. For instance, Al systems should use language and content that reflect regional

diversity and social sensitivities.
Technological innovation must always prioritize ethical responsibility. Misuse of data, invasion
of privacy, or culturally inappropriate content can create distrust and harm communities.
Students should design applications that promote fairness, respect, and positive social impact ,
ensuring that technology remains a positive force for progress.
R LI
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Technology succeeds when it respec

ts local traditions, beliefs, and user needs.

Case Study: Smait Agriculture in Pakistan

Using IoT Sensors for Soil Monitoring

IoT sensors can collect data about soil moisture, temperature, and nutrients in real time. This
information helps farmers make data-driven decisions, such as when and how much to water
their crops, improving efficiency and conserving resources. -

Al for Predictive Weather Analysis

Al systems can analyze weather data to predict rainfall, drought, or temperature patterns. These
predictions help farmers plan their activities and protect crops from climate-related damage,
leading to better yields and reduced losses. :

Cloud for Data Storage and Blockchain for Supply Chain Transparency.

Cloud Computing provides scalable storage and quick access to agricultural data for farmers,
researchers, and policymakers. Blockchain adds transparency to the supply chain by recording
each stage of crop production and distribution, reducing fraud and ensuring fair trade. Together,
these technologies create a sustainable and trustworthy agricultural ecosystem for Pakistan’s
future.

8.4 Policies, Regulations, and Responsible Innovation

As emerging technologies continue to advance, clear policies and responsible innovation
practices are essential to ensure their safe and ethical use (as shown in Figure 8.7). Laws,
governance frameworks, and collaboration across different disciplines help balance progress
with accountability. By understanding how policies shape technological growth, students can
learn to design solutions that uphold fairness, inclusivity, and contribute to social good. .

o voukvow? _

Combining AT, IoT, Cloud, and Blockchain can create sms.rter and more efficient systams '
for everyday life: PR |
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Fig‘re 8.7: Policies and Ethical Guidelines Ensure Responsible Innovation and Protect User
Rights in Teci ulug_\' Development.

Unddrstandmg Al Governance - t
Emerging technologies such as Artificial Intelligence (AI), the Internet of Things (IoT), an
Block', ain affect many aspects of human life, from privacy and employment to decisio
making and security. Without proper laws and regulations, these technologies can be mlsuse:ti
or credte unfair outcomes. Policies help define how data should be collected, stored, and use
ensuriiig safety and protecting individuals’ rights. !
Globally, frameworks like the General Data Protection Regulation (GDPR) in Europe sel
standaids for data protection and privacy. International Al ethics guidelines also promot
transp_ ency and fairness in automated decision-making. At the national level, countries ar
developmg their own Al strategies to guide innovation responsibly. For Pakistan, adopting
similas frameworks can ensure that technological growth aligns with ethical standards
safegu;rds citizens’ interests.

Deve@ping Responsible Technology

Respotsible innovation means focusing on human welfare rather than only financial gains.

Techn logles should be developed to improve quality of life, create opportunities, and
mlmmtlze harm. When demgnmg systems, developers must consider the long-term social and
envirosmental impacts, ensuring that technology benefits communities equitably.

CollaPoration Across Disciplines
Buildirz responsible and fair technology requires collaboration among professionals from
various fields. Legal experts ensure compliance with regulations, sociologists study the social
impact of technology, and ethicists guide moral decision-making. Working together, these
expertsfhelp create balanced solutions that protect people while supporting innovation.
Technalogical solutions should represent the diversity of the populations they serve. By
conside ing differences in language, culture, and accessibility, developers can design systems.
that wa'k for everyone, not just a selected group. Interdisciplinary collaboration ensures that
innovation remains inclusive, fair, and sustainable, paving the way for technology that tme

benefiis society.

{14)
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Emerging Technologies

Emerging technologies are new or rapidly developing technologies that have the potential to
change how people live, work, communicate, and solve problems.
Artificial Intelligence '
Artificial Intelligence (AI) is a branch of computer science that enables machines to perform
tasks that normally require human intelligence, such as learning, reasoning, recognising
images, understanding speech, and making decisions.

Internet of Things

The Internet of Things (IoT) refcrs to phymcal devices connected to the Internet that can
- collect, share, and act on data. Examples include smart watches, smart lights, smart cameras,
and soil-monitoring sensors.

Cloud Computing

Cloud computing is the use of Internet-based services to store data, run applications, and
access computing resources without depending only on a local computer or server.
Blockchain

Blockchain is a digital record-keeping technology in Wthh data is stored in linked blocks. It
is commonly used to support secure, transparent, and tamper-resistant transactions.
Stakeholders

Stakeholders are individuals or groups affected by a technology system. In Al systems,
stakeholders may include users, developers, organisations, governments, and society.
Ethical AI

Ethical Al means designing and using Al systems in a fair, transparent,. accou.ntable, safe, and
responsible manner.

Bias in AI

Bias in Al occurs when an Al system gives unfair results because of biased data, poor design,
or unequal representation of dlf‘ferem groups.

Inclusivity

Inclusivity means demgnmg technology so that it can serve people from different genders,
cultures, languages, regions, and backgrounds fairly.

Conflict of Interest :

A conflict of interest occurs when the goals or benefits of one stakeholder may negatively
affect the rights, safety, or interests of others.

Al Governance

Al governance refers to the rules, policies, and guidelines used to ensure that Al systems are
developed and used responsibly. ;
Responsible Innovation

Responsible innovation means creating technology that solves real problems while
considering ethics, safety, culture, fairness, and long-term social impact.

Smart Agriculture

Smart agriculture is the use of technologies such as IoT, Al cloud computing, and blockchain
to improve farming.
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Tecknology Integration

Technology integration means combining different technologies to bulld a more useﬁﬂ
solution. For example, an agriculture system may use IoT for data collection, Al for
prediction, cloud computing for storage, and blockchain for secure records.

Polity and Legal Frameworks

Policy and legal frameworks are rules and laws that guide how technologies should be
developed, used, and controlled to protect individuals, organisations, and society.

—— EXERCISE —

€ Miultiple Choice Questions

1. BArtificial Intelligence (Al) is best described as:

(a) A system that connects devices to the Internet

l(b) A program that performs human-like tasks

(c) A method of storing files online

(d) A social media algorithm

iThe Internet of Things (IoT) is mainly used to:

(a) Allow devices to communicate automatically  (b) Store documients securely

!-J

(c) Manage Internet connections (d) Create digital art
3. BAn example of cloud computing is: t
(a) Google Drive - : (b) Microsoft Word
(c) Smartwatch : (d) USB flash drive
4. EBlockchain technology is known for:
'f(a) Decentralized and secure records (b) Temporary file storage
(c) High-speed networking : (d) Real-time video editing
5. BAn ethical issue in Al systems is: :
t(a) Data bias in decision-making (b) Using colorful interfaces
l(c) Quick data analysis R (d) Saving battery power

6. The purpose of Al governance policies is to:

(a) Increase automation speed (b) Protect privacy and ensure

responsible use
{c) Reduce programming errors
7. Bin agriculture, loT and Al can work together to:

{a) Automate soil and crop monitoring " (b) Create social media

advertisements ' -

(c) Manage financial transactions (d) Generate artwork
8. ¥Transparency in agriculture supply chains can be improved using:

(a) Blockchain and cloud computing (b) HTML and CSS

(c) GPS and Wi-Fi (d) Python and Excel
9. EResponsible technology development sheuld:

{a) Focus only on business profit o (b) Ensure fairness and

accountability

(c) Avoid community input : (d) Limit global access

i 16
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(d) Promote entertainment content




10. Cultural awareness in Al design ensures;

(a) Faster algorithm performance
norms
(c) Reduced data collection

(b) Respect for local values and

(d) Larger system databases

‘ Short Questions

R R

What is Artificial Intelligence (AI) and how is it used in daily life?

How does the Internet of Things (IoT) connect smart devices together?

What are the main advantages of using Cloud Computing?

How does Blockchain ensure security and transparency in transactions?

Why is it important to consider ethics while developing Al systems?

What role do stakeholders play in the design and regulation of Al technologies?

How can emerging technologies help solve national challenges in Pakistan?

What is the importance of cultural awareness when designing technological solutions?
How can Al IoT, and Cloud work together to improve agriculture?

10 Why are laws and policies necessary for the responsible and safe use of technology?

% Long Questions

Explain how Artificial Intelligence (Al), the Internet of Things (IoT), Cloud Computing,
and Blockchain are transforming modern industries. Give suitable examples for each
technology.

Discuss the benefits and challenges of Artificial Intelligence (AI) in society. How can
ethical principles ensure fair and responsible use of AI?

Describe how IoT devices collect and communicate data for automation. How is IoT
improving sectors such as healthcare, agriculture, and smart homes?

Explain how Cloud Computing supports scalability, accessibility, and collaboration.
Compare different cloud platforms like Google Drive, AWS, and Microsoft Azure.

What is Blockchain technology? Discuss how its decentralized nature un.proves
transparency and security in financial and non-financial applications.

Identify key national challenges in Pakistan and describe how emerging technologies (AI,
IoT, Cloud, Blockchain) can provide effective and innovative solutions.

Discuss the ethical and cultural considerations involved in designing Al systems. How can
developers ensure inclusivity and respect for local values?

Describe the importance of policies, regulations, and interdisciplinary collaboration in_
promoting responsible innovation. How can Pakistan benefit from adopting global Al
govemance standards?

Q‘ Answer Key

B
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RCS’"l;security and Safe Digital
| Collaboration

p _1panon in the digital world. They will learn about online safety, cybersecunty. Ata
protection, privacy settings, and secure collaboration using modern digital platforms. The
chapter also introduces digital entrepreneurship, innovation, and the skills needed to identify
busitiess opportunities and solve real-world problems through technology. Students will explére
ethi¢al, legal, social, and environmental aspects of computing, including intellectual property,
data privacy, cybersecurity laws, and sustainable computing practices. They will also learn fhe
impértance of teamwork, accessibility, digital communication, and responsible use of technology
in pérsonal, educational, and professional settings (as shown in Figure 9.1). By the end, stude its
wﬂ derstand how to use technology safely, responsibly, ethically, effectively, and creatively
ly life and future careers. :

Security Privacy

AN /

O 4
Ethics & Global
Teamwork Connectivity
rigure 9.1: Cybersecurity, Ethics, and Digital Collaboration in Today’s Connected World
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9.1 Safe and Responsible Digital Practices

This section explains how to use technology wisely and protect personal information while
working online. Students learn the importance of safe habits, like using strong passwords,
keeping software updated, and avoiding unsafe websites (as shown in Figure 9.2). Practicing
responsible digital behavior helps prevent data loss, hacking, and identity theft. By following
safety rules, users can enjoy the benefits of technology without unnecessary risks. These habits
build trust and create a secure digital environment for everyone.

Importance of Online Safety - :

Online safety means protecting yourself and your information while using the internet. It
includes being careful about what you share, where you click, and how you store your data.
- Students learn that online actions leave digital footprints that can be tracked. By understanding
the importance of safety, users can avoid scams, viruses, and cyber threats. Staying alert and
cautious on]me helps keep both personal and school _related data secure.

\ lz

Understanding Strong Passwords and Their Role in Data Protection

A strong password is a combination of letters, numbers, and symbols that helps protect your
accounts from hackers. Using unique passwords for different accounts reduces the chance of
being hacked. It’s best to avoid personal details like names or birthdays. Passwords should be
changed regularly and not shared with others. A secure password acts as the first line of defense
in protecting important files and data onhne

RN ST AEE.




‘Risks of Downloading Suspicious Software and Unsafe Browsing Habits :
Hownloading programs or files from unknown websites can harm your computer or steal your -
i formation. Some downloads hide viruses or spyware that collect data without permission.
'| nsafe browsing, such as visiting fake websites or clicking unknown links, can also lead to
seams or identity theft, It is important to check sources before downloading and use anfivirus
] ols for extra protection. Safe browsing habits help keep both devices and data secure.

Software Maintenance and Updates
Software maintenance means keeping programs and applications in good working conditio
\ndating them regularly. Updates often fix errors, improve performance, and add new fes
tlat make software safer to use. Students learn that software companies release updates t@ ¢
scurity gaps that hackers'might exploit. Ignoring updates can lead to slow systems, cras
data theft. Regular maintenance keeps computers reliable, efficient, and protected from'g;
. threats.

When software is not updated, it becomes an easy target for hackers. Older versions maj
urity holes that allow unauthorized access to files or personal data. Outdated softwafe can
also cause compatibility issues with new systems or tools. Using such programs increase
<k of malware infections and data breaches. Regularly updating software reduces thesg risks

and keeps your system safe and dependable.
&
' l Students compare features of updated vs outdated software and discuss how old versions £a
: be attacked. . ' :

Irivacy and Security Settings - _ : :
‘rivacy and security settings help users control how their personal information is us¢
<ared online. These settings are found in most apps, websites, and digital platforms. S
lI arn how to adjust them to protect personal data such as location, contacts, and br
i story. Managing privacy helps prevent misuse of information by unwanted so
L Ivertisers. Understanding and using these settings keeps online activities more priv
‘secure. For example, on Instagram, users can make their account private so that only a
‘llowers can see their posts. They can also turn off location sharing to protect their pfivacy
21d enable two-factor authentication for extra account security.
' eading and Managing Privacy Policies _
rivacy policies explain how a website or app collects, stores, and uses your informati
{aportant to read them carefully before creating an account or agreeing to terms. By reviewing
ese policies, users can decide whether to share personal data or not. Students learn to heck

hat kind of data is being collected and for what purpose. Managing privacy resp ibly
- sures that personal details are not shared without permission. A privacy policy tells users
sw their data is collected, used, stored, and shared. For example, when signing up for any
< cial platform, the privacy policy explains what type of data may be collected, such as hame,
= nail address, location, browsing activity, and app usage. It may also explain whether this data
i shared with advertisers or third-party services.
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Customizing Privacy and Security Settings for Online Platforms
Most online platforms allow users to change their privacy and security settings based on their
comfort level. These settings can control who sees your posts, who can contact you, and how
data is used. Turning on features like two-factor authentication and limiting app permissions
_ increases safety. The user should regularly review and update their settings as platforms often
change their privacy rules. Customizing these options gives users more control over their digital
presence and protection. For example, on WhatsApp, users can choose who can see their profile
photo, such as everyone, only contacts, or nobody. They can also disable read receipts,
commonly known as blue ticks, so that others cannot see whether their messages hdve been
read.

Safe Online Collaboration

Online collaboration allows people to work together using digital tools from any location. It is
important to use secure platforms and follow safety rules when sharing files or communicating
online. Students learn to work responsibly in virtual groups while protecting personal and
school data. Safe collaboration builds trust and ensures productive and respectful teamwork. For
example, while using Google Docs for group work, students should share the document only
with frusted classmates. They should also set the permission to “View only” instead of “Edit”
if others only need to read the document. This helps protect the document from unwanted
changes and keeps the work secure.

Identifying Secure Collaboration Platforms (e.g., Google Workspace, MS Teams)

Secure collaboration platforms such as Google Workspace and Microsoft Teams provide
protected environments for group work. These platforms use features like encrypted
communication and access controls to safeguard data. Students can share documents, attend
meetings, and communicate safely. Choosing trusted and.approved platforms helps protect
information and reduces cyber risks. For example, students can use Google Workspace for
school projects by sharing a project file only with selected classmates through restricted access.
They can also use Google Meet for secure online classes, where only authorized, participants
are allowed to join. These features help students collaborate safely while protecting their
schoolwork and personal information.

Practicing Digital Etiquette and Responsible Communication

Digital etiquette means communicating politely, respectfully, and clearly in online
environments. It includes using appropriate language, respecting others’ opinions, and avoiding
misuse of communication tools. Students should not share private information or behave
disrespectfully during online interactions. Responsible communication promotes teamwork and
helps maintain a positive and professional digital environment. For example, in a class group
chat, students should respect others’ opinions during discussions. They should avoid sending
spam messages, unrelated memes, or jokes during serious academic discussions. This helps
keep the group useful, respectful, and focused on learning. ‘

9.2 Cybersecurity Awareness and Threat Management
Cybersecurity awareness means understanding how to protect computers, networks, and data
from attacks. As people rely more on technology, cyber threats have become common in daily

—




e. Hackers use tricks and harmful software to steal information or damage systems. Being
ware of these dangers helps users stay alert and act safely online. Knowing how to detect,
prevent, and respond to threats keeps personal and organizational data secure. For example,
should install antivirus software to protect their computers from malware and other
security threats. They should also avoid using public Wi-Fi for online banking or other sensitive
ork because public networks may not be secure.

| TIDBIT

Segurity Tools and Techniques
Set ty tools and techniques he p protect computers and networks from onlme threats.

tde autl;entication systems, firewalls, and antivirus programs that check and block ha
ities. Using them properly keeps personal data safe and reduces the chances
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Two-Factor Authentication (2FA)

Two-Factor Authentication (2FA) is a security method that requires two forms of verification
before allowing access to an account. For example, after entering a password, the .user may -
receive a code on their phone or email to confirm their identity. This extra step makes it much
harder for hackers to break in,

Biometric Verification

Biometric verification uses physical features such as fingerprints, face scans, or voice patterns
to verify identity. Biometrics add strong layers of protection to keep accounts and personal data
safe.

Students simulate logging into an account with a second step (code from teacher) to
understand how 2FA works.

\_

Use of Firewalls, Intrusion Detection Systems (Ids), and Antivirus Tools

A firewall acts as a barrier between a computer and the internet, allowing safe data to pass
while blocking harmful traffic. Intrusion Detection Systems (IDS) monitor networks for
suspicious activities and alert users about possible threats. Antivirus software scans files and
removes viruses or malware before they cause damage. Together, these tools form a powerful
defense against cyberattacks. Using them regularly ensures that computers and networks
remain protected and run smoothly.

Data Protection and Cryptography

Data protection means keeping digital information safe from unauthorized access, loss, or
damage. It ensures that only the right people can view or use the data.

Cryptography is the science of securing information so that only authorized users can
understand it. It consists of two core concepts such as encryption and decryption. Encryption
changes readable data into coded text using a specific key, while decryption converts it back
into its original form when needed. For example, when sending a message online, encryption
makes it unreadable to anyone who tries to intercept it. This process ensures that information
remains private during transmission. Cryptography is widely used in secure websites, online
banking, and messaging apps.

Secure Methods for Transmitting and Storing Data
Data must be protected not only when stored on a computer but also when sent over the internet. -



Secure methods such as encrypted connections (like HTTPS) keep information safe during:
ission. Cloud storage services also use encryption to prevent unauthorized access to

sav . ﬁlés._ Regular backups help protect data from loss caused by system_failure or attacks.
ing secure storage and transfer methods ensures that important data remains safe and

Detgcting and Preventing Intrusions
Detq:t'mg and preventing intrusions means identifying and stopping unauthorized access th a
comuter or network. Cyber intrusions can occur when hackers exploit weaknesses to steal data
or dumage systems. Monitoring tools and security software help track unusual activity that
might indicate an attack. Students learn how early detection prevents major losses and ke&ps

‘ms running safely. Staying alert and updating security measures are key steps 1o

Students look at sample system logs or screenshots to find suspicious actions.

Id "ﬁfying V ulnerabilities and Suspicious Activities |
Vulierabilities are weaknesses in software, hardware, or user behavior that hackers can exploit.
Sus.icious activities may include unexpected system slowdowns, unknown programs g,
or & range network traffic. Regularly checking system logs and using scanning tools can kelp
find these warning signs. Recognizing patterns of unusual behavior allows users to take quick
acti n. Identifying and fixing vulnerabilities early reduces the chance of successful attacks:

|

Apjlying Troubleshooting and Preventive Measures :
Whin a security issue is found, troubleshooting helps determine its cause and how to fi
Presentive measures include installing firewalls, antiviruses and anti-malware, upd
software, changing passwords, or removing harmful files. In some cases, restoring data
bac ups may be necessary. Documenting the problem and the steps taken helps prevent it
haphening again.

it.
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9.3 Digital Collaboration and Equity in Computing i
Dig tal collaboration means using technology to work together on shared tasks, projects, or
idess. It allows people to connect and contribute from different places using the internet.
Sru;‘ents learn how teamwork, communication, and responsibility help achieve goals miore
effiiently in digital spaces (as shown in Figure 9.3). '
Equity in computing ensures that everyone, rega dless of background or ability, can participate
anc access digital resources equally. Combining collaboration with fairness helps ¢ gate
in'%uivc and effective learning and working environments. : 1
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Figure 9.3: I)miml Collaboration

Workmg Together Online

Working together online allows teams to share ideas, exchange feedback, and complete tasks
without being in the same location. It promotes cooperation and creativity through shared
access to documents, discussions, and resources. Students understand that clear communication
and mutual respect are key to successful online teamwork. Learning to collaborate digitally -
prepares them for .modern workplaces where remote work is common. Online teamwork
encourages problem solving and builds essential interpersonal skills.

eno YOU KNOW? o
2t communicate clearly finish tasks faster and make fewer mistakes

Importance of Teamwork and Communication in Digital Environments

Teamwork in digital environments requires clear communication and trust among team
members. When everyone contributes ideas and listens to others, projects run smoothly.
Effective communication prevents misunderstandings and ensures that all members stay
informed about progress. Tools like group chats, emails, and video calls help teams stay
connected. Good teamwork encourages creativity, cooperation, and shared responsibility in
achieving goals.

T ools and Platforms for Real-Time Collaboration

Real-time collaboration tools allow multiple users to work on the same project at the same time.
Platforms such as Google Workspace, Microsoft Teams, and Zoom make sharing documents,
chatting, and meeting online easier. These tools help teams organize tasks, edit files together,
and stay updated instantly. Real-time collaboration saves time and reduces errors by keeping
everyone aligned. Using these platforms efficiently helps teams work faster and more
effectively in digital settings. '

Designing for Equity and Accessibility
Designing for equity and accessibility ensures that technology can be used by everyone,
including people with different abilities and backgrounds.
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al access means that every person should have the same opportumty to use technology :d

internet. This includes access to reliable devices, internet connections, and digital skills.
¢ people may face challenges such as disabilities, language barriers, or lack of resourc

Creafing Inclusive Applications for Diverse Users _
Inclutive applications are designed to meet the needs of different types of users. This car
incl e adding features such a's screen readers for the visually impaired, subtitles for videos, or

beginners. Developers should test their designs with a variety of users to ensure accessibili
for all. Creating inclusive digital tools supports equality and improves the overall us@r

Clear roles help each team member know exactly what they need to do. One person mi
hand! research another might organize information, while someone else prepares the ﬁn1

Settin: Team Goals
Settin: shared goals gives everyone a direction to work toward and encourages cooperation.
WhenToles and goals are clear, teamwork becomes much easier and more efficient.
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Reflecting on Collaborative Experiences

After completing a project, it is helpful for students to think about what went well and what
could be improved. Reflecting allows team members to identify strengths, such as good
communication, and weaknesses, such as missed deadlines.

Discussion to Improve Teamwork

Discussing these experiences helps students learn from mistakes and become better team
players. Reflection also encourages respect and understanding among group members. Over
time, this practice leads to stronger teamwork and more successful collaborations.

9.4 Digital Entrepreneurship and Innovation

Digital entrepreneurship is the use of technology and online platforms to create, manage, and
grow business ideas. It helps individuals solve real-world problems through innovative digital
solutions. Entrepreneurs use social media, e-commerce websites, and freelancing platforms to
reach customers globally. Innovation plays a key role in developing new products and services
that meet changing market needs. This field provides opportunities for students to turn creative
ideas into successful digital businesses.

DO YOU KNOW?
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Most successful entrepreneurs are not bom usk-takers—they develop risk-taking skllls
through experience.

Characteristics of Successful Entrepreneurs

Successful entrepreneurs are creative and always look for new ideas to solve problems. They
are hardworking and remain committed to achieving their goals. Good entrepreneurs are
confident and willing to take calculated risks. They have strong decision-making and problem-
solving skills. They are also adaptable and can adjust to changlng market conditions and
customer needs.

Entrepreneurship in Pakistan and the Digital Economy

Entrepreneurship in Pakistan is growing rapidly due to increased access to the internet and

mobile technology. Many young people are starting online businesses through social media, e-
commerce platforms, and freelancing websites. The digital economy is creating new job
opportunities in areas such as software development, digital marketing, and online services.
Government and private initiatives are also supporting startups and innovation. This growth is
helping improve the country’s economy and encouraging youth to become job creators instead
of job seekers.

“Identifying Business Opportunities

Identifying business opportunities means finding problems in society that can be solved through
products or services. Entrepreneurs observe daily life to understand customer needs and market
demands. Technology helps in discovering new opportunities such as online education, e-
commerce, and digital services. Successful entrepreneurs focus on solving real-world problems
in innovative ways. In Pakistan, areas like agriculture, healthcare, and education provide many
opportunities for digital business ideas.
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Figure 9.4: Technology-Based Solutions

Solving Real-World Problems Through Technology
Technology helps entrepreneurs solve real-world problems in faster and more efficient way:
wvs people to create digital solutions for challenges in education, healthcare, agricultur:
iness (as shown in Figure 9.4). For example, online learning platforms help studen
rom home, while mobile apps support farmers in improving crop production. Digi
nt systems make financial transactions easier and safer. By using technology creatively,
reneurs can develop innovative solutions that improve people’s daily lives.

Recognizing Market Needs and Customer Demands .
chizing market needs and customer demands means understanding what people want an:
roblems they face. Entrepreneurs study customer behavior, preferences, and trends
: better products and services. Surveys, feedback, and online data help identify gaps i

for cht'mg successful business ideas.
Digi@l Platforms for Entrepreneurship

Figure 9.5: Digital Platforms
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Using Social Media for Business Promotion

Digital platforms provide entrepreneurs with tools to start, manage, and grow their businesses
online (as shown in Figure 9.4). These platforms include social media, e-commerce websites,
and freelancing marketplaces. Social media helps in promoting products and reaching a large
audience quickly. E-commerce platforms allow the buying and selling of goods without

. physical shops. Freelancing websites provide opportunities to offer skills and services globally,

making entrepreneurship easier and more accessible.

E-commerce Platforms and Online Marketplaces

E-commerce platforms and online marketplaces allow businesses to sell products and services
over the internet. They connect sellers with customers without the need for a physical store.
These platforms make buying and selling easier, faster, and more accessible to a wider
audience. Examples include websites and apps where users can browse products, compare
prices, and place orders onmline. They play an important role in supporting digital
entrepreneurship by reducing costs and expanding market reach.

Freelancing and Remote Work Opportunities

Freelancing and remote work allow individuals to offer their skills and services to clients
through online platforms. Freelancers can work in areas such as graphic design, writing,
programming, and digital marketing. Remote work enables people to work for companies from
home or any location with an internet connection. These opportunities help students and
professionals earn income independently. They are an important part of digital entreprencurship
as they provide flexibility and global access to job markets.

Planning a Small Digital Business

Planning a small digital business involves organizing ideas into a clear and workable plan.
Entrepreneurs first identify a product or service that meets customer needs. They then decide
on the target audience, pricing, and method of delivery using digital platforms. A basic budget
is prepared to manage costs and expected income. Proper planning helps ensure the business is
practical, organized, and more likely to succeed in the digital market.

Basic Business Planning Concepts

Basic business planning involves setting clear goals for what a business wants to achieve. It
includes identifying a product or service, understanding the target market, and deciding how to
deliver value to customers. Entrepreneurs also plan resources such as time, money, and skills
needed to run the business. A simple business plan helps organize ideas and provides direction
for starting and growing a successful digital business.

DOYOUKNOW" _ i B
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Budgeting and Resource Management
Budgeting and resource management involve planning how money, time, and other resources
will be used in a business. A budget helps entrepreneurs estimate costs, set prices, and manage
income and expenses effectively. Proper resource management ensures that materials, skills
and taols are used efficiently without waste. In digital businesses, good budgeting and rcsourc? -
planning help maintain profitability and support long-term success. :

|
Teaniwork and Communication in Startups
Teamwork and communication are essential for the success of startups and small digital
businesses. Team members work together by sharing ideas, responsibilities, and skills to
achieve common goals. Effective communication helps avoid misunderstandings and improves
decisitn-making. In startups, clear coordination through meetings, messaging apps, and onling
tools ¢nsures smooth workflow. Strong teamwork and communication increase productivity
and help the business grow successfully. : I

(]

Innoyation and Future Opportunities A '!
Innovition means creating new and improved ideas, products, or services that solve problems
in betler ways. In digital entrepreneurship, innovation helps businesses grow and staﬁ
competitive in the market. Future opportunities are expanding rapidly due to technologies such
as artificial intelligence, mobile apps, and online platforms. These technologies are creating

new cireer paths and business ideas for young entrepreneurs. By adopting innovation,

individuals can build successful and future-ready digital businesses.

Emerging Technologies and Entrepreneurship

Emerg ng technologies such as artificial intelligence, cloud computing, blockchain, and mobile
applicitions are transforming entrepreneurship. These technologies help entrepreneurs creats
smarte ", faster, and more efficient business solutions. They reduce costs, improve productivity,
and exible global reach through digital platforms. Startups use these technologies to develop
innova ive products and services that meet modern customer needs. As a result, emerging
techno ogies are opening new opportunities for digital entrepreneurship worldwide.

Role §f AL, Apps, and Digital Services in Business

Artific al Intelligence (AT), mobile apps, and digital services play an important role in modern
busine's growth. Al helps entrepreneurs analyze data, understand customer behavior, and
improt e decision-making. Mobile apps make it easier for businesses to reach customers, sel!
produd's, and provide services quickly. Digital services such as online payments, cloud storage.
and mirketing tools improve efficiency and reduce costs. Together, these technologies support
innova ion and make businesses more competitive in the digital economy.

f.ﬁ DO YOU KNOW?
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 Altools can now design, write,and even

) run businesses.
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Career Pathways in Technology Entrepreneurship

Technology entrepreneurship offers a variety of career pathways for students in the digital age.
Individuals can become startup founders by developing and launching their own digital
businesses. Others may work as freelancers in fields such as programming, graphic design, and
digital marketing. Careers in app development, e-commerce management, and online
consultancy are also growing rapidly. With the rise of technology, students can also become
innovators who create new digital solutions for real-world problems.

9.5 Ethical, Legal, and Environmental Impacts of Computing

Computing affects many aspects of daily life. Technology can have ethical or unethical effects,

legal or illegal consequences, and can impact the environment. Ethical use involves making
fair and responsible choices when using digital tools. Legal use follows the laws related to
technology. Environmental impact includes energy consumption, electronic waste, and other
effects on nature. Awareness of these impacts helps make informed and responsible decisions
when using computing resources.

Ethical Use of Technology

Ethical use of technology involves acting responsibly and avoiding harm through digital
actions. This includes respecting privacy, fainess, and proper handling of information.
Following ethical guidelines helps maintain trust and safety online. Decisions in technology
should consider the potential effects on people, organizations, and society. Responsible use of
digital tools supports a safe and fair digital environment.

DO YOU KNOW? :
Copying online content without permission can violate both copyright laws and digital ethi | ethics.

Respecting Intellectual Property and Data Ownership :

Intellectual property refers to creative work such as software, music, or writing. Data ownership
refers to the right to control personal information. Respecting these rights means avoiding
copying, sharing, or using work without permission. Personal and sensitive information should
be protected and not misused. Legal and ethical respect for intellectual property and data
encourages fairness and protects creators and users.

Understanding Consequences of Unethical Digital Behavior

Unethical digital behavior can include hacking, spreading false information, or cyberbullying.
Such actions can cause harm, damage reputations, and lead to legal consequences. Even small
actions online may have significant effects. Understanding the outcomes of unethical behavior
encourages responsible digital conduct. Maintaining ethical standards ensures a safer and more
trustworthy online environment.

Legal Aspects and Data Privacy Laws

Legal aspects of computing refer to the rules and regulations that govern the use of technology
and digital information. Cybercrime refers to illegal activities carried out using computers,
networks, or the internet, such as hacking, identity theft, and online fraud. These laws protect
individuals, organizations, and society from misuse of data and technology. Data privacy laws




ensuie that personal and sensitive information is collected, stored, and shared responsibly.
Undaltstanding these laws helps prevent legal issues and promotes safe digital practicés.
Compliance with legal frameworks also encourages trust in online systems and services.

Overview of International Frameworks (e.g., GDPR) :

The (ieneral Data Protection Regulation (GDPR) is a law in the European Union that protects
perscnal data. It sets rules on how organizations collect, store, and use data. GDPR requires
transparency, consent, and the right to access or delete personal information. Many countries
and ¢ ympanies follow similar standards to ensure data privacy globally. These frameworks aim
to prevent misuse of personal information and promote accountability.

Cybercrime Laws and Data Protection Policies in Pakistan

Pakitan has laws to prevent cybercrime and protect digital information. The Prevention bf
Elect onic Crimes Act (PECA) 2016 is the main law in Pakistan that deals with cybercrime% -
aims o protect individuals, organizations, and the state from illegal activities carried out using
comjuiters, mobile devices, and the internet. These laws cover hacking, identity theft, onlihe
fraud and unauthorized access to data. Organizations are required to follow data protectién
poli%;s to secure sensitive information. Legal penalties exist for violating cybercrime and da
privaty laws. Following these regulations helps maintain security and trust in digital systems
withill the country. :

% :
L1

- Students list cybercrimes covered by PECA through a guided worksheet.

Environmental and Social Impacts ' un! _
Computing affects the environment and society in many ways. Technology can consure
energy, produce electronic waste, and contribute to pollution. At the same time, technoloﬁy
influences social behavior, communication, and culture. Understanding environmental and
social impacts helps promote responsible use of digital tools. Sustainable practices and
awaréness of societal effects are important for balancing technology with nature and

] com[_éunitics.

E-waste Management and Sustainable Computing -

Elect onic waste (e-waste) is created when devices are discarded or replaced. Improper disposal
of e wvaste can harm the environment and human health. Sustainable computing includes
recy« ing, reusing, and reducing electronic devices responsibly. Energy-efficient devices and
envirsnmentally friendly practices reduce the negative impact of technology. Proper e-waste

manzzement ensures resources are preserved and pollution is minimized.

O e R L a1 T L o A

ole of Technology in Cultural and Societal Change
Techuology changes how people communicate, work, and access information. Social media,
digitdl learning, and online services influence culture and daily life. Technology can improve
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education, healthcare, and business efficiency. However, it can also create challenges such as
digital divide or loss of privacy. Understanding these social impacts encourages thoughtful and
responsible use of technology in communities.

Cybersecurity .
Cybersecurity is the practice of protecting computers, networks, data, and online accounts
from unauthorized access, misuse, damage, or cyberattacks.
Online Safety

~ Online safety means using the Internet carefully and responsibly to protect personal
information, devices, and digital identity.
Strong Password
A strong password is a secure password that is difficult to guess. It usually includes a
combination of uppercase letters, lowercase letters, numbers, and symbols. )
Privacy Settings :
Privacy settings areoptions on digital platforms that allow users to control who can see
their personal information, posts, profile, location, and online activity.
Privacy Policy
A privacy policy explains how an application, website, or organisation collects, uses,
stores, and shares user data.
Digital Collaboration :
Digital collaboration means working together online using tools such as Google
Workspace, Microsoft Teams, shared documents, video meetings, and group chats.
Digital Etiquette :
Digital etiquette refers to polite, respectful, and responsible behaviour while
communicating online.
Cyber Threat
A cyber threat is any possible danger to digital systems, data, or users. Examples include
phishing, malware, ransomware, hacking, and identity theft.
Phishing
Phishing is a cyberattack in which fake emails, messages, or websites trick users into
sharing passwords, bank details, or personal information.
Malware
Malware is harmful software designed to damage a computer, steal data, or disturb normal
system operations.
Ransomware :
Ransomware is a type of malware that locks files or systems and demands payment to
restore access.
Two-Factor Authentication
Two-Factor Authentication (2FA) is a security method that requires two forms of
verification, such as a password and a code sent to a mobile phone.




metric Verification

ometric verification uses unique phys:cal features, such as fingerprints, face recognition,
0! voice recognition, to confirm a user’s identity. ‘
Firewall y
A firewall is a security tool that monitors and controls incoming and outgoing networﬁt
traffic according to security rules.
Autivirus Software
Altivirus software is a program used to detect, block, and remove viruses and other
harmful software from a computer. |
Cryptography : '
Clyptography is the technique of protecting information by converting it into a secure form
so that only authorized users can read it.
Data Protection

Data protection means keeping personal, academic, organizational, or sensitivai'.

in‘ormation safe from loss, misuse, theft, or unauthonzed access.

Atcessibility

Alcessibility means designing digital systems so that people with different abilities, needs,
ard backgrounds can use them easily.

Intellectual Property

Iniellectual property refers to creations of the mind, such as software, books, images,
villeos, designs, and inventions, that are legally owned by individuals or organisations.
Data Pmracy Laws

Dita privacy laws are legal rules that protect how personal data is collected, stored, use:d,
an | shared. :

E- Waste

E- wvaste means discarded electronidevices, such as old computers, mobile phones

ba teries, printers, and chargers.

Sustainable Computing

St stainable computing means using, designing, and disposing of technology in a way that
re: uces harm to the environment.

Ei trepreneurship

Er repreneurship is the process of creating innovative business ideas, solving problems.
an | developing opportunities using technology and digital platforms

Diital Entrepreneurship

D1 sital entrepreneurship involves using the Internet, social media, e-commerce, or digita’
tadIs to create and manage businesses or services.

_
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€ Multiple Choice Questions

1. The following helps keep online accounts secure:

(a) Weak passwords -
(c) Sharing passwords

b2

(a) Faster browsing
(c) Malware infection

Lad

(a) Screensaver

(b) Strong passwords
(d) Simple passwords

The main danger of downloading unknown software is:

(b) Getting rewards
(d) Extra storage

The tool that adds an extra layer of login security is:

(b) Two-Factor Authentlcanon

(c) Wallpaper : (d) Search engine

4. The cyber threat that tricks users into giving personal information is:
(a) Phishing (b) Antivirus
(c) Encryption (d) Backup

5. The purpose of a firewall is to: '
(a) Delete files (b) Block harmful network traffic
(c) Play games (d) Slow down the computer

6. Encryption is used to:
(a) Delete data (b) Make data readable to everyone

(c) Convert data into a secure form

(d) Upload data automatically

7.. A commonly used platform for online collaboration is:

(a) Paint

(c) Notepad
8. Digital etiquette means;

(a) Sharing all files freely

(c) Safe and polite online behaviour
9., E-waste means:

(a) Old clothes

(c) Raw materials

(b) Google Workspace
(d) VLC Player

(b) Using rude language online

~ (d) Ignoring team members

(b) Electronic garbage
(d) Food waste

10. The international law that protects user privacy is:

(a) HTML
(c) CPU

‘ Slmrt Questions

(b) GDPR
(d) LAN

What is the role of strong passwc)rds in protecting data?
2 How can downloading suspicious software affect a computer?

3. Why is it important to install software updates and security patches?
4. What are common types of cyber threats, such as phishing-or ransomware?



5. How does Two-Factor Authentication (2FA) improve online security?

6.  Who is responsible for managing privacy and security settings on online platforms?
7. What is intellectual property, and why should it be respected in digital use?

8. 'How does e-waste impact the environment, and what is sustainable computing?

9. Where do international data protection laws like GDPR apply?

10. What is entrepreneurship?

=5 Long Questions

xplain the ‘importance of online safety and describe how strong passwords and safe
“browsing habits protect personal data. '

2, Discuss the role of software updates and security patches in maintaining computer secunty,
and explain the risks associated with outdated software.

3. Describe how privacy and security settings on online platforms can be managed. Explai
why reading privacy policies is important for data protection.

4. Explain different types of cyber threats such as viruses, phishing, ransomware, sp

N t_reprcneumhip.

7. Explain the legal aspects of computing by discussing international frameworks like GDPR
nd cybercrime laws and data protection policies in Pakxstan How do these laws prote
~digital information?
8. Discuss the environmental and social impacts of computing. Explain how e-waste

nanagement and sustainable computing practices can reduce harm to the enwronment d

lescribe the role of technology in cultural and societal change.
|

Answer Key

NAEmAwOOWprwmnw
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The paper of Computer Science and Entrepreneurship for class XIT will consist of 75
marks. Timing of the paper will be 2:30 hours. The paper will be made as per following

details:

Part-I: Q-1:

Objective: 15 Multiple Choice Questions will be selected from the | 1 x 15=15
entire contents of textbooks; the distribution will be as
under:
Ch# MCQ
PR 02
02 02
03 e 02
04 e - 02
QST R
e 02
07 = 01
08 ~-mmemmemeee 01
(et inl 01

Part-II: This section will contain three questions i,e 2,3.4 and each

Subjective: | question contain 9 short questions. The distribution will be
as under: 2x6=12
Q-2: Attempts (6 out of 9)
Ch# SQ
PIEE—=mE =63
02 - 04
06 ~—-meeemeeeeee 02
Q-3: Attempts (6 out of 9)
Ch# SQ 2x6=12
03 e 02
04 o= 04
05 e —- 03




Q-4: Attempts (6 out of 9)

Ch# SQ
07 =05
(e w02
(ANl

— 02

2x6=1

This section will contain five long questions and students
have to attempt any 3 questions out of5 questions. Each
question carries 8 marks. The detail is as under:

Q-5:

Ch # Question
01 0]
Q-6: '

Ch# Question
o e o LSt |
Q-7 _
Ch# Question
) e e (1]
Q-8:

Ch# Question
08 -mmemv 01
Q-9: '
Ch # Question
L - 01

3x8=2
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Model Paper Computer Science and Entrepreneurship
Intermediate part-11

OBJECTIVE

Question 1: Multiple Choice Questions (MCQ)

Encircle the correct answer. Four possible answers A,B,C,D are given to each
question. The choice which you think is correct, fill that circle in front of that
question with marker or pen ink in the answer book. Cuttings are filling two or
more circles will result in zero mark in that question.

Total Marks: 15 Time Allowed: 20 mins
1. Which protocol is mainly used to view web pages?
a. FTP b. DNS. : ¢.”ICP d. HTTP
2. Which device converts digital signals for internet transmission?
a. Switch b. Hub c. Modem d. NIC
3.  Which of the following is a compound proposition? E0T
A Bt -~ B c. PANDQ : d. True
4. A proposition that is true for at least one case is called:
a. Unsatisfiable b. Invalid c. Satisfiable d. Equivalent
5. Which concept hides data inside a class? :
a. Inheritance b. Polymorphism ¢. Encapsulation d. Abstraction
6.  Which keyword is used to define a class in Python? '
a. def b. class c. function d. object
7. Which of the following is Python’s built-in GUI toolkit?
a. wxPython b. Tkinter c. PyQt d. Kivy
8. | What widget is used to get user input in Tkinter?
a. Label b. Button c. Entry d. Listbox
9. Which ython module is used for unit testing? _
a. numpy b. matplotlib C. unitest ' d.os
10. Which Python keyword is used for exception handling?
~ a. try-except b. try-finally c. try-catch d. handle-throw
11. Which metric measures overall correctness of a model?
a. Precision b. Recall c. Accuracy d. Fl-score
12. Machine learning allows systems to:
a. Work without data b. Learn from data and improve performance
c. Only store data d. Replace databases
13. Which of the following is a test statistic? -
a, Mean b. t-value c. Mode “d. Median
14, Which of the following is an example of Cloud Computing? :
a. AWS b. MS-Word c. Smartwatch d. USB fiash drive
15.. What 1s the main danger of downloading unknown software? ]
a. Faster browsing : b. Malware infection
c. Getting rewards d. Extra storage
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odel Paper Computer Science and Entrepreneurship

Intermediate part-11
SUBJECTIVE

To'al Marks: 60 Time Allowed: 2:10 hours

|
r
|
1

i
! SECTION 1 i

Q# 2 Write short answers of any six questions from the following (6*2=12) |

1. What is network architecture? |

ii. = A network architecture experiences a single cable break, and the entire network goes
down. Which topology is being used, and why did this failure happen? 18
iii. =~ How does DNS (Domain Name System) function like a phonebook for the internet? '!
iv.  Why is propositional logic insufficient for a statement like "All students love 1

coding," making predicate logic necessary instead?

v.  What it means when a compound statement is called a tautology? .
vi.  Formulate a predicate logic statement using variables, a predicate, and a quantifier to - |
represent the sentence: "Someone in this classroom owns a laptop."” -

vii.  Break down the task of "cleaning a messy bedroom" into three smaller, manageable
- sub-tasks (Decomposition).
viii.  What is the primary difference between Supervised Learning and Unsupervised
Learning?
ix. y do we split our data into a training set and a testing set instead of using all of it
‘or training? _
Q # 3: Write short answers of any six questions from the following: (6*2=12)
i.  ‘low does encapsulation help in keeping data secure and private?
i. | you have a class called Player for a video game, write a single line of code to add
an attribute for the player's health and set it to 100.
iii. VYou want to clear a text box after a user clicks "Submit". Which Tkinter method helps
vou delete the text inside an Entry widget?
iv. What is the purpose of the .mainloop() function in a Tkinter program?
V. Vrite a single line of Tkinter' code to create a window named root.
vi. ‘hen a user clicks a "Save" button, your program crashes with an error saying the

ditabase table does not exist. Analyze the problem: what step did the programmer
farget to do first?
vii.  In debugging, what is a breakpoint?
viii. . Explain the difference between a Syntax Error (like a typo in code) and an
E_ ception.
ix.  Laok at this code: result =10/ user_input. If the user types 0, what spemﬁc type of
b . t-in Python exception will be raised?

| Q # 4: White short answers of any six questions from the following: (6*2=12) ‘_3 .
i. ' at is the main difference between the Null Hypothesis (Ho) and thc Alternative
Hypothesis (Ha)?




1ii.

iv.

Vi.
Vii.
viii.

Why is it considered an ethical issue to completely delete "outliers" (unusual data
points) from your dataset just to make your hypothesis look correct?

If you reject the Null Hypothesis at a 5% significance level (a= 0.05), what is the
percentage chance that you might be making a mistake and rejecting a true
hypothesis?

Draft a clear Null Hypothesis (Ho) and Alternative Hypothesis (H.) for an experiment
testing whether rolling a standard 6-sided die is fair or biased.

Why is the p-value important in hypothesis testing?

How Artificial Intelligence is useful in our daily lives? Give two examples.

How does blockchain ensure security and transparency in transactions?

How does e-waste impact the environment? _

How can downloading suspicious software affect a computer?

SECTION T

Note: Attempt any three descriptive answers of the following questions: (3*8=24)

Q.5:
Q. 6:

Q.7
Q. 8:
Q.9:

What is OSI model? Explain its layers and their functions? (08)
Write a Python program to demonstrate multilevel inheritance using (08)
Grandfather, Father, and Son. _
Describe model evaluation techniques and explain accuracy, precision, recall (08)
and F1-score.

Discuss the benefits and challenges of Artificial Intelligence (AI) in society. (08)
How can ethical principles ensure fair and responsible use of AI? ~

Describe how privacy and security settings on online platforms can be (08)
managed. Explain why reading privacy policies is important for data
protection?

(141)




iii.

iv.

V.
Vi.
Vii.
viii.
ix.

Why is it considered an ethical issue to completely delete "outliers” (unusual data
points) from your dataset just to make your hypothesis look correct?

If you reject the Null Hypothesis at a 5% significance level (o= 0.05), what is the
percentage chance that you might be making a mistake and rejecting a true
hypothesis?

Draft a clear Null Hypothesis (Ho) and Alternative Hypothesis (Ha) for an experiment
testing whether rolling a standard 6-sided die is fair or biased.

Why is the p-value important in hypothesis testing? _

How Artificial Intelligence is useful in our daily lives? Give two examples.

How does blockchain ensure security and transparency in transactions?

How does e-waste impact the environment? _

How can downloading suspicious software affect a computer?

SECTION 11

Note: Attempt any three descriptive answers of the following questions: (3*8=24)

Q. 5:
Q.6:

Q.7
Q.8
Q.9:

What is OSI model? Explain its layers and their functions? . (08)
Write a Python program to demonstrate multilevel inheritance using (08)
Grandfather, Father, and Son.

Describe model evaluation techniques and explain accuracy, precision, recall  (08)
and F1-score.

Discuss the benefits and challenges of Artificial Intelligence (Al) in society. (08)
How can ethical principles ensure fair and responsible use of AI? ~

Describe how privacy and security settings on online platforms can be (08)
managed. Explain why reading privacy policies is important for data
protection?

A st (4D
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