COMPUTER NETWORKS
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1.1 Introduction to Computer Networks
TR Define a computer netwerk/[EXplain 1ts importance and uses in daily life.
Computer Network sl

Acomputer network is-a group of computers and othor digital devices connected together. (L allows them to
communicate and share data, flles, snd other resources. Networks can he cannecied through cables or wirgless
techinulogies such as Wi-FL.
Today, computer netwarks are an important part of daily Iife and are widely used in homes, schools, offices, banks,
hospitals; and Dusinesses. :
& camouter network can connect computers, mohile phanes, printers, and many other digital devices. Thise devices
communicate through cables or wireless technologies such as Wi-El, Networks #llow files, data, and other resources to be
<hared batween connected devices, Networks can be small, such as a home network, or very large, such as the Internet
Example
in'a schoo! compiter lab, all computers arg cannected through a network. Students can aceess the Imternet; share files,
and yse a shared grinter from any computer.

TERTY A computer network connects multiple devices to share data and resources.

cERl__ |

e Computer networks allow different devices to connect 3 Btlﬁ. I{@ ot w .
other. "n,". ﬂ "J "., | Why camputer networks are |

¢ They help users to share 1rrfurmaunn ?Lélumw and easily: important?

» Communication through a netw e and effart. r

# Theyaksomake easy to aE In Erne'r am:l yse online sorvices,
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Main Components of a Computer Network N fé;/}j [\:;__QJI:L?"- =
= Ll o

The main components of a computer retwark are: ] _". H'%}- 1':" e

1.

2.

3!

4.

i A |
Devices (Nodes) mls — U’{K‘l [@A‘L_ Ehal
Devices-are the maln parts of a netwark I@d_ & data. These devices are also called nodes, Examples
i

include computers, laptops, mabl_tgr_@ggr and servers, Each device uses the network to communicate with
other connected devices anq:,fm Q on and resources.

Transmission Media :

Transmission media is the communication path through which data travels from one device to another. [t connects
diffarent devices in a network, Transmission media can be wired or wireless, Wired media includes twisted pair cable,
coaxial cable, and fiber optic cable. Wireless media includes Wi-Fi and Bluetooth.

Networking Devices

Metworking devices are used to connect different devices and control the movement of data in a network. They help
in sending data to the correct destination: Commaon networking devices include switches, routers, hubs; modems,
wireless access points, and Network Interface Cards (NIC).

Network Protocols

Network protocols are a set of rules that allow devices to communicate with each other. They define how data is
prepared, transmitted, received, and managed over a network. Protocols ensure that different ‘devices can
communicate successfully,

S
. o
Examples: TCP/IP, HTTP, FTP, and SMTP. Pt f‘[{hi\ﬂ*ﬁ

R WAN, arid the Titernet.

Computer networks are divided-

computer networks are used fnrﬁ;mﬁh rposes. Each type connects devices in a specific way. The most. common types
are Local Area Network (LAN), W/ide Area Network (WAN), and the Internet (Public WAN). Understanding these network
types helps in selecting the right network for different needs.

1.

Local Area Network (LAN) _

A Local Area Network {LAN] (s a network that connects devices within 2 small area. A LAN connects devices in places
such as a home, scheol, office, or computer |ab. It provides high data transfer speed. It is usually owned and managed
by one organization, Ethernet and WI-Fi are the most comman technologies used in LANS. A LAN is cost-effective and
easy Lo maintain.
Examples: _
= Inaschool, all computers in Computer Lab can be connected to a LAN for sharing files and printers.
* Inan office, a LAN allows employees to share resources like printers and project files.

Wide Area Network (WAN)
A Wide Area Network (WAN) is a network that connects dovices over a large
geographic area. = I 5 (| m
AWAN connects networks located in different cities, countri Atihet .?,..l'!. e
d %ﬁ‘ er

e " (WAN) 7
It uses leased lines, satellites, or the Internet to tran :
speed is usually siower thana LAN. A WAN%’ i 8 to. all'and manage
r

because it covers large distances. The | Hgﬁ rgest example of a WAN.
LT

¥

Examples N EA

* Abank connects all of its.bire s in different cities through a WAN.

»  Acompany with offices in different countries

The Internet (Public WAN) .
The Internet Is a global network that connects millions of devices around the world. Short Question
The Internet allows people to share information worldwide. It provides services What is o public WAN
such as emall, websites, and cloud storage, It uses standard communication finternet) 7

protocols to connect devices. The Intermet supports education, business,
communication, enlertainment, and many other daily activities: Today, it plays an
important role in everyday |ife.
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W Additional Multlple Choice Qq
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1. A group of connected computers and d
{a) database (b) computer n

nﬂtwurk?

ESystem td) software

2, Which technology is commonly W W
(=} Blustooth bﬂ,@‘” {€) Fiber optic (d) Coaxial cable

3. Which of the following Is ain purpose of a computer network?

{a} Edit videos (B} Create software {c) Share resources {d] Design graphics
4. The overall design of a computer network is called:

{a) Network protocol (bl Network software  (c) Network architecture  (d] Transmission media
5. Dewvices that send and receive data in a network are called:

fa) Routers (b) Nodes {e]) Prototols (d} Modems
6. Which component pravides the communication path for data transmission?

{a) Network software  (B) Networking device () Netwerk protocol  (d) Transmission media
v Which protocol is mainly used to transfer web pages on the Internet?

(2] HTTP (b} FTR {c) SMITP (d} TCR/IP
8. A network that connects devices within a small area is called:

{a) WAN (B) Internet {c) LaN () MAN %{—r":'ﬁ"l"
9. Which type of netwark connects different cities and countrie :

2] LAN (b) PAN c)
10. The largest example of a Wide Area h{[w#{}\g:
{a] Schoal LAMN (B} Home netw

fwi” ‘:\”

{d] Bluatooth

o Nl - IEN < IEN o BN c |

1.4 Networking Devices

TXLE Describe the main networking devices used in a computer network and explain their functions.

Networking Devices

Networking devices are hardware devices that cannect computers and other devices in a network. They control the flow
of dats. Each networking device performs a specific function. Networking devices help computers and other digital devices
1o communicate with each ather. These devices make communication faster, more reliable, and more efficient.

1. Network Interface Card (NIC)

A Netwerk Interface Card (NIC) is a sShort Question

device that allows & tlovice 1o connect

Describe purpose of me twork
to 3 network. interface cord (NIC)?
It can be wired ar wireless. Every NIE
has a unigue address called a MAC _ "l;‘. xk"-l"'-.f'i B
address. It sends data to the netwark | @l-. 'U' e

5 ’”‘*.
and recoives data from the network. A ig"j\ '1

'-——..l

device cannot communicate o YN
network without a NIC, Mnsﬁf@ﬁ@g\r‘ :
computers and lagtops have a bulit-in i s T e
NIC
2. Switch

A switch is a networking device that connects multiple devices. |t sends data anly
to the correct destination device: This improves network speod and efficiency. A
switch connects computers, printers, and other devices in the same network.
switches are commaonly used in schools, offices, and businesses networks.

Shaort Question

What iz the purpose of o
switch?







1.5 Network Topologies

m Define network topology. Explain bus, star,
disadvantages.

“topologies with advantages and
3 e Bl g ] S
AT |
Netwaork topology 15 the layout of 3 Wﬁksr - itshows how devices and cables
ate arranged ina network N

Network topalogy expiains how computers and ather devices are cannected to each

vther. It can be physical or logical. The chélte of tnolopy affects the perfarmance,
reliability, and maintenance of the network.

i. Physical Topology

Physical tapology shows the actual connactions betwee
maintenance.

ii. Lagical Topology

togical topology shows how data moves through the network. It does not shaw the actual cable cannections. It helps
Us ta understand how the network works.

Sus topology Is a netwark topology in which all devices are connected 1o a single main. __“
cable called bus, Data travels thraugh the main cable to reach differgnt d 1{% r\ v
=mple to install and has a low cost. if the main cable fallsthe Ehgm?s

working. It Is-suitable for small networks. It is not fi - 1 <t
~ terminator is 2 small device used at both ends n%_ !
with data transmissian. | P

Example W—T\\U\J i

= :mall office connects all its computers using one main cable,

Wihet is network topology ?

n devices and cables. 1t helps in newtwark installation and

-

50rbs signals so they do not reflect back and interfere

Advantages

*  Simpleand easy todinszall * Failure of main cable affects whole network
*  Reoulresless cable -

Difficult to troubleshoot
Cost-effective | = Performance decreases with more devices

Disadvantages

= =3
n@lﬁ@ﬂfﬁy
ar topology is a network topology in which all den'j'{%!l%@u \H toa

hected toa centeal hub | [ T ——
switch,

» N.[J Sl What is stor topofogy?
iz passes through the tentral huh‘@{m 15 2asy o Install, manage, andexpand. ||

ane device falls, the other davices continue to.work normally. If the central hub or
witch f3ils, the whale netwaork AtOps working: 1t [swidely used in maderr "iworks,
mple: A school computer Jab connects all computers to @ central switch.

Advantages Disadvantages
*  Easytoinstall and manage Central device failure stops entire network
*  Failure of one device does not affact othars

*  Reguires more cable |
= Easyrodetectfaults = Highercost




Ring topology s a network topology in which devices are,ﬁun ﬂm‘@.ﬂq mﬂi =
Data moves in one direction around the nng Eachﬁ (Y 'Ihlli And passes
it ta the next device. If one device fails, EE\; 2 :ﬁx?fc affected. It s more

complex than bus tapulugl.r |t ::aﬁ‘f]]xﬁ
A metro rallway :ornMumca‘tmn system uses a fing topology <0 data can travel between stations ina circular path.

What iz ring topology?

Examplé:

Advantages Disadvantages

s Data fows in an ofgd mized manner »  Fallure of one dovice affects whote nerwark |
« Mo data collisicn s Difficult to add/remove deyices
L » Equal access 10 foralidevices - J_- Rarelyusedtoday ___|

_ 00! \\;ﬁﬁ _
Star Topology Ring Topology
(] l —_
nesh topology is a network topelogy in which each device s connected 1o many other
devices. Data can travel thraugh multiple ‘paths lo reach its destination, If one
eonnection fails, data uses another avallable path. This makes the netwark highly
rellatle and fault tolerant.
It is expensive and complex because it requires many connections. It is-mainly used'in Iarge and critical networks.
Example: Banks and mllitary networks use meshtopology {0 ensure comimu nication continues even if one connection f3j

What is mesh topology?

Advantages Disadvantages
« Highly refiable-apd fault-toiorant + eryexpensive
« Kultiple paths for data « Complox installation
= Highsecy rity. —— I « Reguiresiarge nu number -:# ey = |

L= FL. =3 :I .., L ,'uJ
Nanis r\\g@w-
Tree topology ls a netwark tﬂpﬂlﬂﬁg\{ﬂ whlch }Wé\ \-ﬁﬁa&&}m hierarchical | m

structure like a trec. { éa? e s | What /s tree topology?
|t combinas the features af h s, \3 palugmi Multiple star networks are
connected to a central/l L1 flows from the root {main nodej o branches F

and sub-branches. It Is’easy to upand and manage large networks. If backbone fails, J
the entire network may be affacted. It s commaonly used in large preanizations. -
Example :

A university network connects different departments through a central backbone network.

Advantages | Disadvantages
s Fasytoexpand s Packbone Tailure affects whole netwark

o Suitable for farge networks | = Complexsetup
o Jhererehical management J . Mare cabling required
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6. Presentation Layer

The Presentation Layer converts data into a formay G-}
understand. It also performs um:rvm:inn comgr e

- : L function of
conversion, \ s presentation loyer of 05!
Example: If you send an image, this | erecelv!ng computer can modsi? '
display it correctly. x} oo .,}]f?(ﬁ =

7. Application Layer
The Application Layer -prmﬂdes network services directly to users and application —
software. It supports communication protocols such as HTTR, FTP, and emall

Short Quesifon

Services, || Describe function of
I"::I‘-lnplli When you send an emall, the Application Layer helps to create and send ﬂfﬂm Ryerafos
the message, =

1.7 Network Protocols and Services

Ex.Q.7.What are network protocols? Explain TCP/IP, HTTP, FTP, and DNS.

,

A network protocol is a set of rules that controls communication between devices i in a network_It defines how data is
formatted, transmitted, and recelved. All devices must follow the same pm‘bm:l:r \s@dmmunication. It also
controls error handling and data delivery. All devices in 2 netwo i ocol, This ensures smaoth
and correct data exchange. Common examples of networf 3 d HTT

1. Transmission Control Protocol and Ingern p}1P)

TCP/IP stands for Transmission Con : t : “Internet Pmmr:al It is the Short Questing
main protocol used on t Ensures that data is dellvered correctly What is TCR/IP protocol?
and reliably, IP is responsi r aﬁdmsdng and routing data from the source to

the destination. Together, TCP/IP allows communication between devices. It Is
used in almost all computer networks.

2. Hypertext Transfer Protocol (HTTP)

HTTP stands for Hypertext Transfer Protocol. It is used to transfer web pages between a web browser and a web
server. It allows users to open and view websites, HTTP does nol encrypt data.
HTTPS is the secure version of HTTP. It uses encryption to protect data sent Short Question
between a web browser and a web server. This protection is provided by SSL/TLS Describe purpose of HTTP
pratocols. It keeps passwords, personal information, and payment detalls safe protocol?

from attackers.

3. File Transfer Protocol (FTP)
FTP'stands for File Transfer Protocal. It is used to upload and download files hem'een rs. It allows easy file
sharing over a network. FTP Is commonly used by weh ﬁeuelapers tom g\\ m transfer large files.

(, —

Secure versions of FTP are alsp avallable. ﬁ\

4. Domain Name System (DNS) WJ’ f‘\ 0 \\
DNS stands for Domain Name System. ! names into IP addresses. This makes websites easy to
access because users do not need ‘}?\W mberz. DNS servers perform this conversion. DNS Is an important
part of Internet mmmuniqﬂkﬂi‘u‘x :
Example

When you type www.google.com in a web browser, DNS converts the website name into an IF address. The browser

uses HTTP or HTTPS to request the wabpage. The data Is delivered through TCP/IP, and if \ruu upload website files to
a server, FTP is used.



f DNS Name Resolution Process

1.8 IP Addressing and Subnetting '

Explain IP addressing. Describe IPv4, IPv6, the default gateway, and subnetting.

An P address is a unique number assigned to @ device on a network. IP stands for
internet Protocal. It helps identify each device. Data uses IP addresses to find the
correct destination. Every network device must have an |P addrass. Communication
between devices is not possible without it. [Pva and [Pv6 are two versions of internet

Frotocol addressing.

-

IPv4
Hud Ie the older versian. IPvé uses 32-bit numeric a

Eiqual Yo 1 byte

6‘1@@
‘squ TELH

| Whot is iIPvd address? Give

separated by dots. Each number is betw

or 8 bits, The total size of an IPv4 addre;%gﬂ %R 8=
Example: 192.168.1.10 N ah

in an Pud address; the first
Network part; 192.168.1 - Identifies the network.

Host part: 10 - Identifics the specific device on the network.
iPvd supports about 4.29 billion unigue addresses:

Breakdown of IPv4

Metwork part. | 192.168.1

Identifies your local netwaork, like: “Gulshan Bleck Street 3"

What [s IP eddress?

Short Question

exampie

tifies the network, and the (ast part identifies the device on that network.

Host part 1a

l Identifies your specific device on that network, like “House #1o”

e

IPVE is the newer version. IPvG uses 128-bit addresses. It contalns eight graups of four 73
hexadecimal digits separated by, colons. Each group contains 18 bits. The total size of
an |BvE address is 128 bits. IPv6 provides a very large number of addresses for modern

Internet use. iPvh provides about 3.4 x 10** unique addresses Thls addr ﬁ ”*Tslﬁs@h
large that it Is not expected to run out. \ 5\

Example: 2001:0db8:8533:0000:0000: 311 ﬁ\

An |Pv6 address has three main parts ""HL_?‘»

Global routing prefix: 2001: ﬂd es the ISP or region.
Subnet ID; 0000 - Edentlﬂﬂl etwnrkL

Interface ID: 0000:8a2¢:0370:7334 — Identifies the spacific device.
Breakdown of IPv6

i

What [t means

Short (uestion
What i IPvE address?

Global routing prefix | 2001:0db8:85a3 (5#/region, like "Pakistan, Sindh, Karachi”
| Subnet!ID | oeoo Your local network inside the ISP, like "Gulshan area”
| Interface 10 0000:832¢:0370:7334 your specific davice, like "Your laptop™




Subnettin

increases securlty and makes large netwarks’

Network Address Transiation ém R -

MAT stands for Network Addre tion. It allows many devices
to share one public IP address. NAT Is perfarmed by routers. It hides
private IP addresses from the Internet. This improves network
security. NAT is commenly used in homes, schools, and offices.
Example

In a home network, all computers and mobile phones have their E S
own private IP addresses. The router uses NAT to allow all of them | | = i
to access the Internet through one public IP address. \ ﬂ

i

A default gateway connects a local network to other nemarks, Itis l.lﬁ'uall'y’ a rout Shart Quest

df?au!t

s nmmmmmmmmmmumu:

Data that is sent outside the local netwark passes thrnug,h the
gateway forwards the data to the carrect destination. I

carrect gateway settings: K\
i G

{2) OSI Model {b) FTP (c) DNS {d) 1Pva
2 Which OS5I layer :;mdim data as electrical, optical, or radio signals?
(2) Session Layer {b) Physical Layer (¢} Netwark Layer {d) Application Layer

3. A switch mainly works at which 0l layer?

{a) Physical Layer (b} Netwark Layer {c) Data Link Layer (d) Transport Layer
4. Which OSl layer is responsible for routing data between networks?

{a) Netwark Layer (b) Session Layer {c) Presentation Layer (d) Data Link Layer
5. The 051 layer that ensures reliable delivery of data is called:

(2) Application Layer  (b] Physical Layar {c) Session Layer (d) Transport La'urer
6. A set of rules that controls communication between devices is ullnﬁ- Wﬁﬁl

(a) IP address (b) Network protocol () Subne
7. Which protocol is mainly used to transfer weh ﬁﬁ\(&

(a) FTP (b)DNS (d) TCP/IP
B. Which protocol converts “ Tr

(a) HTTP Nio (c) TEFHP fd) DNS
9, An IP address is a unig umbnf assigned to a:

{a) Website (b) Device (¢) Browser (d) Protocol
10. The process of dividing a large network Into smaller networks is called:

{a) Routing (b) NAT {c]) Subnetting (d) Encryption










Ipconfig and fconfig Commands (E‘\ "\L;,{?

I E.
¥ Hconfig (s used in Linux and macO5. \ \ﬂ

These commands display network:
status, They are useful for ne

Telnet, PUTTY, and Sacullg

> Ipconfig is used in the Windows operating system
% ‘: D

ff-;.\

address, subnet mask, default gateway, and network

Telnet is used to access a remote device over a network. It sends data without encryption, so it is not secure.

P
% PuTTY is'a popular program used for remaote login to network devices.
o

SSH (Secure Shell) is 3 secure method for remote access. It encrypts data during communication, This keeps the

connection safe. These tools are commonly used to manage netwark devices.
Example

If the internet is not working, you can use the ping command to check the connection, You can use ipconfig to view
your computer's [P address. A network administrator can use PUTTY with SSH to securely access and manage a remote

SeTver.

E. CLASS ACTIVITY

Exampic ) Q \g\i\
fl:-:ert w:wsﬂww

Output; _
Computer - Router = ISP Network - Google Server

Map packet paths between two locations.
Sol:  Tomap packet paths between two locations, E'[ command. It shows the
path that data packets follow i‘rr.: the &u

The command displays each router (hop) that @ packet passes through before reaching the final
destination. It helps to Identify the route and find network connection problems.

1.12 Network Performance

Q. What is Network Performance? Also describe Network Bandwidth, Network Latency, and the causes of

Network Delay.

Ketwork Performancej

Network performance shows how well 3 network works. |t measures the speed a

y of data transfer. Good |

network performance pmruida fast and smooth mmrnum:annn. ’ﬂ% causes slow internet and
latency.

Metwork Bandwidth

" Metwork bandwidth is the amount n:l' rulgh a network in a
given time. It shows the data ?" u “a netwaork. Bandwidth is usually
measured In Mbps (Me X ind). Higher bandwidth allows faster data
transfer. When many devices use the network at the same time, more bandwidth is
needed. Low bandwidth can make the internet slow.

Metwork

Network latency |s the time taken by data 1o travel from one device to ancther. It is
the delay between sending and recelving data. Latency |s measured in milliseconds
{ms). Low latency gives a faster response, High latency causes lag and delay. Online
games and video calls require low latency for better performance.

delays. Network performance depends on a:fEHerent v&‘
h

Short {restion
What is Network bandwidih?

What is Network fatency?







Additional Multiple ﬁquﬂ@mﬁ

Ry

- el ]
1. A network that connects devices | a ﬁm%i‘ !ﬂl -
{a) Home network (BYWAN T 1,1\_5;& AN (d) PAN
_h& : k?

2. Which device is the main de

{a) Maodem . e} Router id} MIC
3 Which type of network uses Ethernet cables to connect devices? -

(a) Wirelese network (b)) Wired natwork [e) Mesh network {d) Guest natwark
4 The process of protecting 2 Wi-Fi network from unauthorized users |s called:

{a) Network latency (B Load balancing {c} Network troubleshooting  (d) Wi-Fi security
- Which Wi-Fi encryption protocol is the most secure?

{a) WEP {b) WPA2 (el wea3 {d) FTP
6. Which command is used to test network connectivity?

{a) 55H (b} Ping {c) Teinet . (d} Ifconfig
¥ Which command is used in Windows to display network settings?

(a) Ping (b} 55H ¢} PuTTY (d) lpconfig
B. The amount of data that can be sent through a network in a given time is called:

(a) Latency (b} Encryption (¢} Bandwidth {dL;m&ﬂ@
9. The method that sends requests to servers one by one | ad N ca e~

{a) IP Hash (b) Least Connection ) .Li ek @\lf etwork Routing

10. A separate network that allows v
|a) Home network {b} Guiest
Answers;
a

\el ifriek Without accessing personal devices Is called:
’:W Ldcal network (d} Private server

SHLs ]

N i - W KN : BN K
1.14 Network Securit

'Q. What is Network Security? Also describe Firewalls, Encryption, Access Control, and common Network
Security Threats.

Network Securit

Network security is the protection of computer networks from unauthorized access. it keeps data safe from loss and
damage. Many users connect 1o networks every day, so security is very important. Without proper security, networks
become unsafe. Network security uses differant tools and rules to protect data and devices, It Is important for both homes
and organizations. It protects personal and important information from hackers. it also protects devices from malware.

Secure networks work smoothly without interruptions. Every network needs basic security measures.

1. Firewalls 2 @@
A firewall is 3 security device or software. It controlg inc i outgaing. - B Sshort Question |
network traffic. It blocks harmful or unwanted data'i.lfk\' W A || Describe purpase af firewalls
firewall acts as a barrier between trusted s=8 artry orks. |t protects In metworks?

computers from cyber-attacks. Firewal !1
R

:\bﬂ@\frﬂ :

i e |

used in homes and offices.




2. Encryption
Encryption changes data inta a secret form. Only autharized user e \gﬁ‘\?&*prﬂmm data while
it is being transferred over a network. ggeryption is :mmn}y ﬂf nking. Strong encryption
improves data security and helps prev da}a\ if E:} 'h"-* e

3. Access Control
Access control decides who is W \hiw'nﬂ: It allows only authorized users to access network resources.

Usernames and passwords ar ! fhods of access control. Permissions decide what each user can do on the
network. Access control protects important resources and helps manage network usage.

Common Network Security Threats
Netwark security faces many threats,

1. Malware
Malware is any harmful software designed to damage a computer, steal data, ar disrupt normal np-erattun

2, Viruses
A virus |5 a harmful program that spreads from one file or computer to another. It can damage filtes and slow down
the computer. A virus 1s one type of malware.

3. Hackers
Hackers try to access computers or networks without permission to steal or misuse information.

4. Phishing Attacks
Phishing attacks trick users into sharing sensitive information, such as pilss-wﬂ- w@:ﬁhmugh fake emails

or websites. \L’\.,\l [ \_,.,i{:l

5. Denlal of Service (DoS) Attacks %\L r\\_h
& Denial of Service (DoS) attack makes a n lﬁm le h-,r sandmg too many requests at the same

time, \' _J
6. Security Tools & E‘@ F\J‘ o
Security tools help protect co rs and networks from threats.

Examples: Antivirus software, firewalls, and anti-malware programs.

E CLASS ACTIVITY

Discuss how security protects sensitive data like CT scans of patients in a hospital.
Sol;  Security protects patient CT scans by preventing unauthorized access and keeping medical information
safe.
Ways security protects data;
» Encryption: It converts CT scan data inte a secure format so unauthorized people cannot read it.
» Access Control: Only authorized doctors and staff can access patient records using passwords or
authentication. ﬁ.i{".;"'.,
» Backup: Regular backups protect data from tﬂsr. due ﬁ‘% r&i:é}ks
» Network Security: Firewalls and security m,- ?mm hackersand malware.
¥ Privacy Protection: Security ensures thatp bﬁ:ﬁ Emiﬂ‘ns confidential and is only shared
with authorized persons. \ 1,}\‘11 ﬁ,Lqi,

1.15 Data Backup and Recover
g.mthmhmmmmvmmmmﬂmMup-ndmwmm

Data Backup and Data Recover

Data backup Is the process of making a copy of Important data. It protects data from loss caused by viruses, hardware
failure, or other problems. Backup makes it easy to restore |ost data. It is the process of getting lost or damaged data back.
Backup and recovery are important for keeping data safe. Every user should create backups regularly.






7.  The process of making a copy of important ﬂata Is l:a!eled (il 1‘3?:"_‘:

(a) Encryption {b) Data recovery c-\fcll E@aﬁé‘c&ntml
g, Which type of backup saves only the chang Mu\.l

(a) Full backup (B} Diﬁeren‘:; k%ﬂiaol{\tt hn’-l':fcup {d} Incremental backup
9. The ease of using a wm:n is ¢ ) “

(a) Security ﬁ] {c} Usability (d) Encryption
10.  Finding the right balance between usahllh‘v,r and security is called:

(a) Data recavery (b) Tradeoff () Firewsall (d) Authentication
Answers:

SN NEW - BN c NN ¢ BN : NEA c BN o O NN ¢

) TEXTBOOK EXERCISE (SOLVED) A |

-J/  MULTIPLE CHOICE QUESTIONS L

4 i 1,| {l: '|,| .:} ‘ i
A computer network ls: C _._11. |
{a) A single computer s*mem “\ \ruuk}? mup nf connected mmputers and devlﬁes
(¢} & software program (d) A storage device
2. The device used to co nmputer to a network is:
{a) Manitor (b) Keyboard {c) Network Interface Card (NIC) (d) Printer
3. A network that covers a small geographical area, such as a school or office, Is:
{a) WaAN {b) MAN {c] LAN {d} Internat
4. The topology that uses acentral hub or switch is:
|a) Bus Topology (B) Ring Topology {c) Star Topology (d} Mesh Topology
5. The OSI model contains: :
{a) Five layers (b) Six layers (c) Seven layers {d) Eight layers
&, The protacol mainly used to view web pages is:
(a) FTP (b) DNS (e} TCP {dj HTTP
F The main function of a router is to:
' {4) Store data {b) Connect devices within a network
(c) Connect different networks (d) Display web pages
8. DNSis used to: NEO DI
(a) Transfer files b Pi?';a& \! f\_ ﬂ (24e
(c) Convert domain names into IP add sga_ﬁ_"'.wggi’dhhm vices
9.  The device that converts digital sig ?i‘gﬁrﬁg_} nsmission is:
{a) Switch : (o) H m A= () Modem (d) NIC
10. The topelogy that ﬁ reliability is:
‘(&) Bus Topology {h] Ring Topology (c} Star Topology {d) Mesh Topology

Answers:




























