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Introduction:

In this chapter, students will explore how technoiogy supports safe, secure, and responsible participation in the digital
world. They will learn about online safety, eybarsecurity, data protection, privacy settings, and secure collabaration using
modern digital platforms.

!B Y What is online safety? Explain the importance of online safety and describe how strong passwords
and safe browsing habits protect personal data,

Online Safetyl

Online safety means protecting yourself and your Information while using the internet.
Onlire safety includes being careful about what you share, where you click; and ha

you store your data. Every action performed on the internet leaves igi i

that can be tracked. o @: : : : g
importance of Online Safety r]""‘.\ o %’\E ARGAR -4
= It prevents identity theft and fraud, &ﬁ \ '.:‘gH F\E i

* It protects personal and school-rel qﬁ éba rem misuse,

» itreduces risk of scams, vi r threats.

¥ It keeps your online repu and privacy intact, __]

Passwords and Their Rola in

Data Protection

A strang password Is a combination of letters, numbers, and symbals that helps protect your accounts from hackers,

I. A strong password contains a mix of letters, numbers, and symbols. This makes it difficult for hackers to guess the
password.

il. Adifferent password for each account reduces the chance of all accounts being hacked if one password is stolen.

iil. Do not use personal information such as yourname ar birthday as a password because it is easy to EUess:

iv. Passwords should be changed regularly to improve account security,

v. Nevershare your password with other people because it protects your personal infarmation.

vi. A strong password is the first line of defense for protecting Important files and online data.
Example: A password like Ahsan(@2026! is stronger than ahsan123 because it contains letters, numbers, and symbols.

Safe Browsin -‘ﬁ‘".
Hi@w@@@ﬁﬁa
N L

Habits and Their Role in Data Protection

Safe browsing habits help protect personal data by avoiding harmful websites,
I Programs and files should be downloaded only fram d e
ii. Do not click unknown finks or pop-up advertis ments b B
fil. Always check the website address before ti i
Iv. Always verify the website and source befor any file. : ]

v. Using antivirus software proyi i ion against harmful files and unsafe websites.

vi. Safe browsing habits redu ; of viruses, scams, |dentity theft, and unauthorized access to personal

information.

ta fd' websites or malware,
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fe .ﬂ.sl:mng passward wlth 12 characters can b W ter to crack, but a2 weak ong ]
can be cracked In seconds. -\ - A

< e

- » Understanding Hﬁaata-and preventive measures, reduces the chance of cybercrime,

Discuss the role of software updates and security patches in maintaining computer security, and
axplain the risks associated with outdated software.

Software Maintenance and Updates

Saftware maintenance means keeping programs and applications in good working | | IR l
condition by updating them regularly. Software updates fix errors, improve What Is Software
performance, and add new features. maintenance ond updotes?
Security patches are special software updates that fix security weasknesses in a il
program. They close security gaps that hackers may exploit. Installing software updates
and security patches helps keep computers.secure, reliable, and protected from cyber
threats:

Example a (.C)g] mh
Updating a web browser fixes security problems and | prr@ﬁ I-'EE ﬁ\\i{ljl{éf\

Role of Software Updates and Sencum f Pﬂ'i"ﬂ's

APANIENS

# Software updates and secunt*,r P : ¥ ﬂ!es that hackers may use | Short Question
to attack a system. ,ﬁj{\g Why are Softwore updotes

= Updates improve th ' nd performance of software and help it work more important? .
efficiantly.

» Many updates include new festures that make the software more useful and
seCure.,

# Updated software reduces the risk of malware infections and data breaches.

# Regular updates make it harder for hackers to exploit known security weaknesses.

”~

Updates help software work properly with new operating systerns and other applications.

Risks of Outdated Software

Outdated software contains security weaknesses that hackers can exploit.

It increases the risk of viruses, malware, and data theft.

Software may become slow, unstable, or crash frequently.

Old software may not wark correctly with newer operating systems or applications.

Personal and Important data may become vulnerable to unauthorized access. @
Example ( L'

If a student keeps the nperatmg system updated thvw 1{“ @?f@ﬁm and works properly with the
latest dapplications. %\3@ (VE
RS

Students compare features of updated vs outdated software and discuss how old versions can be attacked.
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Ex.Q.3. Describe how privacy and securi ﬁ'nllhébﬁimm can be managed. Explain why reading
privacy policies is important for da an. :

Ty |-1'=LJ—'

Privacy and Security Settings

Privacy and security settings E’EI; users control how their personal information Is collected, used, and shared an online
piatforms. These settings are available In most apps, websites, and online platforms. They help protect personal
infermation such as location, contacts, and browsing history. Managing these settings prevents the misuse of personal
data and makes online activities more private and secure.

Managing Privacy and Security Setting

Users can choose who isallowed to see their pasts, profile, and other persanal information,

Privacy settings allow users lo decide who tan send messages or contact them,

Turning on two-factor authenticatlon provides an extra layer of account security.

Users should allow only the permissions that are necessary for an app ta work properly.

Privacy and security settings should be checked regularly because online platforms may update their privacy rules,
Example

On Instagram, users.can make their account private so that only approved fulluwer& can see thej 5, They can
also turn off location sharing and enable two-factor authentication for better @ ::E 3
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Importance of Reading Privacy Policies

A privacy policy explains how 3 website or ap 5 -,rm.fr persanal information. It s
important to read the privacy policy befo or a-:n:eptrng the terms.

= It helps users understand wha‘t infi and why it |s collected,

# It explains how personal i tured and used.

It tells users whether their rmation is shared with advertisers or third-party services,

It helps users decide whether they want to share their personal data. .

It protects personal data by helping users make informed decisions before using an online platform.

Example

When creating an account on a social media platform, the privacy policy may explain that It collects your name, email
address, location, browsing activity, and app usage. It may also explain whether this Information s shared with
advertisers or third-party services.

Example

On WhatsApp, users can choose whiether their profile phioto |s visible to everyone, only their contacts, or nobody.
They can also turn off read receipts (blue ticks) so that others cannot see whether their messages have been read,

vY Y
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Ty Regularly reviewing settings ensures protection as platforms 'update their features. _mﬁﬁ
o "_LOJ
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'and digital etiquette.

. What is safe online collaboration? Expiain

Safe Online Collaboration

Safe online collaberation means wnrk cﬂg "' :Iigltal tools'in & secure Shart Quesiion.
and responsible way N What is Safe online
Online collaboration allowe w work together using digital tools from any | SeitigmHon?
location. It isimportant to use secure platforms and fallow safety rules when sharing |

flles or communicating anline.

Students should work responsibly in virtual groups and protect their personal and school| data. Safe collabaration bullds
trust and supports productive and respectful teamwork,









iv. Loss of Customer Trust ) ’bfﬁ'm
Customers may lose trust in an.organization after a c'_."bera K |

v. Disruption of Business Operations
Cyberattacks can stop the normal v.-%-

g of
vi, Damage to Reputation >
Drs’ﬂ‘rltuunns may suffer dw% Ftation I:reta use of security incidents.

S8 TIDBIT
" » Avoid offensive language, spam, and sharlryg confidential information.

r ? DO YOU KNOW?

~ Phishing is among the most common attacks.

| Discuss security tools and techniques like Two-Factor Authentication (2FA), biometric verification,
malls, intrusion detection systems (IDS), and antivirus software. Explain how each helps in protecting

Security Tools and Technigues
Security tools and technigues are used Lo protect computers and networks from online threats. These tools make it

difficult for hackers and malicious software to access Important information. 'I'he'ir include ntication systems,
firewalls, Intrusion Detection Systems (IDS), and antivirus programs,; These tools ful activitios. Using
them pr’bper!'y keeps personal data safe and reduces the risk of cyberattac = 1,

Au“

1. Two-Factor Authentication (2FA)
Two-Factor Authentlcation {2FA) Is 3 se
verification before allowing access tg
For example, after entarlng 2 pags
werification, such s a ndefy i
makes it much hardsg

2. Biometric Verification |
Biometric verification is a security method that uses physical features to verify a user's identity. It uses fingerprints,
face scans, or voice patterns to confirm the identity of a user. Biometric verification provides strong protection far
accounts and personal data,

3. Firewall
Afirewall acts as a barrier between a computer and the internet. It allows safe data to pass through and blocks harmful
network traffic. This helps protect the computer from unauthorized access,

4. Intrusion Detection System (IDS)
An Intrusion Detection System [IDS] monitors a network for suspicious activities. |t detects possible security threats
and alerts users abaut unusual network activity,

5. Antivirus Software
Antivirus software scans files and removes virises or malware b&fure they can damage the system. Regular scanning
hElp‘S keep computers and data safe from Harmful software.

rms of Wihat i Two-Facior
Authentication (2FA)7

=
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Students simulate logging into an m code from teacher) to understand how 2FA works.
Sol:

> Student ente s&wnrd

> The teacher nne—tirne verification code.

¥ Thestudent enters the verification code.

» I the code is correct, the account login is successful,

» Students learn that Two-Factor Authentication (2FA) uses two verification steps to improve account




Q. What is data protection and cryptography? Explain secure methods for. tmqsnygﬁgﬁ?ﬁﬂ storing data.

- i Lot
Data Protection i "F“J @}JD‘Q::‘}“’

Data protection means keeping digital information sa Wﬁ?é@& loss, or damage. [t ensures that only
authorized people can access or use the m\ _ﬁ\\} \

Cryptography rx ! L, =2 “ Shart Question
Cryptography is the scianmﬁm ation so that only authorized users can | | What is Cryptography in doto
understand It. \J\J - 4 = protection?

it protects information from unauthorized access. Cryptography is widely used in secure
websites, online bankihg, and messaging applications. ~
Example ’

When a message s sent over the internet, encryption converts it [nta coded text. If someone intercepts the message, they
cannot read it without the correct key.

uses two main concepts:

i. Encryption
Encryption is the process of converting readable data into coded text using a specific TR
key. It protects infarmation from unauthorized users during storage and transmission, What are E-TF'-‘PH and
Example decryption?

When a user enters a passward on a secure website, the password s encrypted before

being sent over the Internet. L
il. Decryption %f\ @( 1}@"@]

Decryption is the process of converting coded text back At
Only authorized users with the correct ey can %
Example g@

When a secure message reache Aretdive ecrypled so the ariginal message can |
be read, y

YL

Secure Methods for Transmitting and Storing Dats
Secure methods help pratect data while it is stored or transferred over the Internet.

i, Encrypted Connections
Encrypted connections, such as HTTPS, protect data while it is being trangmitted aver the internet.

ii. Encrypted Cloud Storage
Cloud storage services use encryption to protect saved files from unauthorized access,

ili. Regular Backups :
Regular backups help protect data from loss caused by system failure or cyberattacks.

» Saecure storage and transmission prevent unauthorized access and breaches, E
A = )

| Eﬁ m Eﬂr;huﬂnns? Explain detegting and %ﬁxnﬁﬁwmwm be identified

Intrusions 2\ ‘fﬂr ) \u i

Intrusions are unauthorized a ﬁx{ mage, Or misuse @ computer Short Question
system, network, or da Bappens when an attacker enters a system Whot are fatrusions?
without permission or p armful activities. Intrusions can steal information,

install malware, change data, or disrupt services,
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icing clear online-style maﬁsaging

P==) CLASS ACTIVITY

Sol:  Students work in groups to
They use sim ple

together,

tn-unda rstand language while sharing ideas and completing the tﬂslt

Q. Explain the strategies for effective collaboration. How does reflection improve teamwork?
Strategies for Effective Collaboration

Effective collabaration helps teams to work smoothly and complete tasks successfully. Teamwork becomes stronger when
every member understands their responsibilities and communicates dearly. Planning, organizing, and sharing ideas help
group projects move forward without confusion. Collaboration teaches team members to respect different opinions and
waork together to achieve a common goal.

Asslgning Roles
Clear roles help each team member understand their specific responsibilities. Each person performs a different task

according to their role. One member may handle research, another may organize information, while anather may prepare
the final presentation.

Managing Tasks ‘;;3@

Managing tasks helps the team complete work on time and a elines heips members
track their progress and complete assigned tasks prnper

Setting Team Goals O

Setting shared goals gives team memhers : clet hen roles and gaals are cléar, teamwork becaomes easier and
more efficient. Common goals Bl daoE

pEration and help all members work topether.
Rﬂﬂuﬁnguni:ulhhnml:] EXp '

Aeflection means thinking about the teamwark experience after completing a project. It helps students understand what
went well and what needs improvement, Team members can identify strengths, such as good communication, and
weaknesses, such as rnissed deadlines,

Discussion to Improve Teamwork

Discussing teamwaork experiences helps students learn from mistakes and become better team members. Reflection
encourages respect and understanding among group members. |t improves communication and helps teams achieve
better results In future collaborations.

S TIDBIT
~ » Clear roles, task management, and goal setting improve teamwork efficiency.

ﬂmnmmm Ilultlple ghuimapﬂ@\ﬂi

1, Digital collaboration means using tec
A) Tasks, projects, or deas B) Com 'ﬂ'w

are dE\ncus D} Operating systems

2. Equity In computing Emumt{ﬁ less of background or ability, can:
A) Buy computers o B) Access and use digital resources equally
C) Create software D) Repair networks

3. Working together online allows teams to:
A Share ideas, exchange feedback, and complete tasks B) Wark without communication
C) Avoid teamwork D) Use only one computer
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Areas of Digital Business Opportunities in Pakistan C}S @;C '.'_|, W‘
Agriculture ‘ f
Technology can provide digital soluﬂuns fai farrners, %@ !B as and Infermation systems.

Healthcare

Digital services can help |mpraue_‘l;ﬁa\n1%
Education

Cnline learing piatﬁ:rnn wde oppartunities to deliver education through digital technalogy,

Example

Anentrepreneur creates an online learning platfarm that helps students access educational resources from anywhere,

provide better solutions for patients:

Q. How does technology help entrepreneurs solve real-world problems? Explain the importance of
recognizing market needs and customer demands.

Solving Real-Warld Problems Through Technolog

Technology helps entrepreneurs solve real-world problems in faster and more effective ways. It allows people 1o create
digital solutions for problems in different fields such as educatian, heaithcare, agriculture, and business. Entrepreneurs
use technology creatively to develop innovative products and services that imprave people’s daily lives.

Examples of Technology-Based Solution:

Agriculture C

Mobile-applications help farmers improve crop pr farmation and services.

Business : H .

Digital payment systems make fi il ;( En*hs easier aﬂd safer.

Example NGO

An entrepreneur develg abile app that helps farmers check weather information and improve farming dedsions,

Education &
Online learning platforms help students study from home and access nducaqvﬁ?r@ A
=20
u

Market Needs and Customer Demands

Recognizing market needs and customer demands means understanding what people need and the problems they face,
Entrepreneurs study customer behavior, preferences, and market trends to create better products and services. They use
surveys, customer feadback, and online data to identify gaps in the market. Understanding customer needs helps
businesses provide useful selutions, increase customer satisfaction, and achieve success:

portance of Understanding Customer Neads
Better Products and Services ;
Entrepreneurs can design products and services according to customer reguirements.

Customer Satisfaction
Meeting customer needs improves customer trust and satisfaction.
Successful Business Ideas

Analyzing online trends and user feedback helps craate successful business ideas Jg-the ?@@ﬁﬁ:ﬁym
Example

An online store studies customer reviews and feedha‘_;kk ﬁw{ﬁ%ﬂ vide better services.,

Q. Explain the role of digital pla il udlng “social media, e-commerce platforms,
freelancing, remote work, and planning

Digital Platforms for Ent
Digital platforms provi urs wlt’h t:ruls to start, manage, and grow their businesses online. These platforms
include social media, e-commerce websites, and frealancing marketplaces. Social media helps in promoting products and
reaching a large audience quickly. E-commerce platforms allow the buying and selling of goods without physical shops.

Freelancing websites provide opportunities 1o offer skills and services globally, making entrepreneurship easier and more
accessible.




E-commerce Platforms and Online Marketplaces
£-commerce platforms and online marketplaces allow businesses to
connect sellers with customers without the need for a physical3toee
faster, and mare accessible to g wider audtenm%&m e ! :

e Tntérriet. They
e buying-and selling easier,
users gan browse pmdu::ts,

compare prices; and place arders online. The
costs and expanding market reach,
Freelancing and Remote

Freelancing and remote work W Indiwduals to offer their skills and services to clients through online platforms.
Freelancers can wark in areas such as graphic design, writing, programming, and digital marketing. Remote work enables
people to wark for campanies from home or any location with an internet connection. These opportunities help students
and professionals earn income independently. They are an important part of digital entrepreneurship as they provide
flexibility and global access to job markets.

Planning a Small Digital Business :

Planning a small digital business involves organizing ideas into a clear and workable plan. Entrepreneurs first identify a
product or service that meets customer needs. They then decide on the target audience, pricing, and method of delivery
using digital platforms. A basic budget1s prepared to manage costs and expected income. Proper planning heelps ensure
the business is practical, arganized, and maore likely to succeed in the digital market.

Q. Explain Basic business planning concepts like budgeting, teamwork, innovation, and emerging
technologies in digital entrepreneurship. ﬁf-\ an

Sasic Business Planning Concepts i’\\f @

3asic business planning involves settFnEcEear goals fnr whats : includes |dent|_f1.r|n.g.a product
or service, understanding the target market, ;

resources such as time, money, and skills needzid § iPury tive Dustniess. A simple business plan helps organize ideas and
provides direction for starting and gro u

Budgeting and Resource

Sudgeting and resource management Envulve planning how maney, time, and other

resources will be used in a business. What is Budgeting and

A budget helps entrepreneurs estimate costs, set prices, and manage income and resource management in
expenses properly. Proper resource- management ensures that materials, skills, and EErensanias

tools are used efficiently without waste. in digital businesses, good budgeting and

resouree planning help maintain profitability and support long-term success.

Teamwork and Communication in Startups

Teamwork and communication are important for the success of startups and small digital businesses,

Team members work together by sharing ideas, responsibilities, and skills to achieve common goals. Effective
communication reduces misundersta ndings and improves decision-making. Startups use meetings, messaging apps, and
online tools to maintain smooth workflow,

Strong teamwork and communication increase productivity and help businesses grnw successfully,

Innovation and Future Opportunities TR
Innovatian means creating new and Improved ideas, products, or services to s : '
problems in better ways,
In digital entrepreneurship, innovation helps businesses gm
Technologies such as Artificial Intelligence,

L] = o e |
creating new opportunities and career paths _' Enteapre ;
By adopting innovation, indivi Uccesstul and future-ready digital businesses,
Example '

A business creates a mabile appllc'at}nn that pTI_]"u’ldES_. a new and easier way for customers to access services.,

fs inmavation?
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K'Y additional mutipie choice ue
i ot
1. Digital entrepreneurship is the use of tsv%wulq Al @Eilmi

Al Create, manage, and grow businessd u\&lt 1L HiEule
\ﬁ) fristall sofoware
of successtul entrepreneurs?

C} Build campuler networks
2. Which of the following i i
A Carelessness i ativity C) Laziniess ) Hasitalion

3. Entrepreneurship In Pakistan is growing due to increased access to the:
A) Interniet and mobile technology B Printeg books
C) Television anly L L Newspapers anly
4, Identifying business opportunities means finding problems in society that can be solved through:
A Praducts or services 8) Gamaeas only €] Atvorsoments only D) Social migdia posts
5 Budgeting and resource management involve planning how will be used in a business,
A) Computers and networks Bl Morioy, time, and other resources
C) Bulldings anly D} Customers only
G innovation means creating new and improved:
A) Buildings B} Machines anly L} ideas, products, er services D) Documents
T Which emerging technology helps entreprensurs analyze data, understand customer behavior, and improve

decision-making?

i) Blockehain B Mobile applications T} Cloud Compunng rt:@@@%«nce (A1),
8. Which digital service improves efficiency and reduces costs? @o
; \E\Yj)ﬁdt lire phones

A} Online payments B) Fax machines
9 Which of the following is a career pat repglirship? x
&) Startup Founder B) Bus Driver T D) Electrician

10 Why is teamwork and communicati ; | :
A} They' reduce interne J\-J] gﬂo C) They increase oroductivity and help businesses grow successtully
B) They increase paper 04 They replace innovation

Answers:

EN - FN - EN - EN - BN : I - N - BN I

9.5 Ethical, Legal, and Environmental Impacts of Computing

Q. Explain the ethical, legal, and environmental impacts of computing. Discuss the importance of ethical use
of technology.

Ethical, Legal, and Environmental Impacts of Computin o

Ethical use means making fair and rosponsitile choices while using digital tools Legal use means following laws retated to
!E'Ehﬂﬂlﬂm:. Environmental Impact includes energy consumption, glectrgnie waste, and other effects on nature
Computing affects many areas of daily life. Technaology can hidve ethical or unethical effocts, fegal or |'rlégai consequences,
and environmental impacts. Understanding these impacts helps users make respansible decisions whin tompLting
resources,

Ethical Use of Technology o A “'”Wg@“@@
Ethical use of technology means using digital topls respond E&Imﬁﬁ” Short Question
that can harm others. ‘[.!:]?4’i a What Is ethical use of
It includes respecting privacy, fairness, a ﬂ% I" of information, Following T e -5
ethical guidelinegs heips mainta hﬁﬁ% online. Technalogy decisions should I
consider their effects on pebplw izations, and society, =

Respansible use of digital tools treates a safe and fair digital environment.
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1. The following helps keep online accounts secure:
[a) Weak passwoards {b) Strong passwords. (¢} Sharing passwords  (d) Simple passwords
2, The main danger of downleading unknown software is:
[a) Faster browsing {b) Getting rewards (el Walware infedtllon  {(d] Extra storage .
3. The tool that adds an extra layer of login security s
[2) Screensaver () Two-Facter Authentication (o) Wallpsper  {d) Search engine
4, The cyber threat that tricks users into giving personal information is:
(&) Phishing (B} Antivirus ) Encryphion (d) Backup
5 The purpose of a firewal| is to:
(a) Delete files (b) Block harmful netwerk traffic.  (c) Play games (d} Slow down the computer
6. Encryption is used to:
(a) Delete data [B) Make data resdable to everyane
() Convert data into a secure form) (d} Upload data automatically =
7. A commonly used platform for online collaboration is:
(@) Paint (b) Google Workspate [c] Neepad {d) VLC Player Y‘r\
8, Digital etiquette means: . - @@ ?‘S\‘
{a) Sharing all files freely (b} By ru €30
te) Safe and polite anline behavior (B hIgnoh
9, E-waste means: ]
{a) Old elothes (B} Electmm% : aw maierials  (d) Food waste
10.  The international law that usah phvacy is:
{a} HTML ! (o) AL (e} LAN
Answers:

BN - BN C BN N B - OGN C N c BN c BN ;- BTN ¢

1.
Ans:

E‘!“

al
Ans:

Ans:

e

E—% SHORT QUESTIONS

What is the role of strong passwords in protecting data?

A strang password s acombination ofletters, numbers, and symibolsthat helps protect accounts from hatkers.
It makes the password difficult for hackers to guess A strong passwaord {s the first line of defense for protecting
important files and onling data. It improves the sccurity of personal infarmation,

How tan downloading suspicious software affect a computer?

Dpwnlnading software or files from unknown websites can harm your computer or steal your personal
mformation. Some downloads contaln viruses or spyware that secretly collect your Information without
permission; These harmful files can damage the system and create security ke downloaded
ohly from trusled websites,

Why is it important to install software updates and sex atchi .
Software updates improve thE-f.ecur e aiiter system. They fiksecurity gapsthat hackers
{'h .

fi
o o=

may use to attack a system, Updatefals L
theft. Rogular updates keepc ; and pratected from cyber threats

What are common t! r threats, such as phishing or ransomware?

Commion cybier threats thelude vicuses, pghishing, ransomware, spyware, and DDoSattacks. A virus damages: or
deletes data, while ghishing tricks users into sharing pesswards or personal information. Ransomware locks data

and demands payment to unfock |t Spywaire secretly collectsmformation, and DDas attacks make online services.
unavailzble.
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Data Protection and Cryptography @(@){i\m
23 What is data protection? 2
Ans: Data protection means keeping digital mh:rrna tidy cess; loss, or damage. It ensures that

only autharized people can access nn helps maintain the security and privacy of
digital information.

24, What are secure m g anl;l sturing data?

Ans: Secure methods b i data while it is stored artrensferred over the Internet Thiese mEthﬂd:-. include
encrypted connections, encrypted cloud starage, and reguiar backups. They prevent unauthorized access and
protect data from loss or damage.

25, Why are regular backups important?
Ans:  Regular backups help protect data from loss caused by system failure or cyberattacks. They allow users 1o restore
important infarmation when data is damaged ot deleted. Backups Improve data security and availability.

roubleshooting and Preventive Measure

26. What is troubleshooting?
Ans:  Troubleshooting is the process of finding the cause of 3 security problem and fixing it. It helps identify errors and
apply suitable solutions. Troubleshooting improves system security and perfarmance.

7. How can cyber threats be prevented?

Ans:  Cyberthreatscan be prevented by installing firewalls, antivirus software, and anti-malware are. Usersshould
regularly update software and change passwords: Harmiful files should be BT ant data shauld
be restored from backups when rigeded. o

in Computin

28. What is-equity in computing and w -

Ans:  Equily in computing ensur gl AV rﬁgardlp_c.s of background or ability, can access and use digital
resaurces egually. Wﬁw ual opportunities to use technalogy and the internet. Combining digital
collaboration with falvniss helps create incluswe and effective learning and working environments.

29.  How does online teamwork help students?

Ans:  Online teamwork improves problem-salving skills. and builds interpersonal skills among students. It allows

students from different locations to work togother and share ideas. It also prepares studonts for modern
waorkplaces where remote work is comman,

30. What are real-time collaboration tools? Give examples

Ans:  Realtime collaboration tools allow multiple users to work on the seme project at the same time. These tools heip
users share documents, communicate, and mnduﬂ online meetings.
Examples: Google Workspace; Microseft Teams, and Zoom

and Accessibili

31.  What is designing for equity and accessibility? Why is accessible design important?
Ans:  Designing forequity and accessibility means creating technology that can be used by eve

with different abilities and backgrounds: It provides equal opportunitics
Accessible dosign helps people with dmablhttes usg chnf @Wt

including peaple
d the internet.
es the overall usability of

-applications and websites.

e
ing Inclusive Applications for Diver 58 llnr

32 What are inclusive applmtr

Ans:  Inclusive applicatior Wtﬂ fulfill the needs of different types of users, They include features that make
applications easier to-Ute for people with different abllities and backgrounds, They help create equal access to
dipital technoiogy,






Ans:

1.

Ans:

b 3 phishing attack. Reportin

A student uses the \dffrgr all of his online accounts. Why is this not a safe practice?

Liging the same password for all accounts is not safe because if ane account is hacked, other accounts can also be
accessed. A different strong password should be used Tor each account, This improves online security.

A computer becomes slow after dow nioading software from an unknown website. What is the possibie reason?
Thie downloaded software may contaln & virus or malware. darmful software can damage the computer and steal
personal information. Software should always be downlgaded from trusted websites

A company does not install software updates for several months. What problems can it face?

Dutdated softiware may contain security weaknesses that hackers can explait. Italso increases the risk of malware

infections and data theft, Regular updates help keep systems Seoure and reliable.

A student shares his home address and phone number with strangers on social medla. Why is this unsafa?
sharing persanal information with strangers can lead to Identity theft, fraud, or anline harassment. Personal
information should only be shared with trusted people. Privacy settings should also be ranaged carefully.

A startup team is working on a project, but members are not communicating properly. n this problem

be solved? . \gg@
Team members should communicate tlearly and .ahagg,s;h ir @M Shuld assign responsibilities

and work together to achieve common goals. G L@ at teamwork and productivity

An online store uses Artificial Inte end products to customers. How does Al help the
business? !
Al analyzes ﬂtﬂmﬂw&\g\ﬂ PeTande customer behauior 1t helps entreprensars make better decisians and
recommend suitable. ucts. This improves customear satisfaction and busingss growth.

A schaol stores student records in encrypted cloud storage. Why is encryption important?
Encryption converts readable data into coded text so thal unauthorized people cannot read i1, It prolects
infarmation during storage and transmission. This hielps keep digital information sacure:

A young entrépreneur wants to sell handmade products across Pakistan without opening a physical shop. Which
digital platform can help and why?

The entreprencur can use an e-commerce’ platform to sell products onfine. It allows businesses te reach more
customers and manage sales through the intefnet. This reduces Costs gnd increases business opporiumities,
After completing a group project, students discuss what they did well and what they can improve. Why s this
discussion Important?

Thic discussion is called rellection. It helps students identify their strengths and weaknesses and learn from their
pxperience Reflection improves teamwork and helps achieve better results in future projects.






