Q. What is meant by emerging technologies? Briefly discuss different
emerging technologies.

Emerging Technologies

Emerging 'fechnalogies are new fools. systems, or methods that are being
developed or have recently started to be used. These technologies can change the
way we live, work and interact with the world. These ?echnnlogses can be used inevery

field of life such as education, information fe:hnnllogy mton and
communication etfc. a

Different emerging technologigs
1. Artificial Intelligen
Artificial lni igan o the ability of machines or soffware o learn and

u‘i &l MUman beings. Voice recognition, face recognition and decision
making are guralities of humon intelligence that can be present i in arfificial intelligence.

Some reallife examples of Artificial Intelligence are as follows:

* Mobile phone assistants such os Skl and Google Assistant use Al to understand
veice commands, answer questions and perform tasks.
» Self-diiving cars use Al to detect objects through cameras and sensors and
drive safely without a human driver
« Face recognition systems use Al fo identify unique facial features and unlock
mobile phones securely.
2. Cloud computing

Cleud computing refers to the delivery of computing services such as data
storage; software applications and processing power over the Intemet. It allows users
o access these services without installing them on o local device. § xamples of
cloud computing platforms include Google Drive, Dropl f“ b Services
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Blockchain is a di M@ atabase of fransactions that is shared and
maintained by : mag\' ie information is not stored at a single central location.

8 {3 1! anelwork of computers around the world. The information is grouped
in blocks that are linked together in a chain. Each block in a chain contains information
from the previous block. Blockchain uses strong cryplography technigues to ensure
that fransaction data is safe and very hard to change or hack, Blockchain is the
fundamental fechnology behind digital currencies such as Bitcoin.
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3. On-Demand Access

On-demand access means t user v
without waiting for long s Q s similar to tuming on a water tap
T

instead of digging a well.

Example W

SuppuﬁWmar is working on a college project and suddenly needs exira
storage 1o save files, The on-demand access allows the user to quickly rent additional
storage from a cloud provider and start using It immediately. This allows the user to
focus on the project without worrying about setup or storage issues. : n

Q. Describe different types of cloud services with examples.
Types of Cloud Services

Cloud computing provides various services to meet different user needs. These |
services are typically categorized into three main types. Each type offers a different |
level of control, flexibility and management according to the user's needs.

1. Infrastructure as a Service (laa$) 3
Infrastructure as a Service (laas) provid . ,u &m including |

virtual servers, data storage and ne lefivered on a pay-as-you- |
go basis that means the use & e 25 they use. The users have |
control over operating systel storage. The cloud provider manages |
the underlying physical.infri i
Example 5

Amuznrmh Services (AWS) offers users to rent virtual servers fo run applications.”
Some other popular laa$ providers are Microsoft Azure and Google Compute Engine.

2. Platform as a Service (Paa$)

Platform as a Service (Paa$) provides a cloud-based platform for developers to
build, deploy and manage applications without managing the underlying hardware
and software infrastructure. it is complete development and deployment environment
that includes programming languages, databases, web servers and operating
systems. Paas simpiifies the development process and speeds up application delivery.

Example

Google App Engine allows developers to build and deploy applications using
various programming languages. Some other examples include Mlcrn_mmu App
)

Services and Heroku. ¢ @wj’@o@@

3. Software as a Service (Saas) o
Saas dllows users fo_acc afions over the internet. These
applications are hosted arti e cloud service provider, The users simply

subscribe to the servi b@ d e applications online. They do not need to install
or manage qWﬁw or software on their own devices.
Example

Google Workspace (formerly G Suite] includes widely used applications such as
Gmail, Google Docs and Google Drive. Some other common Saal platforms include
Microsoft Office 365 and Salesforce.



Q. What is Salesforce and how does it ppn
 Salesforce | Q i ::mﬁ Y
Salesforce Is one o WG 4,,‘ @0 are as a Service (Saas) platforms.
It Is primarily known . powettUul Customer Relationship Management (CRM)
software. It gl 0 munuga customer information, moniter sales activities,
and auto eting. Salesforce Is used by over 150,000 companies worldwide to

improve operational efficlency and customer satisfaction.

Q. What Is the purpose of cloud deployment model? Discuss different types
of cloud deployment models with examples.

Cloud Deployment Models

Cloud deployment models define how cloud services are made available,
delivered and managed for users or organizations. Each model offers a different level
of confrol, security and flexibility. The selection of a deployment model depends on
the specific needs and goals of the organization or users.

The four main cloud deployment models are as follows:

1. Public Cloud @m@m
p—s i el that is shared among
;

A public cloud is a clnud serv -
multiple organizations or ed and managed by a cloud
service provider, The pu I8, \C05 f ective as users only pay for the resources
they use. They ge se::urﬁy because it is o shared environment.
Example QN

Amazon Web Services (AWS) is o widely used public cloud provider. It provides
various computing resources such as virtual servers and data storage. It can be used
by the organizations of all sizes. without managing the underlying hardware.
2, Private Cloud

A private cloud is o cloud environment dedicated to a single organization, It can
be hosted either on the organization’s own premises or managed by a third-party
provider. The private cloud can be expensive due o the cost of dedicated hardware,
maintenance and setup. The private cloud offers high security and is suitable for
organizafions handling sensifive data.

Example

A large bank may use a private cloud to manage sensn#w omer data
securely.. This private cloud cgn be hosted within { centers or

managed by a third-party provider. @\Q\)

3. Hybrid Cloud o\ \\/’Q
A hybrid :Inud Wﬂ of public and private clouds. It uses the

ier::hnotcgy t d and applicafions to be shared between public and -
private clou ws organizations to keep sensitive data in the private cloud while
using the public cloud for less crifical operations.

Example

A company can use a private cloud to store sensifive employee data and o
public cloud for hosting its website. 3







3. Machine Learning a

LU/
N
The content delivery networks such as Cloudfi websi’r& content
quickly by storing it on servers close to the ena qﬁ@
o)\ ﬁ -
o) .

_ Cloud computing ools fo develop and run machine leamning
models and arfificiali applications. For example, Google Cloud Al and AWS
SageMaker ud-based platforms 1o build, train and deploy machine

leaming mao easily. The data scientists and developers can create Al solutions
‘Without needing extensive local compufing resources, _

Security is one of the most significant concerns |
many risks for the sensitive data stored on remaoteserie
data breaches ang accidental loss, m

S (S ey

s’ unauthorized access,

18 Users
problems ..\-,N'n orized access, data theft and data loss can siill oecur
ShpreedUtions are not faken,

* Security Measures: The users should profect data using encryption, strong
Passwords and two-factor authentication. It is also important to review security
seftings regularly. Most cloud providers offer built-in fools fo manage and
SeCure sicred data. These steps reduce risks and keep cloud data more secure.

processing power, Effective resource;m
run efficiently without OVEruse or

3. Cost Considerations O

Cloud computing %}é cost-effective because users only pay for the
resources they : « improper usage or lack of monitoring can lead fo
unexpectedly hig enses. The users may Pay for the unused or un necessary services
if they do not manage their usage carefully,

at cloud services



A@@hﬂhuﬁmm
onfrol expenses, It is

\Priding pians that match thelr
and cost-monitoring fools to

budget. The users should regularly mopi
Important to optimize resource alload
specific needs. Many cloud e -

manage spending effl

4. Compll ulatory Issues

Compliance and regulatory issues refer to. the legal and industry-specific rules
that organizations must follow when using cloud services. These include data privacy
laws, security standards and operational guidelines that vary by country or region. For
example, the healthcare organizations must follow HIPAA regulations in the United
States. The companies operating in Europe must comply with the General Data
Protection Regulation (GDPR). These rules govern how data is collected, stored and
shared, Cloud providers often provide tools and features o help the users meet these
legal and regulatory requirements,

Q. How can the concept of a shared digital notebook help explain the

fundamentals of blockchain technology? :
Blockchain is often compared to a digital notebook %@;@ a group.
- : _ ated in all copies
bedrded in all copies of the notebook at the same

Everyone has a copy of the notebook ang
ols the notebook and everyone can see the same

00

them across a nefwork of computers called nodes. This ensures fransparency,
consistency and frust as no one can alter a record without the ofhers noficing.

Q. Discuss some important features of binnhnhnin.
Some Important features of blockehain are as follows:
1. Transparency

Transparency means that everyone in the blockchain network can see what is
recorded, This makes it difficult for anyone to cheat or change information.

2. Security

Blockchain is highly secure because it uses cryptography. Crypt phy is the
mathematical method used to protect and lock the dc:i:{f @m It keeps

the data safe from unautheorized access pre r@@
3. Decentralization m

Decentralization me e person or central computer controls the
blockchain. The & hri-,,:i\[ intained by a network of computers called nodes.
Each node s -a,“-é Rk copy of the blockchain. The nodes work with other nodes to
~ validate and reécord transactions. This decentralized struclure reduces the risk of system
failure and increases network security.

& \0




Q. Describe the core principles of blockchain tec N @@m
o

Core Principles of Blockchain

~ [Blockchain technology,

:::néi_ frustworthy. These princi
network. The core fq i af it

1. Decentral

Decentralization means that no single person or central computer controls the
blockchain. The blockchain is maintained by a network of computers called nodes.
Each node stores a full copy of the blockchain. The nodes work with other nodes to
validate and record transactions. This deceniralized structure reduces the risk of system
failure ond increases network security. !

2. Immutability

Immutabillity means that a block added to the blockchain cannot be altered or
deleted. This ensures that all fransaction history is permanent. It builds trust because it
* guarantees thot data remains aceurate and unaltered over time.

3. Consensus Mechanisms

e,
e
' -fhat make it secure, transparent
2 D558 for the proper functioning of blockchain
chain are as follows:

blockehain network agree on the validity of €
common ogreement before a new bidck i

rejected and not added if cer -‘4---- \‘-ﬁ act
network from incorrect or fr ‘ ﬂ‘m 0
o

Q. Describe the key components of a blockchain system.
Blockchain Components

A blockchain system consists of several key components as follows:
1. Node

A node is a computer that parficipates in the blockchain network. Each node
maintains a copy of the entire blockchain network and helps to validate fransactions
and newly created blocks.

2. Ledger

The ledger is a shared digital record of all verified transactions that have
occurred on the blockehain. It is continuously updated across all nodes in the network.

It ensures that all participants have access to a consistent and c:cc:um@ saction
history. @G@ -
3. Block ® 2};’@ .

A block is a collection ' at are grouped together and

added to the blockchain in ccur. Each block contains the following

key elements: -a,;“‘\d] &
* A fimest - indicates when the block was created.
* Aunique identifier known as a hash. It acts as a digital fingerprint of the block.
* Areference fo the previous block known as the parent hash,
* Alist of validated fransactions









Q. What are cryptocurrencies? Discuss their role in @my
Cryptocurrencies \ [(e°

Cryptocurrencies are-fy
direcily without using a bqg
way to exchange :

Ethereum. Wﬁ@“ &

Role of Cryptocurrencies

Cryptocurrencies play a vital role in the digital economy. They use a special
technology called blockchain to keep fransactions safe, secure and fransparent. This
system uses decentralized network of computers to validate and record transactions.
They also reduce the fransaction fees and remove the need for banks to process the
payments, .

ey %eep!e-cnn send to each other
urrencies offer a fast, secure and global
e examples of cryptocurrencies include Bitcoin and

Q. What Is a smart contract? Discuss the challenges of smart contracts.
Smart Contract

A smart contract is a digital agreement written in computer code that runs on @
blockchain. It automatically caries out actioris when ceriain conditic e met, This
means there is no need for a lawyer. bank or any third pe \ process the
agreement. It reduces human error, de : racis are commonly
used on the Ethereum blo in. » developers to create decentralized
applications (DApps) usin g'.!‘ .fn . DApps niralized Applications) are
1ﬁ~ sin~and use smart confracts fo perform the fasks

the apps that run o OGRE
. auiqmaﬂcuﬂngﬁw E'without cenfral confrol and are often more secure.
Example

A student pays for an online course using cryptocurrency. The smart contract
automatically unlocks the course as soon as the payment is confirmed. There is no
need for a bank, teacher or admin fo process the payment or give access. Everything
hoppens automatically and securely.

Challenges of Smart Contracts

Smart conlracts are powerful but they also have some challenges. The biggest
issue is that they must be error-free. The Smart confracts cannot be changed easily
once deployed. The legal systems in many counifries are sfill not ready to solve
problems if something goes wrong with a smart contract.

u'l': PREOVE
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Q. Discuss how blockchain technology is used s (the.\origin of
Tracking tn-lorigin' ﬂimvéii@@@%@

Blockchain technol ar and secure way to track the origin and
movement of prod stage of the supply chain. It enables companies
to know exac oduct comes from and how it reaches the customer. Ev ery
fransaction is recorded on a shared digital ledger that is stored across many:
computers. It ensures that the journey of a product is secure, reliable and fraceable.
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. n the supply
s efc. It illustrates how
eh fransaction s securely
e journey of a product from

The following figure shows the connections betwee
chain such as suppliers, manufacturers, retai
blockchain records each step belwdan1hds
legged on the blockchain 1 i
its origin fo the custfomer,

T
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Banks and financial co

and safer. For example, g
and can cost a IM‘H

Q. Discuss data Security in blockchain. Provide a real-world analogy to
explain how blockchain protects data.

Data Security in Blockchain

Data security in blockchain ensures thai information stored in a blockchain is
protected from unauthorized access, change or loss. Blockchain uses advanced
methods such as encryption and digital signatfures for data security. Data security is
important because blockchains often store sensitive information such as financial or
identity data, The daia can be stolen or changed if it is not protected. Blockchain
protects the data by ensuring only authorized Peopie can access or update it,

Example: Sending a Secure Letter

Suppose fhe user wanis o send g letter cantnmﬁmﬁ@@m to a
: 8

fiend. It is important to make sure fhat no ong gﬁﬁ ange it while it is
Qe

ockchain fo make fransactions faster
NeRSY fo another country usually takes a long time
akes it quicker and cheaper.

being delivered,

blockchain uses ocess called encryption, Encryption protfects data by
converfing it into a form that-cannot be read without a secret key. Secret key is used _
fo encrypt plain text info cipher text and decrypt it back into plain text. This keeps the
information private and Secure fo ensure that only the fight person can see or
understand the data, '

Sealing the Letter (Enc N | :
The letter Cﬂwg cial envelope thaf only the frisnd can open. The






3. Serverless Architectures

Serverless computing allows the developers to build and run applications without
. managing servers. This cloud providers in this model automatically assign the required
resources needed and users only pay for what they use. This makes applications more
scalable and reduces complexity of infrastructure management. Serverless functions
lypically run in response to specific events such as a file upload or a database update.

Example

Amazon Web Services (AWS) Lambda is a serverless compuling servi llows
developers fo wiite and run code without setting up or man o 7

n-chhlne Questions (MCQs)

1. The main be of edge computing:
a) Lower cost ; b) Reduced latency
c) Increased complexity d) Enhanced security
2. A cloud deployment model with resources shared among multiple organizations with
commeoen concerns: '
a) Public Cloud b) Private Cloud
¢} Community Cloud d) Hybrid Cloud
"3, The advantage of using a distributed ledger in blockchain technology:
a) Centralized control for quick decision-making
b) Easy alteration of transaction histories
c) Enhanced fransparency and security through deceniralized verification
d} Lower computational requiremens
4. A cloud deployment model! combining public and private cloud features:
@) Public Cloud b) Hybrid Cloud m
¢} Community Cloud d) MUlt-Cloud c©
5. The purpose of a distributed ledger in blockehalf @ o
a) Central authority manogement
Cle parlicipants

b} Secure and transparen -<iota sher W
c) Fewer participants requ *‘!ﬁ“
d) Data visibility only ; ‘h- authornty _ :

6. Acloud ’«Mu atform for developing, running, and managing applications

without ma : cture:
a) Infrastructure as a Service (lags) b Platform as o Service (Paas)
c} Software as a Service (Saas) d) Data os o Service (Daas)
7. The service model enabling application deployment without server management:
g} Infrastructure as a Sewvice {laas) b} Platform as a Service (Paas)

c| Software as a Service (Saas) ~ d] Serverless Architecture



g} Enhanced mining techniques
b) Decentralized applications ang st
c) Better graphics )

9. The priman vt ' iwﬂﬂe_ﬂ architectures:

b) Constant server management

c) Inr:r ed hardware needs d) Manugl sealing
Answers
L b i 3 g 4 b § .5 L& o =3
g 8. b x|
Short Questions
Q.1. Analyze the role of Peer-to-Peer Networks in Blockchain. How do they function and why
are they essential?

Pesr-to-peer [P2F) networks in blockchain allow nodes fe siore, validote and update
bleckchaln data equally. Each node maintains ifs own copy of the blockehaln ledger. It
enhances lransparency as all nodes can view the same transaction history. It also Improves
reliability because the system does not rely on a single ceniral point of failure,

Q.2. Describe the concept of immutabllity in blockchain. Why Is It a critical feature?

Immutability means that a block added to the blockehai w;‘.% DE T 'ﬂ:‘]‘ or deleted,

This ensures that all fransaction history isp nent | c'a—‘ﬂi Qekchminte ovides reliable and
. l|u i

]

upchungeﬂbla record of all transactiofis. s bagalse it guarantess that data
remains accurate and unalts i 1t @ crifical feature for maintaining the

Edage -*\{‘ M"'!'-. Sﬂ method where data is processed near the source rather than in
ceriralized dala centers. It benefits data processing by reducing delays and enabling faster
decision-making. Edge computing is especially useful for systems that need very fost responses
such as smart cities, health monitoring devices and industrial automation.

Q.4. Describe the concept of serverless architectures.

serveriess computing allows the developers to build and run applications without
managing servers. This cloud providers in this model automatically assign the required resources.
needed and users only pay for what they use. This makes cpplications more scalable and
reduces the complexity of infrastructure management.

Q.5. How does edge computing improve fhe efficiency of autonomous vehicles?

Edg~ compuling impreves the efficiency of autonomous vehicles by processing data
within the vehicle or nearby infrastructure rather thon relying on cloud servers. It reduces delay
and enarles real-time decision-making for tasks like ocbstocie detection and lane changes elc.
- Il also ensuras 2 vericle operates safely even when network is weak of interupted.

Q.b. Differentiate between Elasticity and On-Demand access In cloud comg
-G’?i Petby increosing
gans the user can use

distinctions. [See chapter)
@.3. Discuss the advancements and benefits of edge computing in modern technology.
(See chapter|

Q.4. Explain the concept of serverless architectures anu *helr Impact on application
development. (See chapter)
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gghinciogies are new fools, systems, or methods thot are balnn developed or
have recently starfed to be used These technologies can change the way we live, work and
interact with the world. These technologies con be used In every field of life such as education,
Information technology, medical, fransportation and communication efe,

Q.2. Gilve five examples of emerging technologles.

Five examples of emerging technologies include Arificial Infeligence. (Al), Cloud
computing, Internet of Things (loT), blockchain and Biotechnology.
Q.3. Whot s Artificial Intelligence (Al)?

Arificial Inteligence refers fo the ability of machines or software to learn and perform
lasks fike human beings. Voice recognition, face recognition and decision making are qualities
of human inteligence that can be present in artificial inteligence.

Q.4, What is loT (Internet of Things)?

The intemet of Things (loT) refers to a system in which every day physical objects are

‘connected fo the internet. These objects use sensors and network ccnneciwﬁ'f t, send

and receive doto. loT makes life easier, safer and more effici sed loT-
enabled devices Include smariphones, smam@c.@ 10 ‘r art thermostats,
smart light Sulbs ond cars. u
Q.5. Which devices can be cafi - G ug!

3ome common devic canne::ted through loT include smartphones,

Q6. Howls r.:ug ‘eqlity (AR) different from virtual reality (VR)?
Augmented Redlity (AR} adds computer-generated elements such as images, videos or
sounds to fhe real-world environmen! while Virtual Reality (VR) creates a completely virtual,
computer-generated envirenment. AR can be experienced through devices such as
smartphones or AR glasses whereas VR requires special headsets and controliers.
Q.7. Whal s the purpose of 5G technology?
5G s the fifth generation of wireless technology. It provides faster internet speeds ond
more reliable connections. It improves the perfarmonce of mobile phones, smarl devices and
reci-time applications. It also supparts the growth of emerging fechnologies such as augmented
reaiity (AR] and virtual reafity [YR) by offering the req Uired high-speed dota fransfer.
Q.8. Whatis quantum computing?
Quantum compuling Is @ type of advanced computing that uses tiny building biocks
called qubits. It is faster than traditional computing.
Q.9. How is quantum computing faster from traditional computing?

Quantum computing uses qubit that can represent b-:-ih 0anc & u.i.. amE i e which
is differant ﬁ'cm regular I::-:f that can only represent either 0 or.) ity atlows guantum
compulers

Q.10. What is hiuhchnnlngy an
Biotechnology is the use

new products or solve a Jeims
heaith, agriculture, er fonment.
Q.11. What Is clo mputing?

Cloud computing refers to the delivery of computing services such as data storage,
software applications and processing power over the Intemet. It allows users to access these
services without installing them on alocol device. Some examples of cloud computing platforms
include Google Drive, Dropbox and Amazon Web Services (AWS].

jsersSuUCh os bacterio, plants or cells fo develop
. It combines biclogy with technology o improve






Q.24. Write some examples of Saas platforms.
Google Workspace includes widely use choph:

ail, Google Docs and

2\ g

Google Drive. Some other comman Sacs bl Sl i e seft Office 365 and Salesforce.
Q.25. What is the role of Salesigi Cla %4:3 g7

Salesforce is one of 1h Iysed Software as a Service [Seas) platforms. It allows
businessas 1o manag ipmeemtormation. monitor sales activities, and oulomate marketing.

Salesfarce is useRifY B¥er 150,000 companies worldwide fo improve operational efficiency and
customer satisfaction.
Q.26. What is a cloud deployment model?

Cloud deployment models define how cloud services are made avallable, delivered and
manoged for users or organizations. Each model offers o different leve of control, security and
flexibility, The selection of a deployment mode! depends on the specific needs and goals of the
organization or individual users;

Q.27. What are the key considerations for choosing a cloud deployment model?

The key considerations for choosing a cloud deployment mode! include security, cost,
scatability and fiexibility. Organizations must evaluate their specific needs and goals before
making a decision. :

- Q.28. Listfour deployment models of cloud computing.

The four deployment models of cloud computing are Public Cloud, Private Cloud, Hybrid
Cloud, and Multi-Cloud. Each model offers different level of control, secu @ﬂﬁibﬁh.
Q.29. How does a public cloud differ from a private clou ﬂ@

_ Public cloud s shared by multiple users ol mihe SRl B WXhra-garty provider. It is cost-
effective but offers lower control and sec _ Wl Solel by a single oraanization
and offers more privacy and canléi-+s £ NS 2 expensive and harder to manage.
@.30. How does the multi-clo ‘ E bene nizations?

ganizations by not relying on @ single provider, | enhances
an continue functioning even if one provider experiences

resiience by ensiing
downtime.
Q.31. What Is cloud data storage and how does it benefit users? '

Cloud storage allows users to save data on remote servers rather than on local devices,
This makes it eosler to access dota from anywhere and share it with others, Businesses can use
cloud storage to keep backups of fheir data fo ensure it is safe from local hardware failures or
other lssues.
Q.32. What is web hosting in cloud computing?

Web hosting in cloud computing is the service of staring and running websites on virtugl
servers that draw resources from a network of physical servers. '
- Q.33. How do content dellvery networks (CDNs) improve website perfformance?

CDNs store copies of website content on mulfiple servers across the globe, When a user
accesses a site, content is delivered from the closest server. This reduces Ioading time and

improves user experignce. \ 2 :
Q.34. How does cloud computing support machine learning and Al? m
Cloud computing offers powerful tools fod sjelslals elearming models and

artificial intelligence applications. For examphe. 360G arjd AWS SageMaker provide
cloud-based pigtiorms to build, . and-aeploy SAnE4etming models easily. -
Q.35. List some common secu ' he cloud,

Some common secisiy@nolehassin fha cloud include unauthorized access, data theff
and data loss e#imman happen if the users are not caretul.

Q.36. How can ance security in cloud computing?

The users should protect dalg using encryption, strong posswords and two-factor
authentication. It s akko imporiant to review securnity seftings reguiarly. Most cloud providers offer
builtn tools to manage and secure stored dato, These steps reduce risks and keep clovud daia
more fecyre.
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' Q.37..Why is resource management essential in ¢
_ Resource management is essentigl in €lo : sonirols and optimizes the
use of cloud resources such as storage ] r"’*‘ ‘h bt Efféctive resource management
ensures thaot cloud services houl everuse or woste of resources,

Q.38. How can users c t “ sloud computing?

The u 2oits In cloud computing by regularly menlforing cloud usage. It is
important o rasource allocation and choose pricing plans that match thelr specific
needs. Many cloud providers offer budgeting and cost-monitoring focls 1o manage spending
efficlently.

Q.39. What Is meant by compliance in cloud computing? :

Compliance refers to the legal and industry-specific rules fhat organizations must follow
when using cloud services, These include data privacy laws, security standards and operational
guidelines that vary by country or region. ;

Q.40. What Is blockchaln technology?

Blockchain Is @ digital ledger or database of transactions that is shared and maintained
by network users. The infarmation is not stored ot a single central location. |t is stored ocCross @
network of computers around the world. Blockchain is the fundamental fechnology behind
digital currencies such as Bitcoin.

Q.41. List key features of blockchain.

The key features of blockchain are fransparency, secunfy and decen n. It provides
a secure and fransparent way for people fo share and keep frack ot Inf
Q.42. Name core principles of blockch bl 2

Q.43. What Is meant by a disfibuted ledger in blockchain? | _
' Fh Sl e he data Is stored ocross multiple computers (nodes) instead

of one centraliBever. Every participant hasan identical copy of the ledger. This reduces the risk

of data loss or manipulation. It also increases transparency and trust,

Q.44. How does transparency work In blockchain?

Tronsparency means that everyone in the blockchain nefwork con see what is recorded.
This makes it difficult for anyone to cheat or change information.

@.45. What is cryptography in blockchain?

Cryptography is the mathematical method used to protect and lock the data in the
blockchain. It keeps the data sofe from unauthorized access or changes.
Q.46. What does decentralization mean in blockchain?

Decentralization means that no single person or central computer controls the
blockehain. The blockchain is maintained by a network of computers called nodes. Each node
stores a full copy of the blockchain. The nodes work with other nodes to validate and record
ransactions. This decentralized structure recluces the risk of system failure and inCreases network
security.

G.47. What Is the role of consensus mechanisms in blockchain :
- Consensus mechanisms ore the procasses LseG10'e “J fat \aibAodes in o blockchain
&iich, Whbake )

ol sl s el
i
Q.48. What s Exetialn

A Uter that parficipates in blockehain network. Each node maintains a
copy of entire blockchain network and helps fo validate tfronsactions and newly created blocks.
'Q.49. What is a block In blockchain technology?

" A block is a collection of validated transactions thal are grouped fogether and added
to tHe blockchain in the order they occur.

=\Bldek rejected and not added if consensus Is

not reached. This process hél

pgt reach @ commorn agreement .

-



Q.51. Whatisa irunlndlnn I Gink

A fransactio o specific operation or action within the blockchain. it
represents the ets or information between parficipants in a blockchain network.
Forexample, a fransaction may involve sending cryptocurency or sharing data between users.
Q.52. What Is the blockchain protocol?

The blockchain protocol is o sef of rules and procedures that goyem how the blockchain
operates. It defines how transactions are validoted, how blocks are added and how consensus
is achieved ameng nodes. The protocol ensures thé integrity and security of the blockchain
network.

Q.53. What Is a peer-to-peer (P2P) network?

A Peer-to-Peer (P2P) network is a system where the nodes communicate and share
resources directly with each other without using a central server, Each node can act as both a
clienl and a server. The client requests data and server provides data.,

Q.54. What role does blockchain play In cryplocurrency?
- Blockchain is the core technology behind cryptocurrencies such os Bltcom It enables
secure and decentrolized digital fransactions without the need for banks.
Q.55. How does blockchain help In supply chain manageme (%@
Blockchain is used in supply chain monagement movement of

goods from origin fo destination. Each step f kecerd e B n the blockchain. f helps
to prevent froud, reduce human -mr 3d)\ensue \auien lr.:i‘l'f of products. It leads to greater

trust betwean monufacturers,
0 o ‘-‘ a secure and efficient way to store and manage patient records
and mecﬁcal data, It ensures that sensitive health Information is only accessible to authorized
personnel. This improves data securily, privacy and accuracy.

Q.57. What is the advantage of using blockchaln in voting systems?

Blockehain technolegy can be used to develop secure and fransparent voting systems.
It can ensure that voles are accurately recorded aond counted to reduce the risk of election
fraud. It increases public trust in the voting process.

Q.58. What are cryptocumencles?

Cryptocurrencles are types of digital money that people can send to each other directly
without using a bank. These cryptocurrencies offer o fast, secure and global way to exchange
money. Some examples of cryptocurrencies include Bitcoin and Ethereum,

Q.59. What role do cryptocurrencles play in the digital economy?

Cryptocumencies play o vital role in the digital econormy. They use a special technology

called blockchain fo keep tronsactions safe, secure and transparent. This system uses

deceniralized network of computers to validate and record trc:ns oS, help to
reduce the fransaction fees and also removes the need f AkgE -r,; ments.
Q.460. What Is a smart contract? '

A smart contract is o digital agreemé enin-compUter code that runs on a
blockchain. It autematically carres \but o Hofs s e certain conditions are met. This means
there is no need for a t W Ihird party to approve or process the agreement. It
reduces humaon e

Q.61. How do smaitlsbniracts work?
~ Smart confracts are commonly used on the Ethereum blockchain, These contracts are
“used to perform ihe tasks automatically. They operate without central control and are often .

more secure. For example, a smart contract can release payment automatically when goods
are delivered,



u[ﬂ and Use smarl
centru! comml and are often

DApps (Decentralized Applications)
contracts to perform the tasks automatict
more secure, D)
Q.63. What are some :hﬂ SNg

Q.62. What Is a decentralized application (DApp)?

they must be ¢
systems in ma
smart confract.

Q.64. How does blockchain help in tracking products?

Blockchain provides a clear and secure way fo frack origin and movement of products
through each stage of supply chain, Every transaction is recorded on g shared digital ledger
that is stored across many computers. It ensures that journey of a product is secure, reliable and
traceable,

Q.65. How can blockchain be used for digital art?

Artists can use blockchain to prove ownership of digital art, Each artwork has a unigue
digital signature stored on the blockchain, This ensures it is the original work and prevents
copying or fraud.

Q.66. How Is blockchain used In financial services?

Banks and financial companies also use blockchain fo make trunsc:-:’rians ter and safer.

For example, sending money to another country usually tokes ¢ _a n cost a lot.

ouniries are still not ready to solve problems if something goes wrcng with a

Blockchain makes it guicker and cheaper.
Q.67. What does data security mean |

Data securlty in blocketi
from unautheorized access,
store sensitive info

Ly

o @,m-.u- stored in a blockchain is protected

\/ ;‘
4‘£ a security is important because tal-:::kchmns often
fanf3ugh\ds-friancial or identty data.
Q.68. How s« "'Jil' il signafure used In blockchain?

A digifof Signature is a unique code aftached o data thot pmves who sent it. In
blockchain, it ensures that the data came from a trusted source and was not changed during
transmission.

Q.69. What happens if someone tries to tamper with a blockchain transaction?

A blockchain network stores all data in blocks. If someone fries to tamper with a block, it
will not match the records on other nodes. It will be rejected by the network.

Q.70. How do companies like Amazon and Microsoft confribute to blockchain networks?

The companies llke Amazon and Microsoft provide powerful computers and cloud
services to support blackechain networks. This helps to run blockchain systems more efficiently.
Q.71. What is AWS Lambda?

Amazon Web Services [AWS} Lombda i& o serveriess computing service. It allows
developers to write and run code without setting up or managing any servers.

Multiple Choic 3 D@@ﬁﬁ
: e S o
: ix b. Data encryption

d. Data modeling

2. p Is NOT considered an emerging technology?
a. Artificial Intelligence b: Virtual Reality
¢. Cloud Computing d. CRT televisions

3. Which fechnology enables machines to think, learn and make decisions llke humans?
a. Cloud Computing b. Artificial Inteligence

c. Blockchain d. Internet of Things
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Which emerging technology Is used in self-driving ca "ﬁ‘s @'(C}j)"x,(\m
a. Blockchain e ' hod
¢. Virtual Reality
Which ofthe following i5
. Basic calculator % \
c. Cryplocu '

ligence (Al) In everyday life?
. smart assistants like Sir
d. Virtual redlity headsets

Al stan
a. Autom Interface b. Applied internet
c. Artificial Intelligence d. Advanced Integration

Which technology allows users fo store and access data and applications over the
internet?

g. Cloud computing b. Quantum computing
c. Blockehain d. Virtual Reality
Which of the following Is NOT a cloud computing service?
a. Google Drive b. Dropbox
c. Amazon Web Services [AWS) d. 8iri
Which technology serves as the foundation for cryptocumrencies like Bitcoin?
a. Cloud compuling b, Bleckchain
c. Internet of Things d. Arificial Intelligence
Which technology allows everyday objects such as refrigerators and thermostats fo
connect to the Iinternet and share data? E\f\\!
a. Cloud computing b. Blockehain 0 @@T
& HHE | e

c. Internet of Things [loT) 0y - A
Which of the following Is NOT Wcm

a. Smart cars e,
€. Mobile Charger %
loT stands for: I

a, Intemw b. Internet of Things
c. Internetof Technology d. Integrated Online Transactions

AR stands tor:

‘a, Advanced Rendering b. Artificial Reality

c. Augmented Reality d. Applied Robotics

VR stands for:

a. Verified Reality b. Virtual Rendering

¢. Virtual Reality d. Visual Range

Which technology adds digital content fo the real-world environment?
‘a. Virtual Reality b. Augmented Redlity

¢, Artificial Intelligence d. Mixed Reality

Which technology creates a fully immersive, computer-generatled environment that
feels real fo the user?

Q. Augmented Reality b. Virtual Redlity

c. Mixed Reality d. Compuler-Aided Design

Which of the following Is a common device used for n@ﬁ@lﬂy (AR)
experiences? , g'ﬂ

a. Smartphone b. Keybogrd m i d. Scanner
Which device Is commg ; 1 ?

a. Keyboard ~" c. Printer d. Webcam

5G is considered ﬂe general
a. Electrigi NSO b. Wireless technology
c. Cable d. Bluetooth accessaries

What Is one major benefit of 5G technology?
a. Lower bandwidth capacity

b. Faster internet speed

i Higher latency

d. Unlimited free dala plans
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39.

than classical computers?
a. Cloud computing mputing

c. Machine La::mIn ital photography
What Is the buuilr. n quurrlum computing?
. Byte

i
Which technology enables compuien h: om (@@é s much faster

a. 8it }'E. c. Qubits d. Pixel

Whlcﬁﬁkh ommonly used in biotechnology fo produce medicines and other
. produ

a. Bocteria b. Rocks c. Yeast d. Fungi

Blotechnology can Improve:

a. Inteme! speed b. Crop quality

c. Television displays d. Phone battery life

Which technology allows one physical computer te run multiple independent virtual

machines (VMs)?

a. Cloud Computing b. Virtualization

¢. Data Mining d. Machine Leaming

Which cloud computing feature allows systems fo automatically adjust the
resources based on workload demands

a, Compliance b. Encryption

c. Scalability d. Bockup

a. Infrastructure as a Service (laas)
c. Paas (Platform as a Service)
Which cloud service p ides v
a, Paal :
Whl:h of the follo
b. Amazon Web Services [AWS)
& Su d. Heroku .

Ides a complete development environment for building and deploying cloud
uppll:uﬂum
Q. laas b.Saa§ c. Paa$ d. CRM
Paas (Platform as a Service) Is primarily used by:
a. General users b. Software developers
. Hardware engineers d. Marketing teams
Which of the following Is an example of Paa$?
a. Google App Engine b. Microsoft Office 3585
c. Salesforce d. Dropbox
. Heroku Is best classified as which type of cloud service?
a, Saas b.laas . c. Paas d. None
Which cloud service delivers ready-to-use software applications over the internet?
a. laas . b,Pocs c. Saas d. None
. Who typically uses Software as a Service (SaaS)?
a. Network administrators b. End-users. < \ Li,?kf'ﬁ@
c. Programmers ﬁ 10

Which of the following Is an ex ice (Saas)?
a. Google Workspa zon Web Services (AWS)
c. Google App Eng%& ::I Microsoft Azure

ﬂﬂﬂh Wn 5ulh] is a Saa$ platform that includes:
b. Google Docs
c; Gr.:r Dnv& d. Al o

Salesforce Is an example of:

a. laas b. Poas c. Saas d. Daas
Salesforce Is best known for providing: "
a. Financial accounting b. Network sacurity

c. Operating systems d. Customer Relationship Management

-
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41.

42,

43.

47.

49.

50.

How many companies opproximately use Salesforce? O f@ﬁ'@ﬁ
a. Over-5,000 b, Ove ﬁw\y C g._\-:-‘h?
c. Over 150,000 T\~ lian ! )
Which of the following is de model?
a. Public Cloud \\{ H.E. K\ : L:ti 5~ Private Cloud
¢. Ground ClDF%g\I;&Q\ a8 d. Hybrid Cloud
Which d H‘ el Is shared among multiple organizations?
d

a. Private Clo b. Hybrid Cloud
<. Public Cloud d. Multi-Cloud

Which cloud deployment model provides the highest level of control and security for
sensitive data?

a. Private Cloud b. Hybrid Cloud

c. Public Cloud d. Multi-Cloud

Which cloud deployment model enables data and applications to be shared between
public and private clouds?

a. Distributed cloud b. Community cloud

c. Hybrid cloud d. Edge cioud

Which cloud deployment model Is most cost-effective?

a. Public cloud b. Private cloud

c. Hybrid cloud d. Multi-cloud

Which cloud deployment model provides greater flexibliity and control?

Public cloud b. Private cloud C’m
a. Public clou . Private clou G (@0
¢. Hybrid cloud . Myl m} @oﬁ‘?

Which of the following Is NOT a clo

a. Google Drive OV N 5 ;
. Windows File Explorer \'S'g\_} . ICloud
Which of the oud Infrastructure services for web hosting?

a. Slack QR = b. Amazon Web Services [AWS)
c. Microsoft Office d. Salesforce
Which technology stores and delivers website content from servers that are

geographically closer to users fo Improve speed and performance?

g, Domain Name System [DNS) b, Web Browser
c. Content Delivery Network (CDN) d. Emaill Server
Which company Is a leading provider of Content Delivery Network (CDN) services?

* . Salesforce b. Cloudflare c. Oracle - d. DropBox

51.

52.

54.

55.

56,

Which cloud service Is specifically designed for building, fraining, and deploying
machine learning models?

a. Google Calendar b. AWS SogeMaker
c. Dropbox d. Microsoft Excel
A refers to unauthorized access to sensitive data.
a, Data breach b. Data backup
c. Data mining d. Doto compression
. In cloud computing, ________refers o adhering fo legal and regul ?ﬁﬁ@n&mm:
a. Compliance b. Bandwi RN %_ & uj
c. Scolability A 04y an 2
Which technology us cl de tedger to enable secure and
transparent imnm::ﬂm%‘ N {* \ T i
a. Bleckchain - I \\‘\\BL U g, virtual Private Network
c. DBMS_ - x{‘aIT\ﬂJ\; o d. Cloud computing
Which o AJMMW Is NOT a characterlstic of blockchain technology?
a. Decentralization b. Transparency
¢. Centralized control d. Security .
What Is the primary mechanism that secures blockehain data and prevents tampering?
a. Cryptography b. Password

c. Firewall d. Compression

-.'l‘



57.

59.

41,

63.

73.

74,

75.

SN
What Is a key feature that ensures everyone can see | d@@[&%ckcmm
a. Privacy o

¢. Compression -~ G

Which principle mstt bl }Iﬁi g

a. Decentralization = m . Immutability

c. Scolability u d. Virtualization
Bidke

How ’WJ network ensure that all nodes agree on the validity of a
fran

4. Centralized approval b. Consensus mechanism

¢. Emall confimation d. Automatic encryption

A computer that participates In a blockchain network Is called:

Q. Server b. Node c. Block d. Ledger
A shared digltal record of all transactions in a blockchain system is called:

a. Block b. Node c. Ledger d. Protacol

How are validated transactions organized in a blockchaln before being added fo the
permanent record?

a. Block b. Chains’ c. Tokens d, Networks
In a blockchain, each block has a unique Identifier called a:

a. Key b. Lock c. Tokens d. Hash
Which element In a block links if to the previous block?

a. IP address b. Parent hash =

c. Timestamp

Which of the following is not a compone

Q. Hash il

c. List of fransactions

b. Hash function

¢. Protocol d. Ledger

A________ Inablockchain records the exact fime when the block was created.

a. Parent hash b. Hash c. Timestamp d. Ledger
- Which of the following is o popular cryplocurrency that uses blockchain?

a. PayPal b. Bitcoin c. Google Pay d. Visa

Smart contracts run on which technology? '

a. Internst of Things (laT) b. Blockchain

c. Operating systems d. Cloud storage
- Which platform Is known for enabling developers to create decentralized applications

(DApps) using smart contracts?

a. Bitcoin b. Ethereum c. Litecoin d. Ripple

Which process in blockchain protects data by converting It into an unreadable tormat
for unauthorized users? ik /:mﬁﬁ‘n
AN W

a. Hashing AU
¢. Encryption (a0~
Which feature In blockchain Is o proye th er's Identity and ensure that the
data has not been a ~
a. Encryption % \‘\j\l > b. Decryption
ital si a d. Timestamp

0 processing data closer to the source Instead of a central server?

a. Cloua g b. Edge computing

c. Hybrid hosting d. Ripple

Which of the following Is NOT a benefit of edge computing?

d. Reduced latency b. Improved efficiency

c. Centralized data control d. Real-time response



76. What Is the term used to describe delay in data franster or response time in edge

computing?
a. Bandwidth b. Latency
c. Throughput d. Encryption
77. Which of the following aliows developers fo bulld and deploy applic without
- managing Infrastructure? ,.,@
o. Serverless computing b. 58
c. On-premise servers
78. In a serverless model, mangag ‘
o. Developers “ Roile
¢. Cloud providers % d d. Hardware vendors
79. Which of is verless computing service?
a. AWS L b. AWS EC2
c. Azure Virtual Machines d. Google Kubemetes Engine
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