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r By the end uf this chapte;; you wﬂl be able to: \
e Define post-troubleshooting maintenance and explain its role in preventing
g recurring system issues. ;
e Use Task Manager, Resource Monitcr, Resource Monitor and to monitor CPU,
memory, and disk usage, and terminate unresponsive applications by reviewing
; system Iag's

potablete ove:y media and when it is required.
: INIRYA YR ﬁsmg Rufus or built-in Windows tools, choosing the correct

paﬂ:iticm yle (GPT or MBR).

Identify the differences between GPT and MBR and check a dlsk's partition style.

Expialn the role of BIOS and UEFI in system startup.

e the Power-On Self-Test (POST) process and its importance.

-Aceess BIOS/UEFI settings to change boot order or reset defaults.

Recover deleted files using built-in tools as well as third-party recovery tools such

as Tenorshare. '

Perform Disk Cleanup to remove temporary and unnecessary files.

Apply software updates (patch management) to improve security and stabmty

Run virus scans using Windows Defender and enable real-time protection.

Create a maintenance calendar to schedule regular updates, cleanups, and scans.

Maintain repair and update logs using a standard template

Explain the importance of keeping accurate u.- e

Introductlon %“m\g&%

In this unit, w plain how to maintain and recover a computer system after
troubleshooting. You will learn to monitor system health using tools like Task
Manager, Resource Monitor, and Event Viewer, and explore recovery options
such as Safe Mode, System Restore, and bootable drives.

e ® o © @
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The unit also introd Basic Input/Output System (BIOS) and
Unified Extensut@l]‘ﬁmgm Interface (UEFI) in system startup, simple data
recovery techniques, and important preventive maintenance tasks like disk
cleanup, updates, and virus scans. By the end of this chapter, you will understand

how to keep system logs and maintenance records to run a computer system
smoothly and handle common recovery tasks effectively.

2.1 Introduction to Post-Troubleshooting

Troubleshooting steps, including restarting the system, checking physical
connections, and addressing simple issues related to software or hardware and

to fix common computer problems, The next step is to learn ions to
take once the |ssue is resolved This pr C s bleshooting

(o

@ omputer continue to

work properly and avoid the “‘“ the future. This chapter explams
alg ‘; [} ¥

Importance of Continuous Maintenance

Solving a computer problem is only the first step. The system still needs regular
care to continue working properly. Without maintenance, the same issue can
happen again, or new problems may appear. Regular maintenance keeps the
system stable and prevents future problems. It ensures better performance,
longer life, and fewer disruptions in computer usage.

Example: If the computer becomes slow due to full storage, deleting a few files +,
may improve its speed for a short time. However, if unnecessary files are not
removed regularly or the system is not updated, the ¥ %i@ occur

again. @®®
impact of Poor Maint

If a computer is not ularly, it may face several problems that
affect its peﬁor@@%@ﬁﬁehablhw The following issues commonly occur due
to a lack of proper maintenance:

Below are some common problems that result from a lack of regular
maintenance:

&
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Slow Perfor rary files, unused programs, and background

processe&&Wd up over time. If these are not managed, the

computer may become slow and unresponsive.

* System Failures: If important system updates are not installed, the
computer may stop working properly. It can freeze, crash, or fail to start.

* Security Risks: When the system or apps are not updated, harmful
software like viruses can enter the computer more easily.

= Data Loss: Without backups, important files can be lost during crashes
or hardware failure.

* Hardware Damage: Dust and overheating can damage the hardware

components if the system is not cleaned or properly ven’%a@eg@

Introduction to System Health Mo i
For the smooth running of asys % to check its performance
regularly. This process is k &m ealth monitoring. Modern operating
systems, such as Mi indows, include built-in tools that help monitor
system activity.
These tools allow you to:

e Check how much memory and processing power are being used

e Monitor background applications and services

e View system warnings and error messages

e ldentify programs that may slow down the computer
Regular monitoring helps detect small issues before they become serious. By
using these tools, users can take timely actions to improve performance and
avoid future problems.

T
2.2 Using Built-in Diagnostic J@mgmq@o@@

In addition to basic troublesg tin erating systems provide
built-in tools to help users Sﬁ performance in more detail. These
tools give useful j out the computer's current state and help

identify problems’related to memory, storage, processing power, and system
errors.

This section introduces three important diagnostic tools available in Microsoft
Windows:

e Task Manager

+




. Resourcw KX
e EventVi
Each of these tools plays a different role in resolving system health and
perf?:;rmance-related issues.

Task Manager

Task Manager is a built-in tool in Microsoft Windows that helps users to monitor
the performance of their computers. It shows real-time information about how
the system's processor (CPU), memory (RAM), and storage (disk) are being used.
The Processes tab of the task manager shows all active programs and how much
system resources they are using, while the Performance tab d:splays detailed

graphs for CPU, memory, disk, and network usage. ©©
How to Open Task Manager? W@
There are two simple ways4{0\0
l.  Press the Ctrl + Shi cut key from the keyboard
€ taskbar and select Task Manager from the menu
What You Can Do with Task Manager?
Task Manager is helpful when your computer is slow, or an apphcatlon stops
responding. It allows you to:
e See how much processing power and memory are being used by each
program.
e Select a program from the processes tab of task manager and click End
Task to close it if it is not working properly (see Figure 2.1).
o Vlew programs running sulently in the background.

> Ewindows | Gipan fle Locabion
Se-o(chwilr-!
Background Properties
> B84 sir Symaptics Fainting Enl
» @ AgomgEtarHust
> @ Antimiwisre Cone Seryics

Wil
SBORBONDRS oty Thosth Handies oy 2
L 6 IWT T acepmesmec 4

Frocessas Up time L1 eache 124 kB
) o= AR ST L2 cache: paniy

S S R - - 4 — S e R T T _.;___--. =
© fowOeal @ Fweretai e’a—"‘" = Monnor

> B8 Antimalware Senies fxecurablp

Figure 2.1: Task Manager Showing Active Processes and System Performance in Windows
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The performan \‘; ask manager shows real-time graphs and
data shoMour computer is performing (see Figure 2.1).
lesource Monitor
Resource Monitor is an advanced system tool in Microsoft Windows that gives a
deeper view of how your computer's resources (memory, CPU, and disk) are
being used, as shown in Figure 2.1 While Task Manager gives a quick overview,
Resource Monitor provides more detailed information about which programs
and background services are using system resources. It is especially helpful
when the system is running slowly, overheating, or using a lot of memory without
any clear reason.
How to Open Resource Monitor?

There are two common ways to open Resourc y@c@@
e Open Task Manager go to the#% and click on Open

e Orpress W AN mdows + R, type the command resmon in the
dialog boXthat appears, and press Enter (seeFigure 2.2).

Key Features of Resource Monitor

Some key features of the resource monitor are listed below:
= CPU Tab: Shows which processes and services are using the processor.
* Memory Tab:Displays how much memory is used, free, or reserved.

Rescurce Monitor ST x‘
File  Maonitor  Help

PiD Duecripil Smpw Thresds cry M‘pa‘

I i]lg ??:?uunqn? 3

: augn 29N
_ _-;;:amu\a SO

J!‘!ypeﬂ\eﬂim! ol a pragram, falder, document, or
e Inbernet resourcs; and Windows will open it for yau.

- - 3
E e ==

=}

st
v o

Figure 2.2: Resource Monitor to Monitor the Usage of System Resources
!._24 O




Network 'I'ab Shows which applications are sending or receiving data
over the internet or network.

(g

Event Viewer

Event Viewer is also a built-in Windows tool that records detailed logs of system
activities. It helps users check for errors, warnings, and important events related
to software, hardware, and security, as shown in Figure 2.3.

.iwﬂm - n] x
File Acum ‘ul"w Hdp.

[ Event Viewer (Local)

Overview and 'Sl"'l’ll'-!'h-ﬂ

Figure 2.3: The Event Viewer to View Upcoming Events Related to System Maintenance

How to Open Event Viewer
Press the shortcut key Windows + R, type the command even indhe dialog
é@”@m

box that appears, and press Enter. w
A AG I

.

.Q\W“‘”“”

'] ' idde tity -ancl end an unnecessary background program.

1. Open Task Manager using Ctrl + Shift + Esc.

2. Go to the Processes tab.

3. Find a program running in the background that you are not using (e.g., Music app,
update service).




4. Select it and click\Er
5. Observe \N-- N s putef s speed i |mproves
Answer the questions:
Did ending the task improve system performance?
Why do you think that happened?

2.3 System Recovery Options

In some cases, basic troubleshooting is not enough to fix a problem. The
computer may crash, become unresponsive, or fail to start. To handle such
situations, operating systems like Microsoft Windows provide special tools
known as system recovery options. These recovery options help restore the
computer to a working state without losing important data in most s. In this

section, we learn about the three commonl use P .
Safe Mode

Safe Mode starts Window undamental drivers and services.
It disables unneces programs and startup software, making it
easier to fix pr aused by faulty apps or settings.

When and How to Use
Safe Mode is useful when:

= The system keeps crashing or restarting

* A program or driver is causing the computer to freeze

* You need to scan for malware or uninstall a recent app
How to open Safe Mode:
On most systems: Go to Settings > Update & Security > Recovery > Advanced
Startup > Restart Now. Then choose Troubleshoot > Advanced Options >
Startup Settings > Restart > Press F4.

On some older systems: Restart and press F8 repe af@@mmdows
logo appears. Select safe mode, press ent @
Safe Mode with Networ m

This version of Safe network drivers, so you can access the
internet. It is
= You need to download updates or drivers

= You want to use online help tools
= You want to run a cloud-based antivirus scan
To enter it, follow the same steps as above and press F5 instead of F4.

= o




System Restore
System Restore allows you to take your computer back to an earlier state
without deleting personal files. It works by using restore points, which are saved
versions of your system created before major changes. a @m

O

What are The Restore Points?
A restore point is like a sayed sn

system’s settings and files. It
arfier, working condition if something
NlgiUkstalling a faulty program or driver. Restore points
natical y before system updates or driver installations, or
manually by the user when it is needed.
Steps to Create a Restore Point
Follow these steps to create a restore point manually:
* Click the Start button and open the Control Panel.
* Go to System and Security, then click System.
¢ On the left, click System Protection.
e In the new window, under the System Protection tab, click the Create
button.
* Type a name for your restore point (e.g., “Before mstallmg Wr drlver )
and click Create.

¢ Wait a few seconds for r:onfTl ‘@E@ﬁ omt iIs now saved.

Steps to Use a Restore
If your computer is n

perly, follow these steps to go back to a

¢ Open the Control Panel.

* Go to Recovery and click Open System Restore.

* A window will appear showing available restore points.

* Select the most recent restore point when your system was working fine.




b

Click Next, then Fi .%
e Your sysww@ﬂﬁgﬁn and restore the selected settings.

¥ P L

ootable Recovery Media

Sometimes, a computer may stop working completely and fail to start. In such
cases, normal recovery options like Safe Mode and Restore Points may not
work. So, in this case, we use bootable recovery media to recover the system.
Understanding Bootable Media and its Uses

Bootable recovery media is a USB flash drive or DVD that contains important
system files. It helps start the computer from an external device instead of the
built-in storage. After starting the system, you can use built- in rec ry tools

System Restore to gg, 2 usmg a restore point

Command Prompt cii roubleshootlng
System a

such as:
Startup Repair to fix problems thab -@‘B %m loading

lation to reinstall the operating system if needed

_ When We Use Bootable Media

We use this media in such cases where the system:
¢ Safe Mode is not accessible
e You need to repair or reinstall the operating system.
How to Create and Use a Bootable USB
To create a bootable USB:
e Download the system image or installer from the official website of your
operating system provider (e.g., Windows ISO, Linux ISO, or macOS
installer).

e Download Rufus (a free USB tool) t @%ﬂﬂ site
MQL[MQ&L%ZELID for Windc t‘ 9, You can use its built-

e Plug in a USB drive (16\GB 'or# :

e Open RW% USB and the ISO file.
For Windows or Linux systems, choose GUID Partition Table (GPT) for modern
PCs and Master Boot Record (MBR) for older systems. Then click Start to create
the bootable USB.




. MBR is the older system. It supports up to 2 TB of disk size and a maximum
of 4 primary partitions.
= GPT is the modern standard. It supports disks larger than 2 TB, allows over
100 partitions, and is required for UEFI-based systems.
That's why new computers and operating systems now prefer GPT over MBR! &

How to Check the Partition Style (MBR or GPT)
To check the Partition Style, you need to:
i. Press Win + X and select Disk Management.
ii. Find the drive where Windows is installed (usually Disk
i. Right-click on the disk label (e.g @g@@@tles
iv. Go to the Volumes tab @X
Look at Partition Style.

It will show WO
e GUIDPartition Table (GPT)

e Master Boot Record (MBR)

Objective: :
Learn how to create a bootable recovery drive using bml“t-l
Requi R

+ AWindows 10or 11 PC ‘“@
e Anempty USB dri\
Steps:

} Inse L.tk “'“‘J"\. O
I Pressthe W ndows key, type Recovery Drive, and open it.
. Check “Backup system files to the recovery drive” and click Next.
IV.  Select your USB drive and click Next (Do not click "Create” in class unless permitted).
Answer the question: What does Windows say this recovery drive will help you with?

i J
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2.4 BIOS/UEF DO
When you pres wer button on your computer, several hidden steps take

place before the operating system (like Windows) appears on the screen. These
early steps are controlled by special built-in software called firmware. In this
section, you will learn what firmware is, how the Basic Input/Output System
(BIOS) and Unified Extensible Firmware Interface (UEFI) help start the computer,
and how you can access basic startup settings if needed.

Role of BIOS / UEFI in Computer Startup

All computers have special software built into the motherboard called

firmware. It is not stored on the hard drive and does not get deleted when the

computer is turned off. Firmware gives the computer basigt@@@@on how
)

to start. w
Two common types of firmware are: 2 @]@@
e BIOS older ﬁrmwarﬁ@m asic, text-only menu and works
with thew

e UEFI ne of firmware software, supports a graphical menu that

uses both mouse and keyboard, and larger hard drives.
Role of BIOS/UEFI in Starting the Computer:

» Checks if the hardware is working correctly (like RAM, keyboard, and
hard drive).

e Finds the boot device (USB, hard disk, etc.) and starts the operating
system.

e Allows users to change system settings like date, time, and boot order.

BIOS was first developed in the 1980s, while UEFI is now used in most modern
computers because it is faster and more secure.

%@ 7<)

The POST Test o @\%
POST stands for Pow S - It is the first thing the firmware does after

the computer is n. POST checks the most important hardware to make
sure everything is working properly. If all parts are fine, the computer continues
to load the operating system. If something is wrong, it may beep or show an
error message on the screen.

Example: If the RAM is missing, the computer will beep continuously.

G




Accessing BIOS a

Sometimes youedc

How to Open BIOS/UEFI Settings:

To open this setting, you need
to shut down your computer.

Lo Tumesit- con 4 and

immediately press a

key like Del, F2, F10, or

(the correct key

depends on the brand,

like HP, DELL, and MSI).

ii. The BIOS or UEFI

screen will appear.

WW 0“ Figure 2.4: BIOS /UEFI

Resetting to Default Settings _

if the wrong settings are saved, you can restore the system to its original state
by selecting "Load Setup Defaults” or “Reset to Default” inside BIOS/UEFI
settings.

Boot order and boot repair
Boot order means the sequence in which the computer looks for a device to

ioad the operating system. For example, it may try the USB drive first, then the

hard drive.
How to Change Boot Order: @ @.ﬁf@
Enter BIOS/UEFI settings. ‘@@w

Go to the Boot tab.onm
Move your deszre B) to the top of the list.
Save ¢

Sometimes the omputer cannot start due to missing files or errors. This can be
fixed by using Startup Repair from Windows recovery USB or DVD.

r;




2.5 Data Recov
Sometimes, we d es by mistake or lose them due to system problems. In

many cases, it is possible to recover lost files using built-in tools or with the help
of special third-party software. This section explains basic methods for file
recovery and how to avoid permanent data loss. There are two main ways to
recover deleted files:

i.  Using built-in tools.

ii. Using third-party software.

Built-in Tools

These tools are already part of the operating system, which is why we call them
built-in tools. In this section, we will dlscuss some buﬂt -into n @@dable
to recover deleted files.

Recycle Bin
When a file is deleted in w ually goes to the Recycle Bin. It stays

there until the bi ou can open the Recycle Bin, right-click the file,
and select Restore to bring it back to its original location.

File History

File History is a backup feature in Windows. If it is turned on, the system keeps
copies of your files at regular intervals. You can recover files from earlier
versions, even if they have been deleted or changed. To turn it on, go to Settings
> Update & Security > Backup, connect an external USB or Hard drive, and
select “Add a drive”. Once enabled, Windows will regularly back up your files
like Documents, Pictures, and Desktop on that drive.

Previous Versions

This feature allows you to recover an earlier version o ight-

click the file or folder, choose Properties, t@e @ ersions tab.
If available, you can select an8 sto ; - m
Third-party tools ﬁ@

Sometimes, delet not found in the Recycle Bin or Previous Versions. In
such cases, you can try using third-party recovery software. Tenorshare is a free
and easy-to-use file recovery program demonstrated in Figure 2.5. It can scan
your hard drive, USB, or memory card to find files that were recently deleted. You
can then choose which files to recover.

*
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How to use Teno
Steps toUs

Open Tenorshare, select the location from which you want to recover a
file, such as a specific drive or folder(seeFigure 2.5).
Choose the type of file to recover (e.g., pictures, documents).

.. Click "Scan"to start searching for lost files.

Select the files you want to recover and click “Recover” to restore them.

Recovery success depends on how recently the file was deleted and whether new
data has overwritten it.

=] X
‘ Tenorshare 4DDIG @
Select a !ocatiun to sta @ @
Data Recovery
Hard Drive Lo
l‘.FastandSafe } l \;BHU 8 o g
ystem (E)  HBD (%= Big Data (F)  HDD
. L —— T —— R e
Specialized Data Recove !m!?-!ﬁl NTFS ‘1&5'5“3!-053 NTFS - 20GB/232.8GB  NTFs
& socad

@ Video Recovery

Common Location

& Cloud Drive Hﬂecycle Bin 55 select Folder (58] Windows Backup

8 Crashed PC

Utility Tools gDesk‘top

§5 Video/Photo Repair

& Toolbox

Tips: Don't know which drive to scan, as you're not sure where the data was lu‘s't’g
Figure 2.5: Tenorshare Data Recovery Tool

Limitations of recovery and best @

While data recovery tools,

ve the following limitations.
ago, it may no longer be recoverable

If a file is delete j ol 1
RECOVW “always possible if the hard drive is damaged or
forma -

Files may be permanently lost if the Recycle Bin is emptied, and no
backups were made.

-"ﬂl:&—n_
E RS TEL v
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To help students understand how file recovery works by using Tenorshare on a test file.

1) Create a text file named "TestFile.txt" on the Desktop. g ' o -

2)
3)

4) and click Recover.
5)
Answer the question!
Were you able to recover the file?
Why should you avoid saving new files to the same drive after deletion?
e J

2.6 Best Practices for Preventive Maintenance

Just like we take care of our health or maintain our vehicles, computers also
need regular attention to keep working properly. Preventive maintenance
means doing simple tasks that help avoid bigger problems in the future. These
tasks can improve your computer’s speed, keep it secure, and help it last longer.

Disk Cleanup 0@@@
After some time, the computer collegts i lgs such as temporary

internet files, system cache, “k u*‘ , and items in the Recycle Bin.

These files take up s i\may’'stow down system performance.
Disk Cleanup is -in Windows tool that helps remove such files safely.

GO .



e
| g Disk Cleanup for (C)

Steps to Peﬁwo |
9. Type eanup in the Windows e

B You can use Disk Cleanup to free up to 250 MB of disk space
search bar and open the tool from || = =
the list. This opens a small window || [ cowniosded Progranm Fiis el
. s [ & Temporary intemet Files 471 MB
asking you to choose a drive to clean, || |00 windows rorrepors and feedback diagn.. 13 k8
A = (1) Directx Shader Cache 129 KB
as shown in Figure 2.6. & ) Deiivery Optimization Fies 145 M8 |
Il. Select the drive you want to clean || 5o oo @ memson e

(usually C:) and click OK. IR L
. Check the boxes from the dialog Dox || | e e s i sommeses ot
that appears after OK, as shown in || | ™™ ™™™
Figure 2.6, for the types of files you o
Q

_ S
want to delete. NN (B )0 cance
IV. Click OK to remove the sel%b\ﬁ&y 2.6: Disk Cleanup Menu
s '

o
Patch man ent/ System Updation
Software updates, also known as patches, are released regularly by developers
to fix bugs, add features, and improve security. Keeping your system updated
helps to protect it from viruses and security threats.
There are two types of updates:
I.  Operating system updates (for Windows, macOS, etc.)
ll.  Application updates (for programs like browsers, media players, etc))
To check for updates in Windows:
e Open Settings > Update & Security.
e Click Check for updates.

¢ Install the updates if available. 7 w@ @@m
o)

Windows Defender is tiﬁ; ty tool in Windows that protects your

computer frow ware, and other threats. It offers two types of scans.
e Quick Scan to check common problem areas.
e Full Scan to check the entire system thoroughly.

Windows Defender also provides real-time protection, which means it keeps

watching your system in the background and alerts you if anything suspicious
happens.

+




N

Keeping a maintena

W

maintenance calendar helps you remember when to clean your system, scan for
viruses, or check for updates. You can write it down or set reminders on your
phone or computer.

2.7 System Documentation and Logs
Keeping proper records is an important part of a computer system's
maintenance. When we document what we do, such as installing software, fixing
issues, or performing updates, it becomes easier to manage and troubleshoot
systems in the future. This section explains the basics of system documentation
in a simple and practical way.




| e updates, afso known as patches are released regularly by
_ deveIOpers to fix bugs, add features, and improve security.

Multiple Choice Questions

1. Task Manager is mainly used ta

(@) Monitor running (b) Clean up déﬁs ©m
applications " @ﬁ] o©
(c) Scan for viruses “@ iles
2. Safe Mode starts N\W
(@) All W ices (b) Basic drivers only
() Network services (d) Antivirus tools
3. Bootable USB drives are used for -
(a) Installing games (b) System repair and recovery
(c) Watching videos (d) Sending emails
4. In UEFI systems, a bootable USB must be created in
(@) NTFS format (b) MBR style
(c) GPT style (d) ZIP format

5. The Power-On Self-Test (POST) is performed
(@) During system shutdown (b) After Iogin

(c) At system startup (d) When |nst
6. Tenorshare is a tool usedto -
(@) Play videos * ost f" les
(c) Create charts Momtor CPU
File his’w&
(@) Track website history (b) Save copies of personal files
() Install apps (d) Scan for malware

+



8. Window Q“J ides

(@) F|I pression (b) Virus protection
(c) Disk formatting (d) Music playback

Short Questions

P W N -

o

7.

Long Que::.itﬂsl&lﬂmU .

) A

Write one key function of the Resource Monitor.

Define the use of Safe Mode in system recovery.

List the steps to create a bootable USB using Rufus.

What happens during the Power-On Self-Test (POST).

Why is the boot order setting important when using gove@ms from a

USB drive? m

gintaining system health?

How does Windows D

Explain the roles of Task Manager and Event Viewer in system maintenance.
Give one example for each tool where it can help solve a problem.

. Your computer is not starting properly due to a system issue. Describe how

System Restore or a bootable recovery USB can be used to fix the problem
without deleting personal files.

- Briefly explain any two preventive maintenance techniques that help to keep

a computer running smoothly.
Explain how deleted files can be recovered using a third- party software. Also,

discuss why recovery may not always be successf
A classmate wants to clean up |s thdows update.
Explain how to use Di the optron to remove system
files safely. %

WW O
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Answer Key for Multiple Choice Questions

a) - Monitor running applications % @@ @wa @@

b) - Basic drivers only

b) - System repair and m
c) - GPT style W@
c) - At systqnﬁﬂm

b) - Recover lost files

b) - Save copies of personal files

b) - Virus Protection
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