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explain ba.sfc network components (Sender, Receiver and Medium).
explain modes of communication (simplex, half-duplex ang full-duplex).
describe communication media (Guided and Un-guided).

explain communication devices (Switch, Router and Gateway).

explain network architecture (Client, Server and Peer-to-F'aer}.
explain network types (LAN, MAN, WAN and VPN).

explain network topologies (Star, Ring, Bus and Mesh).

identify the Purpose of Communication standards.

‘understand 03| Model and concepts of its layers.

provide examples of Protocols and devices at each layer of 05| Model.

describe TCP/IP protocol suite used for communication over the
Internet.

Compare the TCP suite with 0S| Model.
differentiate between circuit switching and packet switching.
describe |P addressing schemes (Classes, Masks and Subnets).
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The data communication is the movement or transmission of data bethwtze;‘im“"’;
. devices or computers. OR, it is the transfer of data between two poin

in analog or digital form via a communication medium.

A data communication system consists of five basic components.
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Figure 5.2 Basic Network components

a. Sender

Sender or Transmitter is a device that sends the mess

age. It may be a
computer, workstation,

telephone handset or video camera. The transmitter
converts the electrical signal into a form that is suitable for transmission

through the physical channel or transmission medium. For example, TV

broadcast, there is a specific frequency range for each channel. Hence the
sender (TV broadcast station) must translate the information signal to be sent
into the appropriate frequency range that

matches the frequency assigned to,
the sender. Thus the signals transmitted by multiple channels do not interfere
with another.

b. Message

Mem_gge is the data or information that is to be transmitted. Message can be
number, video, text or any combination of these.

c. Medium

Medium is the ph

ysical path that message uses to travel from source to
destination. It can

be fiber optic cable, coaxial cables, twisted pair cable and
ess media. Medium is also called a channel. Telephone
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e. Protocol : - i
tocol is a set of rules that governs data communications. It reprtz s
: i [ [ ro ;
'A‘:::amem between the. communicating devices. Without ; ;rJ .
adgvices connected may not able to commu nicate with each other.

Modes of data transmission refer to the methods or tjvays informatlfmﬁ ::‘;
| transmitted from one place to another. Following are the different categorie
; data transmission modes which are: .
a. Simplex, half-duplex and full-duplex

b. Synchronous and Asynchronous

a. Simplex, half-duplex and full-duplex

- i. Simplex mode

In Simplex mode, the communication takes place in only one direction. In this
mode, a node can only send data and cannot receive or it can only receivé
data but cannot send. In this mode communication is uni-girectional, 10"
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€xample communication from a central computer to a dumb terminal. The
Communication can only take place in one direction and it is not possible for
" the receiver to send data back. Another example of simplex transmission
would be data being sent to an electronic notice board such as those found in

train stations and airports.
;'E A

One direction
only

e,
e —

: Figure 5.3 Simplex Mode
ii. Half-Duplex mode
In half-duplex mode, each station can both transmit and receive data, but not
at the same time. Each end of the communications link acts as sender and
receiver. An example of this type of communication is the use of walkie-talkies,

where each of the persons communicating must indicate when they have
finished speaking.

~N
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Both directions but
only one at a time

Figure 5.4 Half-duplex Mode
iii. Full-Duplex mode
In full-duplex mode, both stations can send and receive the data
simultaneously, for example two or more computers connected to a network
device such as a switch that provides full duplex activity. It is the fastest bi-
directional mode of communication. The full-duplex mode is like a two way

r-
. /]
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Figure 5.5 Full-duplex Mode

b. Synchronous and Asynchronous

n L

i. Synchronous Transmission

In synchronous transmission, Iari_i,e volumes of infon‘nation can be ;rar;lson:l:lii}dr
at a time. In this type of transmission, data is transrmﬂed block-by- g
word-by-word simultaneously. Each block may contatn.several‘bvles 0 as.
In synchronous ftransmission, a special communication dewce. knownl
synchronized clock is required to schedule the transmission of mfor.mation.
With synchronous transmission, large blocks of bytes are transmltted‘ at
. regular intervals without any startstop signals. Synchronous transmission
requires that both the sending and receiving devices be synchronized before
data is transmitted. Synchronous transmission requires more expensive

-
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Figure 5.6 Synchronous Transmission

fi. Asynchronous Transmission

In asynchronous transmission, data is transmitted one byte at a ‘time’. This

is most commonly used by microcomputers. The data is
character-by-character. In asynchronous
transmission does not occur at predetermined or regular inte
synchronized). A sending device can transmit bytes at any
receiving device must be ready to accept them as they arrive. A start bit marks
the beginning of a byte and a stop bit marks the end of the byte. An additional
bit called a parity bit is sometimes included at the end of each byte to allow for
error checking. Asynchronous transmission usually involves communications
in which data can be transmitted intermittently instead of in a

steady stream. It -
is s0 named because the timing of the signal is not important. Asynchronous
transmission is relatively slow.

transmitted transmission,

rvals (i.e., not
time, and the

Direction of Mlow

data units
Figure 5.7 Asynchronous Transmission
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Guided media are the phys! Three .common typ

_ narrow path. These are also ca
bounded media are: _
i. Twisted Pair Cable
ii. Coaxial Cable
ii. Fiber Optic Cable
i. Twisted Pair Cable .

i i together.
i Pair Cable is formed of two insulated mppar. wires Mlster;im r;; ok
Tw'stﬂ.j aare twisted with each other fo minimize mterfe.arence il
I:Ft:::r?airs cable. Twisted wire pairs have fewer bandwidths than
is ¥
ble or optical fiber cable. ' .
E:ralﬂ'nare are two types of twisted pair cables; shielded and unshielded.

Unshielded Twisted Pair (UTP) Cable:

UTP is the most commonly used networking wire. It is inexpensive, ﬂexl'::i;
and light, thus making it very easy to work with, The quality of UTP may V ¢
‘from telephone-grade wire to extremely high-speed cable. The cable has 0 ;
pairs of wires inside the jacket, The unshielded twisted pair provides

000 M : of
bandwidth of 100 th@ (Cat 1:I to1 hpg (Cat T)The standard Gonngci
for unshielded twisted pair cabling is an RJ-45 AnBEIoE:
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Shielded Twisted Pair (STP) Cable
The difference between the UTP
Wrapped to protect the wire fro
extend the maximum distance
155 Mbps. It costs more than UTP,
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Conductor Cable Jacket
Insulation

Cable Jacket /
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e ey
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% Overall
Drain Wire Foil Shield
Figure 5.8 (a) Unshielded Twisted Pair Cable Figure 5.8 (b) Shielded Twisted Pair Cable

fi. Coaxial Cable (Coax)
A Coaxial Cable (Coax) has a central core conductor of solid or stranded wire
(usuélly copper) enclosed in an insulating sheath, which is, in turn, encased in
an outer conductor of metal foil, braid, or a combination of the two. The outer

metallic wrapping is a second conductor to com

plete the circuit and shield
against noise. This outer

conductor is also enclosed in an insulating sheath,
and the whole cable is protected by a plastic cover.

Because coaxial cables have very little distortion and are less prone to
interference, they have low error rates. Although coaxial cabling

is difficult to
install, it is highly resistant to signal interference. In addition, it can support
greater cable lengths between network devices than twisted pair cable.

Feil shield
\ Center Conductor

Braided shigld

Outer Jacket Dielectric
Figure 5.9 Coaxial Cable
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ili. Optical Fiber Cable 4 or fiber of glass called the
| fiber consists of a very narrow stran
An optical fi ~

_ Unguided media also called Wireless media transports signals without using
r of glass called Cladding. * @ny physical conductor betwee
ic laye ;
. ! a concentric ic jacket. It transmits
S i qo e sur":: ";’:g bpl:oiecﬁva coating of plastic |
The cladding is cover

n the two devices communicating. Signals are
normally broadecast through the
: .. eignals. This eliminates the
Is in the form of light rather than electronic b
signals i

air and thus are available to anyone who has
the device capable of receiving th

em.
total internal reflection The commonly used wireless transmission media are:
f electrical interference. The Fiber optic user:sﬁc core is surrounded i.  Radio waves
ffﬁh:?;; :;g:t signals through a channel. > E-;r!:S{jg:l'i:;i‘rr.él'ience in the density of the ii.  Micro waves
g lastic. The :
. S or
by a cladding of less di:zebg;:fn 3 F:igm moving through the core. - No light iii.  Infrared waves
two materials causes th use of this reflective cladding. i. RADIO WAVES
escapes the glass core because ular. Now a days, telephone,
" The fiber-optic cable is becoming more popular. NO

. ; e
optic cables. Fiber optic cable has bandwidth more than 2 Gbps (Gigabyt

Radio wave distributes radio signals through the air over long distances such
per Second).

as between cities, regions, and countries, and short distances such as within
;m office or home. Radio waves are normally multi-directional, When an
Cladding ! y antenna transmits radio waves, they are Propagated in all directions. The
Jacket multi-directional characteristics of
s - multicasting, i
Core

and televisions are examples of multica

sting.

Figure 5.10 (a) Fiber Optic Cable

T = : - - n : Figure 5.11 Radio wave Transmission N :
Cadding ] ii. MICRO WAVES
8*“"*"‘:"\ / \m / \ ﬁmew : Micro wave s a wireless tra

frequency than radio waves g
network media. Micro wave tra

nsmission technology that travels at high
nd provides high throughput as a wireless
nsmission requires the sender to be in line of

r =)
.J ;

LTV




« Communication and Priocols

Unit- 5 Networ
Computer Science-XI

ith frequencies between bt
waves Wi

used to transmit
: waves are :

Iy called microwaves. Micr0 dio waves, microwaves are
el Hﬁm:a :cross a few miles. Unlike ra. ing antennas need to be
i ignals ; eivi :
v»nr-e l'.e = »sg| in which the sending and rec sually installed on the high
umdlt:{;::h::a .0 wave stations or antennas ﬂfef u|‘n e-of-sight therefore towers
aligned. Microwa ation IS line- I

& icrowaves propag : ch other. Mobile
towers or buildings. Mncr_or::e d to be in direct sight of ea
with mounted antennas

i hnology.
telephone companies use microwave tec

sight of the receiver. Electronic

Microwave Link

~RANGE

Figure 5.12 Microwave transmission

For long distance communication Sateljite Microwave technology is used. A
communications satellite is a device

: that receives microwave signals from an
earth-bag.ed station, amplifies the signals, and broadcasts the signals back
over a wide area 1o any number of €arth-based stations. Satellite micro wave
transmission is used to transmit signals thraughout the world
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Figure 5.13 Satellite Transmission System
iii. Infrared
Infrared is a short-distance wireless transmi

ssion medium that sends signals
using infrared light waves.

Infrared frequencies are just

affected by objects obstructing sender or receiver,
Infrared is used in devices such as the mouse, wireless keyboard and printers.
With infrared, Computers can transfer files and other digital data bi-

directionally. Infrared adapters are installed in many laptops, handheld
personal devices and mobile phones. .

a *

Figure 5.14 Infrared
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:"}ia::y!;rs:wﬁch does not generally encompass L:In'?;:;;’:al i, A
in i e a y;
hes appear ne X
repeaters. Network switc s because it
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e ?ar’:: MAC table. Unlike hubs, network switches are capa Bdc' desﬁnatiog
:Iaat.l: packets as they are received determining the source an
device of each packet and forwarding them.
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directs the Packet to th
node to node until

route for the packets to destination,
A router normally connects AN
routing table. For example

connection to many compute

S and WANs in the Internet with
a router can pe used to distribute o
rsina University or College LAN.

the help of
ne Internet

C. Gateway

S an interface to each of the ne

Y, congestion on connected netwo
keeping local traffic confined to the network on which

when the packets are destined for another network.

responsibility of acting as the switch that allows such
network to another,

Gateways are very

tworks to which it
rks is avoided by
it originates, except
The gateway has the
packets to go from one

intelligent devices, A gateway can translate information
etwork data formats or network architectures. |t can

translate TCp/p t Supporting TCP/IP can
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e (omation and work its way baci e s s e

o the vequiied level.and rapnkags t:; el!ﬂ . a. Client/Server Network Architectyre
toward the hardware layer of the OSIm -! m&ﬁ!. E . Serverijs g Powerful computer that provides centralized administration of the
'%};—w‘ . _ ' network and serves up the resources that are available on the network, such

> 1 lL ' g as printers and files. S
- N .Li Client on the other hand is g network device that Participates in a client/server
LA_!‘!__‘—-——'*—" =T Gateway relationship by féquesting a service from a server It may be a computer that
allows a user or users to log on to the network and take advantage of the
g - resources available on the-netwurk.
7 The client/server Architecture s particularly recommended for networks
J requiring a high degree of reliability. The term Client/server referg to the
[ i f iF . concept of sharing the work involved in processing data between the client
w8 e oy

computer and the server computer,

S - ~ * " responds by sending one or more streams of data to the client. In addition to

i

‘j ) such as user authentication and the identification of a data file to be
il e %3 : ferred

|L %‘7‘1"‘ _ ] transferred,

il _i, @ AT e L R
E.I" £ Lok S T Nt InT e .....»__._.. St -— : -
!;'-!5 A computer network is a collection of computers and devices mterconnef:j: A
i 1. | by communications channels that facilitate communications among users ple:
W " allow users to share resources and data, Network Architecture is the completﬁl One example of a client/server network is a corporate environment where
R - framework of any computer network. |t refers to the logical and Stmc_tu_: employees use 3 company e-mail server to send, receive and store e-mail,
il & layout of the network, consisting of the hardware, software, connectivity ©* The e-mail i | r issues a request to the e-mail
I L 10 communication protocols and moge of transmission, such as wired or wireless. - | SHend, on K eny S ST RO DS ,q
O b - N, SLK Server for any unread mail. The server responds by sending the requested e-
i lowi i ; KB i : .
e The following are Sﬁl{ne Important network architectures, mail to the clignt. Data transfer from a client to a server is referred to as an
2 g ; & :IEEH'SEW&F Network A"ch“ecl}_"ﬁ Upload and data from a server to a client as a download.
{oh b. Peerto Peer Network Architectyre
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g
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many clients and a few g - Whi

. resources,

b. Peer-

In a Peer-to-peer network, all computers haye g
known as Peers. They all have the same abjljt
available on the network. Peer-to-peer networks

qual status and therefore
ies to use the resources

are designed primarily for
, small to medium local area networks, Nearly al| modern desktop operating
Figure 5.17 Client/Server Network : Systems, such as Macintosh 08X, Linux, and Windows, can Support peer-to-
i : Peer network. A peer computer basically acts ag both a client and a server
: twork Y * computer. =
His antages of a client/server ne . i :
i oe Ce:lrallzed Resources: Server is the centre of the network and it can The only requirements for building a peer-to-peer n
. = :
| manage resources that are common to all users. K !

etwork include installing an
PCs that Supports peer-to-peer networking and then
PCs through some medium.

Operating system on the

* Improved security: Server provides better security to network users. Physically connecting the
i o

Scalable network: It is possible to remove or add clients without

. L "'—-—-—__q
i i d without the need for major m_._, ﬂ“

- affecting the operation of the network an ¢

| changes. y i \ ‘
S . * Flexibility: New technology can be easily integrated into the system. _ | 4 .
B B s Interoperability: All components (client/network/server) work together. . H 2 -0
: I Disadvantages of 3 client/server network - . / : J
i - * Expensive: Requires high inita investment in dedicated server. ; \ 4 ,
- ! Maintenance: Large networks wil| require a staff to ensure efficient —
3 Operation and maintengy,

ce.

:'0-
* Dependence: When server goes ¢ f . across o

own, Il cease

the network i Operations wi
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i ; r netwo : A local area network's linkages usuyal i i i
'.’g Advantages of a P“r.w;édfnradsdicated server. R telephone, coaxial.orﬁber-opticiables AN e e
e ; i i ' s
IJ‘ Meyiifis ks N3"'{;tem (such as Windows) already in place may . - There are two basic reasons for developing a LAN: 2
: 2 rating syste erations. i ; i
Y:' « Setup: An ope w‘,_-.gﬁgured for peer-to-peer o _ * Information sharing: This refers to having users who access the same
J- only need to be r 4 mri‘ : ' data files, exchange information via electronic mail, or search the
ib PSR IMm,a!,._u:.-peer for files and applications. 13 .Internet for information. The main benefit of information sharing is
B tralization: No central storage urity available as on g Improved decision making, which makes it generally more important
| | + Dece PRI provide the sec than resource sharing.
b . L'?ssz.f e:re rn. i s * Resource sharing: It
-\ client/s atwork. ]

refers to one computer sharing a hardware device

(e.g., a printer) or a software package with other computers on the

27 % - © Network. The main benefit of resource sharing is cost savings.
" . | into following types. - |
Network can be classified _ ‘ : .
a. Local Area Network (LAN) - i r &
b. Metropolitan Area Network (MAN) : - .

T T

e

; : :‘-:J-'
c. Wide Area Network (_'MﬁN]- A . . |
' d. Virtual Private Network (VPN) _ + ¥, | '—‘—'—msmm
a. LAN (Local Area Network) _

LAN (Local Area Network) is a network that connects camp.uters f""fj de:::
in a limited geographical area like home; school, and office building.

| - computer or device on the network is called a node. LANs are most likely t? be

- based on Ethemet technology. A LAN is useful for sharing resources like fl.|B$.
| .printars, games or other applications. A L.;!LN can be wired or wireless._A wired
i LAN requires Ethemet cable to physically connect all computers on the . MAi\J b :
network 1o a central device called a switch or hiub, A wireless LAN uses radi_U y. . " (Metropolitan Area Network)

workstation

workstation

Figure 5.19 Local Area Nebwork

e A

-
_ - 28 A metropolitan area network is a computer network that usually spans a city or
i communicate, i
I ;a:l E:'a sf:m ueeds : local : 10 Mbps (such In a large metropolitan area. MAN usually interconnects a number of local area
i : ata transfer -overa - i
&g iforan B m::m network) ﬁﬁ:gp:?::"ﬁf;;:eh !.([;;:bit Ethemal: i 7 networks (LANs) using a high-capacity backbone technology. MAN might be ;
: wi or Gi : ; HA
owned and managed by a single o anization.
local area network can reach as many as 100, or even 1000, users. e . P ﬂ
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Metropolitan Area Network connects multiple geographically nearby s tc:
one another (over an area of up to a few dozen kilometers). Recent use of
MAN technology has been the rapid development of cellular phone systems.

&_ 3
. Ag &g

Figura 5.20 Metropolitan Area Network

- €. WAN (Wide Area Networks)

WAN (Wide Area Network) covers large distance for communication between
computers. lts nodes may span. cities, states, or even countries. It
interconnects many LANs and MANs. WAN uses fiber optics, microwaves and
satellites technology for communication. For example, nationwide ATM
(Automated Teller Machines) used in banking represent a common application
of a wide area network. '
The most well-known WAN is the Internet, which may cover the entire globe.
Most WANs (like the Internet) are not owned by any one organization but
-rather exist under collective or distributed ownership and management.
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Figure 5.21 Wide Area Netwark

d. VPN (Virtual Private Network)

A. virtual private network (VPN)
_telecommunication infrastructure, suc

A‘VPN works by using the share
Privacy through Security procedures,
Large corporation
VPN technolo
network. In o
aUthenticateg

d public infrastructure while maintaining

S, educational institutions, and government agencies use -
9y to enable remote users to securely connect to a private
rder to gain access to the private network, a user must be
using a unigue identification and a password.
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Figure 5.22 Virtual Private Metwork

7  Network Topologies
Network Topology refers to the physical layout and connectivity of pomputer;
in a network. Network topologies are categorized into the following four basic
types. .

a. Star

b. Ring

c. Bus

d. Mesh

a. Star Topology

In a star topology all the nodes (server, workstations, peripherals) on the
network are connected directly to a centralized connectivity device called a
~ hub, switch, or router. Each computer is connected with its own cable to a port
on the hub. Data on a star network passes through the hub, switch, or router

i

., __Cr_:mpulerScience-Xl'

Unit- 5 Netw
&y vork 'E'.'J.'nmumcatr'm: and Priccols

b . . -
efore continuing to its destination. The hyub switch, or route
\ ; r manag

ntrols : es
; all functions of the network. It also acts ag 5 e and
'S configuration is common wi peater for the data flow.

1
used with Coaxial cable gr fiber

CO|
Th i
th twisted pair cable; however, it can also be
optic cable.

E Star Topology

—
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Figure 5.23 Star Topelegy

Switch/hub

. Advantages of Star Topology

*  Centralized management, It he

Easy to install and configure,
No disruptions to the network wh
Easy to detect faults and to re

: Ips in monitoring the network.

L]
en connecting or removing devices,
e move parts.

E\II ure of one node or link doesn't affect the rest of network.

Disaduantages of a Star Topology
* Requires more cable than a Bus topology.

If the hub, switch, or concentrator fails, nodes attached become disable.

More expensive than linear bus topologies because of the cost of the
hubs.

v
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|
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b. Ring Topology Lk 2 )

In a ring topology, every node is logically connected to two other Pf:?UE mtgl
and succeeding nodes, furf'ning a ring. Traffic flows through the entire ring unti
it reaches its destination. .
Data packets travel in a single direction around the ring from one newr!t
device to the next. Each network device acts as a repeater, meaning it
regenerates the signal the packets they receive and then send them on to the
next computer in the ring.

Ring Topology

!
.l ' | r - Figure 5.24 Ring Tepology
: i | Advantages of Ring Topology
| = Even when the load on the network increases, its performance is better
l | 1 than that of Bus topology. »
* There is no need for network server to control the connectivity between
: ? workstations. : )
| : I * Additional components do not affect the performance of network.
15
i + Each computer has equal access to resources. .
k'
It Disadvantages of Ring Topology :
I j * FEach packet of data must pass through all ‘the computers between
il source and destination. This makes it slower than Star topology.
* Ifone workstation or port goes down, the entire network gets affected.
j j.' ok i -J T =
= — e f
| % -
i e =
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* Network is hi
components.

Ring topologies can be difficult to troubleshoot,

Adding or removing computers from this type of topology can disrupt
the operation of the network.

ghly dependent on the wire which connects different

c. Bus Topology
In the bus topology,

i LT

each node (computer, server or peripheral device) is
attached to a single common cable. This topology lype is considered a passive
topology because the computers on a bus just sit and listen. When they “hear"
data on the wire that belongs to them, they accept that data. When they are
ready to transmit, they make sure no one else on the bus is transmitting and

then they send their packets of information on the network.

Bus network typically uses coaxial networkin
computer using a T-connector. Each end
terminator specific to a cable.

g cable hooked in to each
of the network is terminated using a

5 Bus Topology

Figure 5.25 Bus Topology
Advantages of a Bus Topology
* Bus topology costs very'less.

* Easy to connect a computer or peripheral 1o a linear bus.
rF-e_—'.‘";'.-' | |

e 4 L




F—\ i Computer SCie_"'.E'E_. b . .
§ ST han a othe’ topolod'
1 Requires less cable length : "
1 - d
| i to set-up and exten 5 i
o s i ly used in sm
is

< 2 break in the main cable. Loose
is

' I
« Thereisa limit on central cab

connected: | oo
Proper termination is required 10 dump
L]

ust. t'
: difficult to detect and troubleshoutfault ati
i i traffic.

% . Itis not suitable for networks with heavy
d. Mesh Topology
In a mesh network topolo
devices, aré inlerconnacted

als. Use of terminators is

ndividual station.

gy, each of the network node, computer and other

with one another. .

in a full mesh, every device in the network is m,ngected to every ::::n Z::;c;

\n- reality, @ partial mesh is commonly used in backbone env e

\ connections between critical servers an ;

of the previous topologies, messages sent on er m.a
rce o destination:

y redundant

provide fault-tolerant
devices. Unlike each
i " network can take any of several possible paths from SOU
. This type of topology is very expensive as there are man
|:§i'u,' | ~ connections, thus it is not mostly used in computer networks. It i

ki E d in mesh

I | used_in wireless networks. Flooding or routing technique is US®
it topology.

X ;nmpumr Scinﬁca-xl

__Unit- § Network Communicationand Priocols

e
?h

= o

Computer ==

Computer i
Figure 5.26 Mesh Tapclogy
Advantages of Mesh topoiegy

e Data can be transmitted from different devices simultaneously. This
topology can withstand high traffic.

Even if one of the components fails there is always an alternative link

present. So data transfer doesn't get affected. ‘

* Expansion and modification in topology can be done without disrupting
other nodes.

-

Disadvantages of Mesh topology

* There are high chances of redundancy in many of the network
connections.

e Overall cost of this network is too high as compared to other network
topologies.

e Set-up and maintenance of this topology is very difficult. Even
administration of the network is challenging. :
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h devices
ﬁi 2 network to arrange data,

oy

also called Network protocols, are set of rules : osli MODEL LAYER S
The OSI modegy defi
seven different |
the application

Data communication standards,

that coordinate the exchange of information in Computer networks. hes a netwo

ayers. Contro| i

rkin :
9 framework for implenienting protocals in
layer in one gt

S pass
Passed from gne layer to the next, starting at

G | el

5.2;1 _Pﬁmose'of.cﬁmmuni_catinn Standards

: the chan ation, and ; : .

i Communication Standards provide guidelines (also called rules‘or prcto-cols} to The OSfm:r:::Z;Ted:;?:;station and back uz'?t[:: i?;f:gnt:?];he bottom layer, over
manufacturers, vendors, government agencies, and other service providers to each include mumpleé Communications into seven d;ﬂe M i
ensure the kind of interconnectivity of networks for communication. These services. The O moue,h;ardware Standards, protocols, o g i:yws. where |

l: " standards define how computers identify one another on a network, theh fon:n e Bijeha as following seven layers » Or, other types of | ,[i

i that the data should take in during transmission, and how this information is & Dol yer : . ’l“m[}\ _ g,

{ processed once it reaches its final destination. Some examples of nk Layer : ry i

communication standards are TCP/IP (for UNIX, Windows NT, Windows 95 s Metwork Layer “ il_

i and other platforms), IPX (for Novell NetWare), DECnet {for networking Digital . & Transport Layer

il Equipment Corp. computers), AppleTalk (for Macintosh computers), and * Session Layer .

i NetBIOS/NetBEUI (for LAN Manager and Windows NT networks). ' g  Presentation Layer E_
522 Open System Interconnection (0SI) Model : * Application Layer E
0S| Model is developed by Intemational Standards Organization (ISO), which ¢

' is a multinational body dedicated to worldwide agreements on International !

I Standards. An OSI model covers all aspects of Network Communication. It is )

{ an Open System because it allows two different systems to communicate over 'l
their primary network.

The OSI model deals with the following: :
« How a device on a network transmits its data and how it knows when
and where to send.
e How a node on a network receives its data and how it know where to
search.
= How nodes using different languages communicate with each other.
« How nodes on a network are physically connected to each other.

{8 ———NOT-FORSALE— = o . ;

Phrysical Link

Figure 5.27 0S| Model Layers '
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Layer 1: PHYSICAL LAYER -4 /, )
51 The physical layer, the lowest layer of the OS! model, is concerned with }he
transmission and reception of the unstructured raw bit stream over a physical

medium. It describes the electrical/optical, mechanical, and functional
| cal medium, and carries the signals for all of the higher

layers. It provides the following functions.
Defines physical means of sending data over ne

Defines the characteristics of the physical medium.
he physical me‘d.iurn is managed

§ interfaces to the physi
twork devices.

&-b.
[ ]

~

« Transmission and receipt of data from t

at this layer.
Interfaces between network medium and devices.
« Defines optical, electrical and mechanical characteristics.

« Conversion of the raw bit stream into glectrical impulse, light or radio

signal.
« Manages the encoding and decoding of data.
Determines. whether the encoded bits will be transmitted by baseband

(digital) or broadband (analog) signaling. ;—"
) Py
Layer 2: DATA LINK LAYER ~

The data link layer provides reliable transmission of data across a physical
link. Data link layer is used by hubs and switches for their-operation. The data
link layer is concemned with physical addressing, network topology, physical

_ control.
The data link layer provides:

handled by the communications hardware.

link management, error nofification, ordered delivery of frames, and flow

+ Segmentation of upper layer datagrams into frames in sizes that can be _

'-.- : ¢ 'f : :
i R Y T E
\R\ W

— .Uml- 5 _hfe_tfmk Communication and

i i ki i .
~ R
Computer s, %
Omputer Se;j hee-X|
ﬁ___

Prtocols

s Bit Orderin ey
9. The data |j ~ e b=
frames before t'ans;tais“-nk layer organizes the pettm of data bits ko
aNd SHAIt bits, bit orger . -, T foMMating i |
e : g issue
L order, Parity and other functions are als: ::::I a: e
Layer 3: NE i
TWORK Laygg \

This layer allows the data calle

network to another. Thig et :lpac:els or datagram to go from one ph:,rsic-;al
SO has its own addressi
sing scheme (network

logical address) so that devices can communicate wi
nicate with other devices across

multiple neiworks
e iks. Consequemly, this layer is al i
determination. : alse responsible for path

J

The network layer eslablishes the mu[;‘;J g’} ~ o~

across switching points, which are typically

example of this layer is the |p protocol

e
routers. The most ubiquitous §
functions.

in TCPAP. It provides the following

¢ Translates Iogical addresses, or names
¢+ Management .

s Determines h

9 5 into physical addresses.

onnectivity and routing between hosts or networks,
it Ow data are transferred between network devices
€S packets according to unique network device addresses

Provides flow and congesti
gestion control
depletion to prevent netwark

* Responsible

resource
—a

for addressing, determining routes for sending and

| Layer 4: TRANSPORT LAYER \
: As 3 . . -
its name implies, it handles the transparent transport of data segments

-

etween the sender and receiver ]

i —

“be p ;
tween network devices. It is responsible for flow control, errdr control,-data '\

be :_:Qem:;tation, and communication reliability.

5 SEqﬁenczspm Ie-lyer ensures that messages are delivered error-free, in

The transr and with no r.osses or dupllc‘:atlcns. -
port layer provides the following functions.
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ssion) layer above it, splits the
the smaller units down to the
at the destination station

« Accepts a message from the (se
message into smaller units, and passes
network layer. The transport layer
reassembles the message.

« Manages reliable end-to-end message delivery with acknowled
in network.
« Tells the transmitting station to
available. #
Provides reliable and sequential packet delivery through error recovery

and flow control mechanisms. ’ . .
« Provides connectionless oriented packet delivery.

gments

"back-off* when no message buffers are

Layer5: SESSION LAYER
The session layer sets up, coordinates, and terminates conversations,
exchanges, and. dialogues between the applications running on different
stations.-It provides: e
«. Session establishment, maintenance and termination: allows two
i application processes (on different rmachines) to establish, use and
f_.‘ Y terminate a connection, called a session. .
A « Session support: performs the functions that allow these processes fo |
communicate over the network, performing security, name recognition,
logging. ' |
It also marks significant parts of the transmitted data with checkpoints to allow
fast recovery in the event of a connection failure.
In most modern Intemet applications, the session, presentation and application .
* layers are usually mmbingd inside the application itself, thus, web browser
performs all functioris of the session, presentation and application Iéyers.

PRESENT AT
TATION

The presentati LAYER
p f ation layer S0Vl i

. presentation, format 1, i Incoming and gyt

window with the p ewly :1her (for example, Pl 90ing data from one

called as the syntay | s text). The pre "_3’“ i i
1k, Sentation layer is sometim
es

It can be vy
View
ator for the network,

nit- 5
r 6: ‘
Laye — °"ﬂ:numcatiun and Prtocols

e —

The presentalion layer pro,; .ed as the trang|

& password encryption, Pt data for Security purpeses. R

« Specifies amhitec"-"e‘iﬂdenémemd ample,
Layer 7: APPLICATION LAYER i
The application layer serves as the yser

transfer format,

i
Nterface for users angd application

provides an interface with the presentat
»application-specific. This layer performs t
* Resource sharing
* Remote file access
Network management
Ditectory services
: Electrm_'lic messaging (such as e-mail)

ion layer, Everything at this layer is
he following functions.

23 Examples of Devices and Protoc
~C[Layers of OSI Motel

' The followi PRk =
ow
they are | INg are some common network devices and protocols and where
IMplemented in the OSI model.

iy
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O8I LAYER DEVICES PROTOCOLS

SHMP, SMTP, FTP, TELNET,
HTTP, NCP, SMB, ApplaTalk,
FTAM, X.400,%.500, DAP,DNS

NCP. AFP, TDI, ¥DR, S5L,150
8623 TLS, PAP, X.220

NelBIOS, ASF, ADSP, ZIP, 180
§327, ¥.225, SAP, SOP

NOIBEUI, TCP, SPX, NWlink,
UDP, RTP, SCTR, TP, TP1,
TP2, TP3, TP4, OSPF, SPX, RIP,
ATP, NBP, AEP, ATMP

Routars, layer 3 (or |P) switches. 1P, 1P, MWlink, NelBEUI, ICMP,
IPsec, ARP, RIP, BGP, X.25

{PLP), CLNP, DOP, IGRP

Bridges and switches, Ethernel %.25 (LAPB., Token Bus, IEEE
Incorporates both this layer and the 202.3 lraming, Etharnol Il

Physical layer. framing, LocalTalk, TokenTalk,
EtherTalk, Apple Remaote Access,
PPP, HOLC, Q.821

Hubs, repeatars, network adaplars, X.25 (X.21bis), EIATIA-232,
Parallol SCSI buses, Various physical- EIA/TIA-448, EIA-530, G.703
layers Ethamat incorporates both this

A layor and the data-link layer. Token ring,
FDDI, and IEEE B02.11.

Communications between computers on a network is done through protocol
suits. The most widely used and most widely available protocol suite is TCP/IP
protocol suite. TCP/IP is an industry standard suite of protocols designed for
local and wide area networks. It was developed by the United States

e e ——e T . =
=

1

1969 for a research shariy,, i
; Ole
foundation of the origing) AHPAJN c

a. TCP/IP Architecture
b. TCP/IP PORTS
c. TCP/IP Applications

a. TCP/IP Architecture

TCP/IP prot i i
T protocol suit consists of a layered architecture whe
: : - : re
ome functionality which can be carried out by a protocol EIEaE:|1
ocol. Each

usually has m
2 ore than one protocol options to carry out th ibili
e layer adheres to. Pl

layer

layer

Itis oy
named from two of the most important protocols in it.

normally considere
d to be a 4 layer s
ystem. The T
into the following four layers il

Application Layer
T"anspoﬂ Layer
Internet Layer

Network Access Layer
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Figure 5.28 The architecture of the TCP/IP protocol suite

All application data, whether it is an e-mail, a file, an instant message, a video
or voice call, is divided into data segments and encapsulated in Transport
Layer PDU's (TCP or UDP segments). The Transport Layer PDU's (Protocol
data Unit) are then encapsulated in Internet Layer's Internet Protocol packets.
The Internet Protocol packets are then divided into frames at the Network
Access layer and transmitted across the physical media (copper wires, fiber
optic cables or the air) to the next station in the network. Figure 5.28 shows

the architecture of the TCP/IP protocol suite.

&

Application Layer .
This is the top layer of TCP/IP protocol suite. This layer includes applications
or processes that use transport layer protocols to deliver the data to

destination computers.

Transport Layer

The Transport Layer p :
across the Internet. The Transport Layer is concerned with host

; y ion-
communication. Transmission Control Protocol provides reliable, connectio

rovides the means for the transport of data segments

-to-host

o AW =%
AT i T TRl
o R _I'.l.-':. .5

e Fas

o
- --:.q-_-'_"n-s.;_t,:ﬂ", A Tt

computer Scll‘_‘nce_x|

._,..--"'__ — un“‘ 5 NE[‘“‘ o
B —_ﬂsﬂﬂmunicaﬂun and Prtocols

oriented transport of g,
that use Internet Protog

Internet Layer

ta between two endpoints

ol to communicate, (Sockets) on two computers

this layer is IP,
Network Access Layer

The Network Access Layer Provides access to
is transmitted and received across the Physical network in network access

r. This Iz ; <
laye IS layer combines the Physical and Data link layers and routes the

data between devices on the sam,
& network,
data between the network ang other devices It also manages the exchange of

b. TCP/IP PORTS

Ew’tw lmmp‘uter or device on the Internet must

assigned to it called the |P address. This IP address i
paﬂipu!ar computer out of the millions i
Inle‘rmet. The information sent over th

the physical network. The data

have a unique number
S used to recognize each
of other computers connected to the

Uses,

For i :

'provildr:‘Stanoe! Port. 23 is used for telnet services, HTTP uses port 80 for

A a"i web .b!‘OWSIng. service and FTP servers use TGP ports 20 and 21 to
Nd receive information. There are some ports that are assigned, some’

féserved ang < ; :
Programs. many unassigned which may be utilized by application -
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The port numbers are divided into three ranges:

«' The Well Known Ports.
« The Registered Ports.
« The Dynamic and/or Private Ports.

 WELL KNOWN PORT NUMBERS .
for the major Internet applications, such

Well-known ports (0-1023) are used '
as Web and e-mail. For example, all port 80 packets (HTTP packets) are
directed to and processed by a Web ;ewar.

REGISTERED PORT NUMBERS - 5
Registered ports are assigned to applications that are mostly vendor specific,
such as Skype and BitTorrent. The Registered Ports are in the range 1024-

49151.

DYNAMIC PORT NUMBERS
The Dynamic and/or Private Ports are those in the range 49152-65535. These

ports are not used by any defined application.

c. TCP/IP Applications
All modem operating systems support TCP/IP, and most large private
networks rely on TCP/IP for much of their traffic. A technology used for
connecting dissimilar systems. Many TCP/IP application protocols were
designed to access and transfer data between dissimilar systems. These
protocols include HTTP, FTP, and Telnet. TCP/IP provides a robust, scalable,
cross-platform client/server framework. :
The TCP/IP is used by the following applications.

« Web browsers (Internet Explorer, Firefox, Safari, Opera etc.)-

iy
« Web Servers
« File Servers
‘e Terminal Servers - :

Metw \
Mﬂn and Prtocols |

RS ES

.

Onli —— -
Ne games on \

File T i
:. fansfer applications (WS-FTP etc
Microsoft Windows Update :

Anti-Virus applicationg

2 [Compa

characteristics.

SIMILARITIES

The main similarities between the two models include the foflo
owing:

hey share similar architecture. - Both of the models sha
re a similar

architecture. This ¢ i

) |ay::s .be illustrated by the fact that both of them are
They share a common application layer: - Both of the models share
cn.::-mmon "application layer". However in practice this layer includ:s
different services depending upon each model.

Both models have comparable transport and network layers: - This can
be illustrated by the fact that whatever functions are performed between
the presentation and network layer of the OSI| model similar functions
are performed at the Transport layer of the TCP/IP model.

Knowledge of both models is required by networking professionals.
Both models assume that packets are switched. Basically this means
that individual packets may take differing paths in arder to reach the
same destination.

Both the models are based on the concept of stack of independent

protocols.
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DIFFERENCES
The main d-irfereﬁoes pétween the two models are as follows: . L
ntation and session layer 1SsUes into its

. TCPIiP combines the prese

application layer.

OSl is a reference model and TCP/IP is an implementation of OSI

model.
‘« TCP/IP Protocols are consideged to b
intemet has developed. The OSI model however is a "generic,

protocul—indepen‘dent standard."
« TCP/IP combines the OSI data link and physical layers into the

network access layer.
TCP/IP appears to be simpler model and this is mainly due to th

e standard around which the

e fact

that it has fewer layers.

+" The OSI model consists of 7 architectural layers whereas the TCP/IP

only has 4 layers.
= In the TCP/IP model of the Intemet, protocols-are deliberately not as
rigidly designed into strict layers as the 0S| model.
« The TCP/IP protocol suite comes prior to the OSI model. ISO first
introduce the idea of TCP/IP suite. After some time the idea of OSI
model comes into existence. So the TCP/IP suite is older than OSI

model. .
« The TCP/IP suite is based on protocols whereas the OSI-model is
" layer based madel.

Computer Science._y R ey
T — Unit-5 N
o —— fi‘-’_‘ﬁ_c'ﬂmmuni;aﬁgn and Prtocols

7 |Application | )

Application

B N
3 | Network Internet
2 |DatalLink Network Interface
1 | Physical Hardware
08l Mudell TCP/IP Model

Figure 5.29 OSI Model Versus TCP Model

Packet Switching

Packet switching is a network communication method in which the data get

. transmitted in blocks, regardless of type and content, called packets based on

:225 destinatit?n address in each packet. When received, packets are

s sl-?mbled in the proper sequence to make up the message. In this kind of

Ieslsz ing, the media capacity is used optimally, and the response time is
r.

i

Circuit Switching
f’muit switching is a scheme in which the network sets up a dedicated point-
':t"lﬂmnt connection between nodes and terminals before the communication
Starts, just like the nodes were already connected.

i)
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ket Switching

Difference between Circuit and Pac
e S M BT 1,11 switching Rt
1

g
ammally ! leedbandwldth alrocatr

TBandwidth is allocated dyn
May be more economical as snot |
needed dedicated ::lrcmt
The packetneeds lobere- | Once connection is established,
transmitted every time when it gets ! | communication is fast s Al
| lost, damaged before it is received '
in this method.
o bEEAdor felephony, DSL | This cuncept is mainly used in
4 |services and other data
i X telephony systems.
1 ransmission services.
‘_ .
1 ::s o urie:nf:r::?::f dd:izverl This is best used for transmission
netwol u I

l 5 J of audio signals and not suitable

!

Costs more for hardware. :
1

S

l errorless.

_|signals can also be sent over the SLF
| ; . for data transmission.
i network in the form of packets.

; % This type 61 switching is
Itis usually a connection less - :
6 4 d ' connection oriented and may be

service. Rarn
! connecllonless also

The Intemet bew the most
7 " h | circuit switching network is the

common example, _
telephone system,PBX.

An Internet Protocol address (IP address) is a number that is used to ldentlfy a
device, for example a computer, a printer, etc. on the network. Each device on
:e:?g: rkAm::;_:?;le 4 'l:“‘q“e IP address to communicate with other network
infonna;ion X :‘:w!; r: c;':lmputer) is a device that sends or receives

- Network devices transmit the data across the

n : a1
etwork. These devices include hubs, switches and routers. On a LAN, each

-

¢

3 host and network device MUSt haye a1,

.+ octet ranges from 0 to 255 in decimal, or 00000000 -

gomputer Science-x| 2 g,
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nip
be able 10 communicate with each oth address within the same network to
: er,

An IP address can be statjc o dynami
Ic.

w A
and it is & permanent Internet 4 s static IP address wil i

address that is assigned each i
da

internet. The address is made Up of 32 b
I

change
dynamic |p address is a temporary

co
mputer or device accesses the

bits are broken into four octets (1 oetet =
declmal and separated by a period (dot).
expressed in dotted decimal

8 bits). Each octet is represented in
: For this reason, an IP address is
Ormat (e.g., 172.16.81.100). The value in each

11111111 in binary.
The following IP address is an example which shows an IP address

represented in both binary and decimal formats

W

10 S X 23, :
' 18 (de
00001010.00000001. 00010111 00010011 {(bin(:l'n;)al)

Th
ese octets can be broken down to provide an addressing scheme that can

, Support/accommodate large and small networks.

a. Classes of IP Addresses

" Gi d
Ven an IP address, its class can be determined from the three high-order

bit
S. Figure 5. 30 shows the significance in the three high nrder bits and the
g
; Nge of addresses that fall into each class.
here are fiye different classes of an IP address, from A to E.
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F[I\gure 5.30 Classes of |P Addresses

Class A

Class A is used for the large n
with many network devices. Binary address

range is between 1
555.0.0.0. Its Network part consists of 1 ‘octet and Host part consists of 3

octets. An example of the class A is 100.10.11.1.,

etworks and is implemented by large companies
lor the class A starts with 0. Its

bits 0 7-8 15-16 23-24 31
fmmm—m————m—— P e pmm—t e ———— pmmmmmmmm = +
| Network | Host |
| Part | Part = |
et e i e o mmm—————— e +

1 Octet 3 Octets
Class B

Class B addresses scheme is used for the medium sized networks. The binary
~address for the class B starts with 10. The range of the IP address in the class
B is between 128 to 191 and the default subnet mask of this class B i§

fo 126 and the default subnet mask of this class is
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Class C is used for the small netwo
starts with 110. The range addresseg
the default subnet mask for thig class
of 3 octets and Host Part consists of

anress is 210.190.100,150
bats 0 7-8 .

rk& The binary address for the class G
1ln the class C is between 192 to 223 and
I8 255,255,255 |ts Network part consists

1 octet. An example of the Class C |p
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Class D is fo i
£ I special use for multicasting. The binary addresses for the ¢l

s with S
- 1110 and the IP address ranges from 224 to 239. An exampl

s D IP address is 230.150.1 10.11 - ‘ S

- Gl'ass E

Class E :
i IS under experimental research. The binary address can start with
a : .
A nd the decimal can be in range from 240 to 255. An example of the
S E IP address is 245.101.110.110




S RS

R 5 ra s - o iess i
ication and Prtocols
Unit- 5 Network Commun €2 27 - —
' Gomputer s;\ence-XL_____________._.—-—-——-__—"—"'_'__'_' l e UNit- 5 Network Communicatig
b —_— | T e— N and Priocois
b. Subnet Masks IP address. Like the IP s UM
ion of an IF & t : .
i di e network portion o A Y
Subnet Mask indicates th imal number. Usually all hosts within A network i 3
# 'S a colletj 3
. d on of indepeng,
ent com

is a dotted-deci

bnet mask is @ 32-bit combination used

address, the subnet mask
k. Su

a LAN use the same subnet masl 2

e e Sender or Transmitter ;

i fers to
i ich portion of an address T€
e t subnet masks for usable IP

igur faul
host. Figure 5.31 shows de
digathe : classes of IP addresses.

addresses that are mapped to the first three
destination,

CLASSA(1-126) .
qﬂ\ﬁw,% ufl,r.{:. ¥

Default subnet mask = 255 l
-» Receiver is the device Which receives tr5
nsm

S GBnet/ioSte SRS e
l itted m
Nowore] [ Post | [Host ] * APprotocolis a set of rules that gove s
ns data communicati
SEE . 0 : 0 y 0 " | © e InSimplex mode, the Communication tak —hw; tgﬂfﬁ
akes place in only one directi
. ection,
R (128-1 9 1) |+ = In half-duplex mode each i
Default subnet mask = 255.255.0.0 , ' Rl
eszssoo Sy ata, but not at the
r Nemﬂ |Network| |_H_DL[ E{’L‘ ¢ In Full-duplex mc;de both stations ca d
. nsend and receive the data si
258 . 258 . 0 . @ * In synchronous t issi i
ransmission, large volumes of information can be transmitied

block-by-
ock-by-block or word-by-word simultaneously.

CLASS C (192-223)

t mask = 255.255.255.0 ;

Detault sUbnd * In asynchronoys transmission, data i itted o

h Is transmitted one byte at a ‘time’.
. | * Guided media are th ar e o
e physical i ich si .
I Network | i Network | [ Network | r Host | S phy: links in which signals are confined along a narrow
b L e TREPS | N
' * Ungui " .
Figure 631 Subnet Masks < g‘i"dE!d Media also called Wireless media transports signals without using any
P Lys'cai conductor between the two devices communicating,

edy g

—
Tt
d
=




S R L

.t
S

munication and Priocals

Unit- 5 Network Com
e

Computer ScienceXl___ ="

ss transmission medium distribut
petween cities, regions,

s radio signals through the air

) ik and countries, and short
over long distances such as

distances such as within an office or home. -
wireless transmission technaology that travels at high frequency

s a )
= Micro wave IS o tk media.

than radio waves and provide throughput as a wirel
« Infrared is a short-distance wireless transmission medium that sends _sEgnaIs using

infrared light waves.
is a device that connects network nodes to a central

= A network switch or hub

location.

« Router is a device that forwards data packets across different networks.
puter running software that allows

e A gateway is a hardware device or & com
network protocols or

communication between networks with dissimilar
architectures.

e -Server is a powerful computer that provides centralized administration of the

network and serves up the resources, such as printers and files, etc.

s Client is a network device that participates in a client/server relationship by
requesting a service from a server. i

 In peer-to-peer networking there are no dedicated servers or hierarchy among the
computers.

* LAN (Local Area Network) is a network that connects computers and devices in a8
limited geographical area like home, school, and office building, ete.

« A metropolitan area network is a computer network that usually spans a city or in @

large metropolitan area.
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Wbl dards provide Quidelines (also called rules or protocols)
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Sy » vendors, government agencies, and other service provid "
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e Kind of Interconnectivity of networks for communication i

Applicati
Plication layer serves as the user interface for users and application processes
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e -Cable is formed of two insulated copper wires twisted
vii.
together. .
: gG axial B. Fiber Optic
. Co :
C. CATS D. Twisted Pair

wiii.

- Xi.

Xii.

xiii.

Which of the following network devices is used to forward data packets

across different networks?

A. Switch B. F-:outer_
B. Gateway D. Modem
In networking there are no dedicated servers or

hierarchy among the computers.
B. Server

- D. WAN
works by using the shared public infrastructure while

A. Peer-to-Peer
C. LAN -

maintaining privacy through security procedures.l
A. LAN B. WAN
C. VPN D. MAN

Which of the following topology is most expensive to implement?
B. Bus topology

A. Star topology
D. Mesh topology

C. Ring topology
How many layers does the OSI model consist of?

A 4 B.5
B. 8 D.7

Which layer of OSI Model decides which physical path-way the data

should take to reach the destination?

A Data link layer
C. Network layer

B. Transport layer
D. Session layer
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c“""huters i
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Which | B .
ayer performs security, nam
. & e : T
fiitiog ©cognition, logging and similar

Xiv.

XV,

Q?. Give short answers to the foll
1.

ii.
iii.

vii.

viii.

A, Transpﬂrt Iayer
C. NEIWDI’k layer
In

B. Presentation layer
D. Session layer
—————— topology, each node (com i
; puter, server, peripheral
elc.) attaches 1o 5 common cable. i
A. Star
C. Ring

B. Tree
D. Mesh

s owing questions.

D:;:::;I:i::: :wdes of data communication with the help of a diagram.
: ; etween synchronous and asynchronous transmission

Differentiate between guided and unguided media |

Diﬁergntiate between LAN and WAN |

What is OSI Model? .

Compare TCP/IP Model with 08| Model.

Dl.fferentiate between circuit switched and packet switched networks
Briefly describe 1P Addressing. :

Q?' Give detailed answers to the following questions.

i.
i.
iii.

Explain various modes of data communication.

What is guided media? Explain diﬁerenf types of quided media
Explain Radio wave and Microwave communications. .
lWrite notes on switch, router and gateway.

Explain in detail Client/Server and Peer-to-Peer networks.
Define network topology and explain its types.

Describe the seven layers of OSI Model.

What is TCP/IP? Explain TCP/IP Protocol Suite.




